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1 Wudopmauyus o 6ecnpoBogHOM
poyTtepe

1.1 MpuBercraue!

bnaropapnm Bac 3a nprobpeteHmne 6ecnposogHoro poytepa ASUS
ZenWiFi AX Mini

YNbTPaTOHKNI 1 CTUNbHBIN pOYyTep NOAAEPXKMBAET YaCTOTb

24Ty n 5My, SMB, UPnP AV, FTP cepBepa 4na KpyrnocyTouHOro
pocTyna K gparnam, ogHoBpemeHHyto paboTy go 300,000 ceccui;

a Takxe TexHonoruto ASUS Green Network, obecneumBatoLuyto
3HeprocbepexeHmne go 70%.

1.2 KomnnekTt nocraBKu

M Poytep ZenWiFi AX Mini viCeTeBow Kabenb (RJ-45)
M Brnok nutaHus vIKpaTkoe pyKoBOACTBO

MPUMEYAHUA:

«  Ecnm Kakne-nmbo anemeHTbl KOMM/IeKTa NOCTaBKM OTCYTCTBYIOT U
NoBpeXeHbl, 0bpaTuTech B CNyx0y Texnopaepxkm ASUS. Homepa
TenepOHOB ropaYel IMHUN CIYXKObl TEXHNYECKOIN NOAAEPKKM
CMOTPUTE B KOHLIE 3TOrO PYKOBOJCTBA.

« CoxpaHuTe OpuUrMHanbHYI0 yNakoBKy Ha Clyyali, ecnv B byayLem
noTpebyeTca rapaHTUiiHOE 0OCNyKMBaHWE, HaNpPYIMeP PEMOHT VK
3aMeHa.



1.3 [aHHbIN 6ecnpoBoAHOl poyTep

@ NopxniounTe 6nok nutaHKa K pasbemy DCIN.
@ /IHavKaTOp NMTaHWA 3arOPUTCA MPY FOTOBHOCTY YCTPONCTBA.

OnucaHue pasbemoB

0630p XD4R
Pazbem CeteBoii Pasbem
DCIN nopr  WAN/LAN

O & F & 7|

0630p XD4N
Pazbem Pazbem
DCIN WAN/LAN
& o
Pasbem WAN/LAN

Mopkntounte 3TOMY NOPTY MOAEM C MOMOLLbIO CETEBOIO Kabens.

CeTeBoi1 nopT
TMoaKmiounTe KOMMbIOTEP K POyTepy C MOMOLLbIO CETEBOrO Kabens.

Cneundukaums

Bbnok nutaHua BbixogHasa MoLHOCTL: 12 B ¢ MakcMmanbHbIM
ToKOM 1,5 A

Temnepatypa npu pabote 0~40°C npu XpaHeHnn 0~70°C
BnaxHoCTb npu pabote 50~90% npu XpaHeHnn 20~90%




1.4 Pa3melyeHune poyTepa

[ins ynyuieHns 6ecnpoBOgHON CBA3N MeXay 6eCnpoBOAHbIM
POYTEPOM U CETEBbIMI YCTPONCTBAMM, MOLAKIOUEHHBIM K HEMY,
BbIMOJHUTE CrieaytoLLee:

« TMomectnTe 6ecnpoBogHON POYTEP B LIEHTPE 6eCcnpoBOLHON
CETV A1 MAaKCVIMaIbHOIO MOKPbITUA.

« [MomecTnTe yCTPOMCTBO NOAANbLLE OT METANIMYECKUX MPErpas 1
MPAMBIX COMTHEYHbIX NyYe.

+ [lna npepoTtBpalLeHnAa NoMex NoMecTuTe YCTPOUCTBO
nojanblue oT ycTponcTs cTaHaapTa 802.11 nnm ycTponcTs,
paboTatowyx Ha yacToTe 2.4 unu 5T, yctpoiicTs Bluetooth,
6ecnpoBoAHbIX TenedoHOB, TPaHCPOPMATOPOB, MOLLHBIX
pBuratenen, GnoopecLieHTHbIX 1amn, MAKPOBOTHOBbIX yyell,
XONOLUMbHUKOB 1 APYroro NpoMbiLLIeHHOro 060pya0BaHNA.

+ Wcnonb3yiite nocneaHtoo NpoLwveky. s nonyyeHus
noApo6HOV MHGOPMALIKN O HANINUK CBEXKEN MPOLLINBKYA
nocetute cant ASUS http://www.asus.com.
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1.5 CucremHble Tpe6oBaHNA

[inAa HaCTPOWKM CeT HeOOXOAMM KOMMbIOTEP, COOTBETCTBYIOLLMIA
cnepytowmum TpeboBaHUAM:

« CeteBow nopt RJ-45 (10Base-T/100Base-TX/1000BaseTX)

« becnposogHoit nHtepdeinc IEEE 802.11a/b/g/n/ac

+ YctaHoBneHHbI npotokon TCP/IP

« bpaysep, Hanpumep Internet Explorer, Firefox, Safari nnu
Google Chrome

MPUMEYAHUA:

« Ecnn komnbloTep He MMEeET BCTPOEHHBIX 6eCNPOBOAHbIX CETEBbIX
afanTepoB, AnA NOAKIIOUEHUS K CETU Bbl MOXeTe yCTaHOBWTb B
KomnbtoTep 6ecnposogHoi aganTtep [EEE 802.11a/b/g/n/ac.

«  becnpoBogHoI poyTep 0fHOBPEMEHHO NOAAEPKIBAET PAbOTy
Ha YacToTax 2.4 My n 5 [Ty, 3To No3BONAET BbIMONHATD UHTEPHET-
cepdVHT 1 paboTaTb C INEKTPOHHON NOYTON, NCMOMb3yA YacToTy 2,4
[Ty v 0LHOBPEMEHHO CMOTPETH MOTOKOBOE BMAEO BbICOKOWN YETKOCTH,
WAW CRyLIATb My3bIKY, UICNOMb3yA Anana3oH 5 My,

+ Hekotopble yctponcTsa IEEE 802.11n, KoTopble Bbl XOTWTE NOAKNOUNTDL
K CETU MOTYT He NoAAepXMBaThb Yactoty 5 [Ty, Obpatutecs K
cneumduKaLmm yCTPOonCTaa.

«  [nuHa Ethernet kabens, ncnonb3yemoro A NOLKAOYEHUA CETEBbIX
YCTPOWCTB He AoMKHa npesblwaTb 100 MeTpos.



1.6 HacTtpoiika poyTtepa

BAXHO!

Bo n36exxaHne BO3MOXHDBIX NMOMeX € 6ecnpoBOHON CBA3bIO, NpU
HacTpolike 6ecnpoBogHOrO PoyTepa NCMOMb3yiATe NPOBOAHOE
CoefiMHeHVe.

Mepen HacTpoliko 6eCnpPOBOAHOTO POYTEPa, BbIMOMHNUTE CleaytoLye
JencTBus:

« TNpu 3amMeHe CYLLECTBYIOLEro POYTePa, OTKIIOUNTE €ro OT CETH.

«  OtkntounTe NpoBoga/kabenm or mogema. Ecim Ha moaeme ecTb
aKKyMySIATOp, OTKIOUUTE €ero.

« lepe3arpysuTe MoAeM 1 KOMMbIOTEP (PEKOMEHAYETCS).



1.6.1 MNpoBoaHOe noaKnoYeHNe

MPUMEYAHMUE: [Ina npoBOAHOr0 NOAK/OUYEHMA MOXKHO UCMONb30BaTb
NGO (MPAMON UNIK NEPEKPECTHDII) Kabenb.

Laptop

]

[AnAa HacTpoiikn 6ecNPoBOJHOrO poyTepa Yepes NPOBOAHOE
coefinHeHmne;

1. Mogkntouute 6nok nuTaHUA poyTtepa K pasbemy DCIN poyTepa.

2. CnomoLLbto NOCTaBAEMOrO CETEBOTO Kabens nogkmounte
KomnbtoTep K LAN nopTty poyTtepa.

3 CnomoLLblo ApYyroro ceTeBoro Kabens, NOAKNIoYNTe MOLEM K
WAN nopty 6ecnpoBofgHoro poyTepa.

4. TogkntouuTe 6ok NuTaHnA mogema K pasbemy DCIN mopema.

1"



1.6.2 becnpoBogHoe NoAKAOYEeHNe

Smart phone

Modem Tablet

oo F5 1

Laptop

[ina HacTpoiKn 6ecnpoBOAHOro poyTepa uyepes 6ecnpoBogHoe

coefuHeHne:

1. MopgkntouuTe 6ok nuTaHUa poyTepa K pasbemy DCIN poyTepa.

MopkniounTe ceTeBON Kabenb NpoBaiiaepa Un oT MoAema K
WAN nopty poyTepa.

. Mopkniounte 610K NUTaHKA Mogema K pasbemy DCIN mogema.
. YcTaHOBMTe B KOMMbloTep ceTeBom agantep IEEE 802.11a/b/g/n/

ac.

MPUMEYAHUA:

MoppobHyto MHGOPMALMIO O MOLAKNIUEHUMN K 6ECNPOBOLHON CETU
CMOTpuUTE B pyKkoBOACTBe nosb3oBatens ana WLAN agantepa.

MHdopmaLmto No HacTpoliKe NapameTpoB 6e30MacHOCTY CMOTPUTE B
pa3gaene Hactpoiika napameTpoB 6e3onacHocTy 6ecnpoBoaHoON
CeTM JaHHOTO PYKOBOACTBA.



2 Hauvano pa6otbi
2.1 Bxop B Be6-uHTepdeiic

[laHHbIn 6ecnpoBOAHON POyTEP UMEET UHTYUTUBHO NMOHATHDIN
rpaduyeckmin nHTepdeiic nonbaosatens (GUI), uto no3sonset
Nerko CKoHGUrypupoBatb ero GpyHKLMK yepes bpaysep, Hanpumep
Internet Explorer, Firefox, Safari unm Google Chrome.

MPUMEYAHMUE: OyHKUMM MOTYT M3MEHATLCA B 3aBUCMOCTY OT Bepcum
MPOLUMBKMN.

Ons Bxopaa B Be6-nHTepdeic:
1. B 6pay3epe BBeguTe http://router.asus.com.

2. B okHe Bx0fa, BBEAMTE MMSA NOb30BaTENA MO YMOMUYAHIO
(admin) n naponb (admin).

3. Tenepb MOXHO UCMONb30BaTh Be6-MHTEpdEiiC Ans
KOHdUrypaLmm pasnnyHbIX NapameTpoB poyTepa.

BepxHue KHOMKu
Qls UHdopmauua

MaHenb
HaBUraymu

Mpas.biii

cronbey
CpepHuii
cron6ey

MPUMEYAHMUE: Mpw Bxoge B BEO-MHTEPENC B NEPBDIN pa3

aBTOMATUYECKM NOABUTCA CTPaHMLa bbicTpoii HacTpoiiku ViHTepHeT (QIS).
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2.2 bbicTpas HacTponKa UHTepHert (QIS) ¢
aBToonpepeneHuem

OyHKuMA bbicTpOit HacTpolKku nHTepHeTa (QIS) nomoxeT Bam
ObICTPO HACTPOUTb NOAKNOUYEHNE K MIHTepHET.

MNPUMEYAHMUE: lMpwv nepBom NogktoueHnn K IHTEPHET HaxMuTe Ha
poyTepe KHOMKY copoca anis cobpoca poyTepa K 3aBOLCKIM HacTPOKam
MO YyMOMYaHMIo.

[na ncnonb3oBaHunA QIS c aBTOMaTNYeCKNM onpepeneHnem:

1. BowpgunTe B Be6-nHTEPdENC. ABTOMATUUYECKI NOABUTCA CTPAHMLA
6bicTpoit HacTporku (QIS).

¥« Sign In
ZenWiFi AX Mini

Sign in with your ASUS router account

MpumeyvaHusa:

« Toppo6Hyto nHGopMaLmMm 06 M3MEHEHUN UMEHN NONb30BATENA U
napons cMoTpuTe B pasgene 4.6.2 Cucrema.

+  /Ima nonb3oBaTtens v Naposb OTANYAETCA OT UMeHN ceTu (SSID) n
Kntoua 6e3onacHocTu. ima nonb3oBaTens u naposb NO3BONAT
BOWTU B Be6-MHTepdelic poyTepa AN1A KOHOUrypaLmm napameTpos
6ecnposogHoro poyTepa. imsa cetn (SSID) n kntou 6e3onacHoCTM
Mo3BONAT 6€CNPOBOAHBIM YCTPONCTBAM MOAKMOYATLCA K
6ecnpoBoaHON CETH.



2. PoyTep noagepxmBaet ciegytoLime Tinbl NOAKNOYEHNA:
OuHamunueckun IP, PPPoE, PPTP, L2TP, Cratnueckuin IP n
aBToMaTnyeckmn onpepenset Juuammueckui IP, PPPoE. Beegnte
Heobxoavmyto nHpopmaLmio And Bawero Tvna noakmoyeHns.

BAXHO! Heobxogumyto nHdopmaLmio o Baluem nogkioueHnm K
VHTEPHETY y3HaiTe y Bawwero nposangepa.

[ns astomatunyeckoro IP (DHCP)

Internet piease select the Internet connection type from the
Settings  Options below. If you do not know the Internet
connection type, contact your ISP.

DHCP >
PPPoE >
Static IP >
PPTP >
L2TP >

Special Requirement from ISP

Previous

ana PPPoE, PPTP n L2TP

Internet Please enter the required information below.
ISP Account Setting

Username

Password @

15



[lna ctatuueckoro IP

Inte m et Static IP allows your PC to use a fixed IP address
Static | provided by your ISP.

IP Address

192.168.1.215

Subnet Mask

255.255.255.0

Default Gateway

192.168.1.1

DNS Server1

192.168.1.1

DNS Server2

MpumeyvaHuns:

ABTOMaTMUECKOe ONpeAeneHne T na NoAKIUYEeHNA UMeeT MecTo
Mpu NepBO HaCTPOIKe poyTepa Ui nocne cbpoca poyTtepa K
HaCTPOWKam No YMOMYAHWIO.

Ecnm QIS He moXeT onpeaennTb TMN NOAKAYEHUA K HTepHET,
HaxxmuTe Skip to manual settings v BpyuHyto ckoHburypupyiTte TUn
NOAKIOYEHMA.

. HazHaubte nmsa cetn (SSID) 1 Kntoy 6e3onacHocT ana

6ecnpoBofHbIx NoaKoyeHnin 2.4 My u 5 Ty, Korga 3akoHunTe,
HaxmuTe MpumeHuTb.



Assign a unique name or SSID (Service Set Identifier)
to help identify your wireless network.

Network Name (SSID)

‘ 00000000johnny

Wireless Security

MPUMEYAHMUE: Ecnn TpebyeTca HasHauuTb pasHble SSID ans

6ecnposogHoi cetn 2,4 Ty 1 5 Iy, yctaHoBuUTe dnaxok OTaenbHble 2,4
Muwn5TMy.

Assign a unique name or SSID (Service Set Identifier)
to help identify your wireless network.

Nam

00000000johnny

5GHz-1 Network Name (SSID)

00000000johnny

17



2.3 MMopgknioueHne K 6ecnpoBogHON ceT

Mocne HacTporkn becnpoBoaHoro poyTtepa yepes QIS K
6ecnpoBOAHO CETU MOXHO MOAKMIOUNTL KOMMbIOTEP 1 Jpyrie
YCTPONCTBA.

[na noaknioueHna K Bawewn ceTn BbiInonHNTe cnepyiowee:

1.

[na npocMoTpa LOCTYNHbIX 6eCNPOBOLHBIX CETEN LLENKHUTE MO
MKOHKe ceTw & B 06n1acT yBeLOMNEHNI.

BbibepuTe 6ecnpoBogHyto ceTb, K KOTOPOI Bbl xenaete
NOAKNIUUTLCA 1 HaxkmuTe MogKnounTb.

. Mpw gocTyne K 6e3onacHoii 6eCnpoBOAHON CETV BBEAUTE

naponb nnn ceteBom Koy 1 HaxmmTe OK.

NloxanTecb NogKNoYeHnA KOMMbKOTEPa K 6ECI'IpOBOﬂHOVI CEeTI.
MkoHka 0To6pa>KaeT COCTOAHME NOAKMKYEHNA N MOLWHOCTb
CurHana npoBoOAHOIro nnn 66CI'IpOBO,E|,HOI'O noaKnKyeHnA.

MPUMEYAHUA:

MoapobHyto MHPOPMALO NO HACTPOIKE 6eCNPOBOAHOI CETI
CMOTpWTE B CNefyIOLLEeN rMaBe.

MoppobHyto MHOpPMaLMIO NO NOAKMIOUYEHWIO YCTPONCTBA K
6ecnpoBOfHON CETV CMOTPUTE B PYKOBOACTBE NOMb30BaTeNs
YCTPONCTBA.



3 KoH¢urypayusa obwmx
HacTpoekK
3.1 Wcnonb3oBaHue KapTbl ceTH

Kapta ceTvt no3sonAeT KoHGUryprpoBaTb NapameTpbl CETEBON
6e30MacHOCTW, ynpaBnATb ceTeBbIMM KnneHTamm 1 USB-
YCTPOWNCTBaMM.

SSUS ZenWiFi AX
. Quick Internet
C\ Setup
System Status

General

@ﬂ oL Mo Wireless  Status

2.4 GHz

Network Name (SSID)
0000C0

W Aittesh
€ Guest Network
Authentication Method

[g) Aprotection

) qos WPA2-Personal 8

Advanced Settings

[N Wireless

[ wn

@ wn

- Alexa R IFTTE

@D 1ve

K Computer Inc. Al rights reserved.
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3.1.1 Hactpoiika napameTpoB 6e3onacHoCTU
6ecnpoBoaHOI ceTn

[ns 3awnTbl 6€CNPOBOAHOI CETY OT HECAHKLIMOHUPOBAHHOMO
BOCTyMa, HeOOXOAVMMO HaCTPOMTb NapameTpbl 6e30MacHOCTW.

[inA HacTpoKN NnapameTpoB 6e3onacHOCTH:
1. B meHto HaBuraumu Bbibeprte O6wme > Kapra cetn.

2. Ha 3kpaHe KapTbl ceTi, nog 06nacTbio CocTosiHMe cMcTembl
MOXHO CKOHUIypuUpoBaTb NapameTpbl 6e€30MacHOCTM
6ecnpoBoaHoii ceTu, Hanpumep SSID, ypoBeHb 6e30MacHOCTH 1
HaCTPONKM WNdPOBaHUA.

MPUMEMAHUE: Bbl MOXeTe HaCTPOUTb NapamMeTpbl 6e30MacHOCTM Ans
JavanasoHoB 2.4 [Ty n 5 M.

Hactpowkn 2.4 Iy, Hactpownku 5 My,

System Status 5 GHz
Network Name (SSID)

0000C05G

Wireless Status

2.4 GHz
Authentication Method
Network Name (SSID)

0oooCo

wPA2-personal ~

WPA Encryption

Authentication Method
AES v

wPA2-personal v

WPA-PSK key

WPA Encryption T
asus
AES v

WPA-PSK key

asus0000

3. B none Wireless name (SSID) BBeguTe yH/KanbHOe UMaA ana
Bawen 6ecnpoBogHoi ceTu.

4. B binapatowem cnmucke WEP-wmdpoBaHue Bbibepurte MeTop
wudpoBaHua Ana 6ecnpoBOAHON CETU.

BAMHO! Crangapr IEEE 802.11n/ac He nopaepnBaeT
BblcOKoCKkopocTHoro coeamHeHnsa ¢ WEP nan WPA-TKIP kniouom. Ecim
Bbl ncnonb3yete 311 MeTOAbI LUMGPOBAHNA, CKOPOCTb Nepefaum faHHbIX
cHu3wnTca fo IEEE 802.11g 54Mbps.

5. Beegute kKop 6e30MmacHOCTL.
6. Korga 3akoHuuTe, HaxMuTe NMpumeHNTb.



3.1.2 YnpaBneHue ceTeBbIMU KNMeHTaMN

/SUS ZenWiFi AX Mi

Client status

Wired (1)

Security level
WPA2-Personal 8

[ns ynpaBneHus ceTeBbIMUN KNMEHTaMm:
1. B meHio0 HaBurauuu Bbibepute O6wme > Kapra cetn.

2. Ha 3KkpaHe KapTa ceTu, BbibepuTe NKOHKY COCTOSIHIE KNNEHTa
Ana oToOpaxeHns NHGOPMALIMI O CETEBBIX KIIMEHTaX.

3. [1na 6noKMpoBaHMA KNNEHTa, BbIGEPUTE KIIMEHTA U HAXXMUTE
Block.
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3.2 Co3paHue rocreBoun cetTn

[ocTeBad ceTb NpeAOCTaBNAET NOAKIOUYEHNE K UHTEPHETY ANA
BPEeMeHHbIX noceTuTenen yepes otaenbHbii SSID 6e3 gocTyna K
NOKanbHOW CeTu.

MPUMEYMAHME: Poytep nognepxusaet go gesatu SSID.

[na co3gaHunA rocreBoin ceTu:
1. B meHI0 HaBuraumu Bbibepute O6wwume > locTeBas ceTb.

2. Ha 3KpaHe rocTeBoii ceTu BbibepuTe NCMNONb3yeMblid J1aNa3oH:
24 v 5Tu.

3. BbibepuTe BKnounTb.

Guest Network

The Guest Network provides Intemet connection for quests but restricts access fo
your local network.

Network Name (SSID)

Authentication Method

ame (SSID)

Time Remaining )

Access Intranet

Manual | Utility



4. [InA n3mMeHeHuA rocTeBbIX HACTPOEK, LESTIKHWTE MO HUM.
HaxmuTte YaanuTb ana yaaneHuna rocteBblX HaCTPOeK.

5. B none Ums cetn (SSID) Ha3HaubTe MMA ANA BPEMEHHOM
6ecnpoBoOAHON ceTu.

Guest Network

The Guest Network provides Intemet connection for guests but restricts access to
your local network.

ASUS_Guest1

Open System

ASUS_5G-1_Guest1

Open System

Remaining

Network Name (SSID) ASUS_56-2_Guestt

Auth ation Method Open System

Manual | Utility

6. BbibepuTe meTop ayTeHTUGMKaLMN.

7. Mpw Bbibope WPA-ayTeHTUdUKaLMM BbibepuTe LWUMdPOBAHME
WPA.

8. YKaxuTte Bpema focTyna unu Bbibepute nyHKT besrpaHuyHbIi.

9. Bknouunte nnu otknioumnte floctyn K UHTpaHer.
10. Korga 3akoHumTe, HaxxmuTe MpUMeHnTb.
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3.3 AiProtection

AiProtection o6ecneumBaeT MOHUTOPUHT B peXUME peaibHOro
BpeMeHU Ana 06HapyXeHUA BPEAOHOCHOTO NPOrPaMMHOro
obecneyeHns. Takxe BO3MOXHA GUNbTPaLMA HeXenaTenbHbIX
CaNTOB M NPUNOXEHWNI U YCTaHOBKA BPEMEHM JOCTYNa K UHTEPHETY.

SUS ZenWiFir AX'Mint Logout Reboot

General

g{% Network Map
K AiMesh
Guest Network
() AProtection
) aos

Advanced Settings

[D wireless
[W] Lan

‘@_. Alexa & IFTTT

@ rve

veN

&

£X administration
(4]

B srstemion

Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 39507
SSID: 0000Co 0000COS6

AiProtection
AiProfection with Trend Micro provides real-time network monitoring {o detect maiware, viruses, and intrusions before

they can reach your PC or device. Parental Controls iet you scheduile imes that a connecied device is able o access
the Internet. You can also restrict unwanted websites and apps.

‘ Network Protection
g . it
. vl ity Pre
« Infected Device Prevention and Blocking

' Parental Controls

4 ; 3
= + Time Scheduling
‘Q‘



3.3.1 CeTeBas 3awWwmnTa

CeTeBas 3aLLmTa 06€CNEUVBAET 3aLLYNTY CETN OT
HEeCaHKLMOHNPOBAHHOrO AOCTYMA.

L5 Quick
N setup
alicious Sites Blocking  Infected Device Prevention and Blocking
General

Q - 5
&) network Map AiProtection
P Aivesh
& Network Protection with Trend Miero protects against network
& exploits to secure your network from unwanted access.

) Guest Network

." AiProtection FAQ
) Aiprotaction B

@) oos

Advanced Settings Enabled AiProlection

[S) wireless

] 1an ) outes

@ wve
(2 ven

¥ Firewall

g Administration

B svstemon

KoHdurypauusa ceteBoin 3awutbl
Ona KOHPUrypauum ceTeBoi 3aLnTbl:

1. B meHto HaBurauum Boibepute O6wme > AiProtection.

2. Ha rnasHon ctpaHuue AiProtection HaxxmuTe CeTeBas 3awmTa.

3. HaBknagke CeteBasn 3aljTa HaxxmnTe CKaHIIIPOBaTb.

Mocne 3aBepLUeHNs CKaHPOBAHUS YTUIUTA OTOBPA3NT
pe3ynbTaTbl Ha cTpaHMLe OLeHKa 6e30nacHOCTy poyTepa.
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Router Security Assessment

Default router login username and password changed -

Wireless password strength check -

‘Wireless encryption enabled -

'WPS Disabled -

UPNP service disabled -

‘Web access from WAN disabled -

PING from WAN disabled -

DMZ disabled -

Port trigger disabled -

Port forwarding disabled -

‘Anonymous login to FTP share disabled -

Disable guest login for Network Place Share -

Malicious Website Blocking enabled -

Vulnerability Protection enabled -

Infected Device Prevention and Blocking -

BAXKHO! [ons, nomeueHHble Kak [la 03HauatoT 6e30onacHo. MyHKTbI,
nomeueHHble kak Het, Cna6o vy OueHb cnabo pekomeHayeTcs
CKOHQUMIrypu1poBaTb COOTBETCTBYIOLIM 0OPa30OM.

4, (JononHutenbHo) Ha ctpaHnue OueHka 6e3onacHocTy
poyTepa BpyuHyto CKOHGUIYpUpYATe NYHKTbI, NOMEYEHHbIE KaK
HeT, Cna6o nnun OueHb cnabo. [ins storo:

a. WenkHute no SNEMEHTY.

MPUMEYAHMUE: MNpw wenuke no snemMeHTy OTKPOETCA CTPaHMLA ero
HacTpOex.

b. Ha CTPaHMLEe HaCTPOEK 6e30MacHOCTY SNIEMEHTA BHECUTE
HeO6X0,E|,I/IMbIe N3MEHEHNA N HaXXMuTe an/IMeHI/ITb.

C. BepHuTech Ha cTpaHuLy OueHKa 6e3onacHOCTY poyTepa Vi
HaXXMWTe 3aKpbITb /1A 3aKPbITUA CTPAHNLbI.

5. [ina koHdUrypaumm HacTpoek 6e30MacHOCTV aBTOMATUYECKN
HaXXMUTe 3alWnTUTb poyTep.

6. [Mpu noasneHunn noaTeepxaeHna Haxxmmte OK.



BnokupoBKa BpeOHOCHbIX CAliTOB

S7a $YHKLMA OrpaHNUMBAET [OCTYN K 13BECTHBIM BPELOHOCHBIM
caiiTam, f06aBNEHHbIX B 6a3y AaHHbIX.

MPUMEYAHUE: S1a dyHKUMA BKIIOYAETCA aBTOMATNYECKM NPU 3amycke
CKaHupoBaHue poyTepa.

[nA BKNiovyeHna 610KNPOBKN BPeAOHOCHDIX CaliTOB:
1. B meHto HaBurauum Boibepute O6wme > AiProtection.

2. Ha rnasHon ctpaHuue AiProtection HaxxmuTe CeTeBas 3awmTa.

3. B naHenv bnoknpoBKa BpeJOHOCHbIX canToB HaxkMmuTe BKJI.

MpodunakTika n 6NOKNpPoBKa 3aparKeHHbIX YCTPONCTB

JTa GyHKLMA NpefoTBPaLLAET 3apaXeHye YCTPOWCTB Npy 0bmeHe
NepcoHanbHON MHGopPMaLMel C BHELUHEN CTOPOHOIA.

MPUMEMAHUE: JTa dpyHKUMA BKIIOYAETCA aBTOMATUYECKN NPK 3amycKe
CKaHmnpoBaHue poyTepa.

OnA BKNoYeHNA NPoPnNaKkTUKM U 6GNOKNPOBKIN 3apaKeHHOro
ycTpoiicTBa:

1. B meHto HaBuraumu Boibepnte O6wme > AiProtection.

2. Ha rnaBHom ctpaHuue AiProtection HaxxmuTe CeTeBas 3awmTa.

3. B nanenu Npodunaktuka v 6noknpoBKa 3apaxKeHHbIX
ycTponcTs Haxmute BKJ1.

Ona KoHpUrypauum npeanoyYnTaeMbiX OnoBeLeHNIL:

1. B naHenv Mpo¢punakTka n 6noKMpoBKa 3apaXKeHHbIX
ycTpoiicTB HaxxmuTe MpegnounTaembie onoBeLLeHu.

2. BblbepuTe nnu BBEAUTE NPOBaigepa 3NeKTPOHHOM NOYTbI,
YUYETHYIO 3aMn1Cb SNEKTPOHHOW NOYTbI Y MAapOSib, 3aTEM HaXKMUTE
MpumeHnTb.
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3.3.2 Hactponka Poautenbckoro KOHTpons

PoamTenbCKMiA KOHTPOSb MO3BONAET KOHTPONMPOBATbL BPeEMS
AOCTYNa K MIHTEPHETY UM OrPaHNYMBATL BPEMS CMOMb30BaHNA
VHTEpPHeTa.

[ins nepexofa Ha MaBHY CTPAHNLY POANTENBCKOTO KOHTPONS:
1. B meHto HaBuraumu Bbibepnte O6wme > AiProtection.

2. Ha rnaBHon ctpaHuue AiProtection HaxmuTe BKnagky
PoputenbCcKunin KOHTPONb.

SUS ZenWikn AX'Mini Logout Reboot

Operation Mode: wir
o Ol lurenar SSID: 0000CO 000OC
K Setup

AiProtection

General
AiProtection with Trend Micro provides real-time network monitoring to detect malware, viruses, and intrusions before
they can reach your PG or device. Parental Controls let you schedule times that a connected device is able to access
the Intemet. You can also restrict unwanted websites and apps.

Network Protect:i
G e
- ed Devi an

Advanced Settings

@ Wireless ' ® « Time Scheduling

] v
wWaAN
o, Alexa & IFTTT
@ rwve
&2 ven
W Firewall

2 Administration
(]

B svetemton



PacnuncaHune

PacnucaHvie No3BonseT yCTaHOBUTb OrpaHNYeHNe BPEMEHU AN
MCMONb30BaHNA CETU KIIMEHTOM.

MPUMEMAHMUE: Y6enutech, 4to CUCTEMHOE BPEMS CUHXPOHU3MPOBAHO C
NTP-cepBepom.

d Blocking  Parental Controls
General

€) Network Map AiProtection - Time Scheduling

P8 AiMesh Time Scheduiing allows you to set up time limits for a Specific client's network usage:

S 1. In the [Clients Name] column, select the clienit wose network Usage you want o
g Guest Network control. You may also key in the clients MAG address in the [Clients MAC
Address] column.
AiProtection 2. In the [Add / Delete] column, click the plus(+) icon to add the client

lv / 3. In the [Time Management] column, click the edit icon to edit the Active Schedule.
@) aos 4. Select your time siot with a ciick. You can hoid and drag (o extend the duration.
- 5. Click [OK] o save the settings made.

Advanced Settings
[S) wireless
[§g] e Enable Time Scheduing

System Time Fri, Sep 11 17:15:49 2020

" Ctint List (ax Limit : 16)

select all v Client Name (MAC Address) ime ent Add/ Delete

Tine v - ®

L¥ Administration

B svstem tog

Ona KoHPUrypauum pacnucaHus:

1. B meHto HaBurauum Bbibepute O6wme > AiProtection >
PoguTtenbckuii KOHTponb > Pacnuncanue.

2. B naHenn PacnucaHue Haxmute BKJI.

3. B cTon6ue Uma knueHTa BBEUTE NV BbIOEPUTE MMSA KNUEHTA
113 BbIMaJatoLLEro CrMCKa.

MPUMEYAHMUE: Takxe moxHo BBecT MAC-agpec knneHTa B nosie MAC-
agpec KnmeHTa. Y6eamTech, Uto MM KIIMEHTA HE COREPXKNT CreLiManbHbIX
CMMBONOB MM MPOBENOB, MOCKOMbKY 3TO MOXET Bbi3BaTb COO B paboTe

poyTepa.
4. HaxmuTe B gna nobaBneHna KNeHTCKoro npoduns.
5. Haxmuite MpumeHnTb 1519 COXPaHEHNA HaCTPOeK.
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3.4 Wcnonb3oBaHue fincnetuepa tpaduka

3.4.1 YnpaBneHue QoS (kauecTBO 06CNyK1BaHNA)

KauectBo obcnyxwBaHua (QoS) no3sonset Bam yctaHoBUTb
NPVOPUTET M YNPaBNATb CETEBbIM TPAQUKOM.

/iSUS ZenWiFi AXMini English ¥

{5 Quick Internet
N Setup
Qos t Speed

General

Q. Traffic Manager - QoS
@) network Map

€3 Guest Network

limits on download and upload speeds.
[g) AiProtection £

To enable QoS function, click the QoS slide switch and fillin the upload and download.

I E—
(el QoSFAQ

Advanced Settings Enable QoS ON
@ Wireless QoS Type O oS @ Bandwidth Limiter
@] Lan Upload Bandwidth o Mbis  « Getthe bandwidth information from ISP or

stnet to check
Download Bandwidih

[nAa ycTaHOBKMN NpUopuUTeTa BbINONIHUTE Cnepylolyee:

1. B meHto HaBuraumu Bbibepnte O6wme > flucnetyep Tpadpuka >
BKMagka QosS.

2. Haxmute ON gns BknoueHmsa QoS. 3anonHuTe nons BXoAsALLen 1
NCXORALLEN CKOPOCTM.

MPUMEYAHMUE: VIHdopmaLmto O LUMPUHE KaHana MOXHO MOMTyumnTb Y
Bawero npogaiigepa (ISP).

3. Haxmute CoxpaHuTb.

MPUMEYMAHME: Cncok nonb3oBaTenbCKux NpaBuna NpegHasHaveH ana
LOMONHUTENbBHBIX HACTPOEK. ECin HeobxouMmo 3apaTb NpropUTET AN
ceTeBbIX CyX0, BbIbeprTe ONpegensemble Nosb3oBaTesieM npaBuia
QoS nnv Onpegensemblii noNib3oBaTeNeM NPUOPUTET B BEPXHEM
MpaBoM yrny.




4. Ha ctpaHuLe OnpepaensemMble nonb3oBaTesieM npasuna
QoS HaxoaWTCA YeTbIpe TUMNa OHMANH-CYXO MO YMONYaHUIO:
web surf, HTTPS u file transfers. Boibepute HyxHyto cyxo6y,
3anonHute Ucxoaubin IP unu MAC, MopT HasHayeHus,
Mpotokon, MNepepnaBaembiin v MpropuTer, 3aTem HaxxMUTE
MpumeHnTb. 3Ta MHPOPMALMA NOABUTCA HA SKPaHE NPaBIAN
QosS.

MNPUMEYAHUNA:
+  [na BBoga ncxogHoro IP nan MAC Bo3MOXHbI CnegytoLye AeNCTBIA:
a)  Ykaxwure IP-agpec, Hanpumep "192.168.122.1".

b) Beepute IP-agpeca, HaxogALWMeECA B OfHO NOACETY UV B OfHOM
IP-nyne, Hanpumep “192.168.123.*" nnn“192.168.* *"

C) Beepute Bce agpeca Kak "*.*.* *" unu octaBbTe 3TO NOJE MyCTbIM.

d) ®opmat MAC-agpec coCTOUT U3 LWeCTy rpynmn no ge
LWeCTHaALATePUYHBIX LUdpbl, pa3AeneHHbIX 4BOeToureEM (:)
(Hanpumep 12:34:56:aa:bc:ef)

+  [InAa ncxogHoro nopta BO3MOXHbI ClieAytoLLve AenCTBrA:
a)  YKaXuTe KOHKPETHbIN NopT, Hanpumep "95"

b) Beegute granasoH noptoB, Hanpumep “103:315"“>100" unu
“<65535"

+ B cTton6bue NepepaBaemblii conepxutca MHGOPMaLMA O BXOZALLEM
1 UCXopALLeM ceTeBOM Tpadmke AN1A ofHOM cekumu. B sTom ctonbue
MOXHO YCTaHOBMTb OrpaHuyeHmne cetesoro Tpaduka (8 Kb) ona
KOHKpeTHo cy6bl. Hanpumep, ecnm aBa ceteBbIx KnveHTa MK 1
1 K 2 ocywectenatoT goctyn B ViHTepHeT (Yepe3 nopt 80), a PC 1
MPEBbLICWN OrpaHNYeHVe ceTeBOro TpadyiKa, To OH NonyunT bonee
HU3KUI NpuopuTeT. Ecnn Bam He HyXHO orpaHuyeHmne Tpaduka,
0CTaBbTe Nose NYCTbIM.
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5. Ha cTpaHnue Onpepensiemblii nonb3oBatesnem npuopmuTeT

MOHO BbIOPaTh NPVOPUTET ANA CETEBbIX MPUNOXKEHNI 1NN
YCTPOWCTB 13 cnucka Onpepensiemble Nonb3oBartenem
npaBuna QoS. Ha 0cHOBe NpropKTETa MOXETE UCMOMb30BaTh
CnepytoLme MeTofbl AnA OTNPaBKM NAKETOB AaHHbIX:

+ M3meHutb nopAAOK OTNPaBNAEMbIX B MHTepHeT MakeToB.

+ B Ta6m/|u,e CKOPOCTb ncxogdigero coeguiHeHMA yCtaHOBUTE
MwuHumanbHoe orpaHnYyeHve WNpnHbI KaHana 1
MakcumanbHoe orpaHn4yeHuve WNPUHbI KaHana anA
HECKOJIbKNX CETEBbIX I'IpI/IJ'IO)KeHI/Il7| C Pa3HbIM MPUOPUTETOM.
NcxogAwas LUNPWHA KaHana A ceTeBblX I'IpI/U'IO)KEHI/IIZ
0To6pa>|<aeTc;1 B MPOUEHTax.

NMPUMEYAHUA:

HuskonprioprTeTHble NaKeTbl ITHOPUPYIOTCA 41A 0becreyeHns
nepenaym BbICOKOMPUOPUTETHbIX MAKETOB.

B Tabnuue CKopocTb BXOAALLEro coeguHeHNs yCTaHOBNTe
MakcnmanbHoe orpaHuyeHue WUPUHbI KaHana [71s CeTeBbIX
MPUNOXeHMIN B COOTBETCTBYIOLLEM NOpsAKe. Bbicoknin nproputeT
NCXOAALLMX NAKETOB BbI3OBET BbICOKMI MPUOPUTET BXOAALLMX
MaKeToB.

anI OTCYTCTBMW BbICOKONPUOPUTETHDBIX NAKETOB COEANHEHNE
AO0CTYNHO ANA HN3KOMNPUOPUTETHbLIX MAKETOB.

. YCTaHOBWTE NAKEeTbl C HAUBbLICLIMM NPENOPUTETOM. Ona nrp,

Hanpumep, MoxHo yctaHoBuTb ACK, SYN 1 ICMP B kKauectse
MaKeToOB C HAMBbICLUIMM NPUOPUTETOM.

MPUMEMAHMUE: Yoenutech, uto QoS BKNOUYEHO U 3aAaHO OrpaHMYeHre
CKOPOCTY ANA 3arpy3Kun/CKaumBaHus.




4 HacTpoiika JONONHNTENbHbIX
napameTpoB

4,1 becnpoBofHaA cBA3b
4.1.1 O6wume

Ha ctpaHuLe O6Lime MOXHO CKOHUIYpPUPOBaTb OCHOBHblE
napameTpbl 6eCNPOBOAHON CETU.

SSUS ZenWiFi AX Mint Logout Reboot

= Operat Mode: wireless router Firmware Ver
T Qi T

General WPS WDS  Wireless MAC Fiker RADIUS Setting  Professional  Roaming Block List

Wireless - General

‘Set up the wireless related information below:

Dual-Band Smart Correct (2.4Giz and 5Giz) W
| oaooca
® Ve 0N

huto v
Advanced Settings

r\ Wireless B | sz tiaxiweFiomode =R

] tan Vi Agie Mulsband Dissble v
Target Wake Time Enible Vv
@8 wan
Autherseaton Methad WA2-Personal
Alexa & IFTTT
WPA Encryption AES Vv
WPA Pre-Shared Key 2sus 0000
Protected Mansgement Frames. Disable W

Group Key Rotation Interval 3600

Channel bandwidth 20/40 Wiz
Control Channel

Extension Channel
'sem
Channei bandwidth

Control Channel

Extension Channel
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Ona KoHPUrypawLum oCHOBHbIX NapameTpbl 6ecnpoBofHOI
ceru:

1. B meHIo HaBurauwmu Bbibepute [lONONHUTENbHbIE HACTPOKM >
BbecnpoBoaHas cBA3b > BKnafKka O6wue.

2. Boibepute 2,4 ynu 5 MLy B KauecTBe Arana3oHa YacToT Ans
6ecnpoBofHO CeTu.

3. [Onsa npeHtuduKkaumy Bawein 6ecnpoBogHoi CeTV Ha3HaubTe
ceteBoe uma unu SSID (MpeHTndukatop 6ecnpoBoaHON ceTh)
ANnHOM J0 32 cMBOSOB. becnpoBOAHbIN YCTPONCTBA MOTYT
NOAKNIOUNTBLCA K 6ECNPOBOAHON CETU Yepe3 Ha3HaUYeHHbI
SSID. SSID Ha nH$popmaLMoHHOM 6aHHepe 0OHOBNAIOTCA NpW
COXPaHEHM HAaCTPOEK.

MPUMEYAHUE: MoXHO HazHaunTb YHUKanbHble SSID ana 4acToTHbIX
Avana3oHoB 2,4 [Ty n 5 MTu.

4. B none CkpbiTb SSID Bbi6epuTe [la Ana npefoTBpaLleHma
obHapyxeHusa SSID gpyrvmm 6ecnpoBOHbIMY YCTPOWCTBAMU.
Korpga 31a GyHKLMA BKNKOUEHA, A1 OCTYNa K 6eCnpoBOAHON
ceTn Heobxoammo BeecTU SSID BpyuHyio.

5. BbibepurTe 6ecnpoBOgHOM PEXIM, ONPeaenstoLMA TN
6ecnpoBOAHbIX YCTPOICTB, KOTOPbIE MOTYT MOAKIYNTLCA K
poyTepy:

 ABTO: BoibepuTe ABTO 4/15 pa3peLLeHs NOAKIYEHNA K
poyTepy ycTponcts 802.11ac, 802.11n,802.11 gn 802.11b.

+ Legacy: Boibepute Legacy ans paspelleHra NOAKMIOUEHNA K
poyTepy yctporncts 802.11b/g/n. MakcumanbHas ckopocTb ans
ycTpoiicte 802.11n 6yget 54 Méur/c.

« Nonly: Buibepute N only ana makcumanbHoim
npoussogutenbHocTn Wireless N. 3TOT pexum 3anpeLyaet
NoAKIoYeHve K poyTepy ycTpoiicts 802.11g 1 802.11b.

6. BbibepuTe WipuHY KaHana ansa obecneyeHws BbICOKO CKOPOCTU
nepeaaymn AaHHbIX:

40 MI'y: BoibepuTe 3Ty WMPUHY KaHana 418 MakcMMasbHOM
MPOMYCKHOW CNOCOBHOCTY BECNPOBOAHON CETU.
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20 Ml (no ymonuaHwmio): BbibepuTe 3Ty WMPWHY KaHana,
€C/IM Bbl CTONKHYNIUCb C Npobnemamu ¢ 6eCnpoBOaHbIM
MOAKIOYEHNEM.

7. BblbepuTe pabounin kaHan ana 6ecnpoBogHOro poyTepa.
Bbibepute ABTO /1A aBTOMATNYECKOrO BbibOpa KaHana ¢
HaWMEHbLUMM KOIMYECTBOM MOMEX.

8. BbibepuTe meToA ayTeHTUMKaLMN:

« Open System: 31a onuma He obecneynBaet 6e30MacHOCTY.

« 06wumi kKnrou: Bol fomxHbl ncnonbsosatb WEP windpoBaHmne
11 BBECTV XOTA Obl OANH 0OLLNIA KoY.

« WPA/WPA2 Personal/WPA Auto-Personal: 3Ta onuusa
obecneunBaeT BbICOKMIA ypOBeHb Be3onacHoCTU. MOXHO
ncnonb3osatb WPA (¢ TKIP) unn WPA2 (c AES). Mpw Bbibope
3TOV ONLMI Bbl OMKHbI CMNONb30BaTh WndposaHue TKIP +
AES v BBecTu Kntouesyto dppasy WPA (ceteBoi Kntou).

« WPA/WPA2 Enterprise/WPA Auto-Enterprise: 51a onyua
obecneymBaeT 04eHb BbICOKNMI ypoBeHb 6e3omnacHocTh. OHa
paboTaeT C MHTerprpoBaHHbIM EAP-cepBepoMm 1n BHELUHUM
RADIUS-cepBepom.

- Radius with 802.1x

MPUMEYAHMUE: becnposogHoi poyTep NogaepKUBaeT MakCUManbHYHO
CKOpOCTb nepeaaun 54 MouT koraa Pexxum 6ecnpoBogHoii ceTu
ycTaHoBneH B ABTo, a Metog wndposaHus - 8 WEP vnu TKIP.

9. Bbibepute wudpposaHne WEP (Wired Equivalent Privacy) onsa
AaHHbIX, MepeaBaeMblx Mo 6ecnpoBOgHON CeTU:

« Otkn: Otkntovaet WEP-umdposaHume

+ 64-6uT: Bkntouaet WEP-lumdposaHme

« 128-6uT: Bknioyaet ynyuweHHoe WEP-wmnppoaHmne
10. Korga 3akoHuuTe, HaxkmuTe MpruMeHnTD.
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4.1.2 WPS

WPS (Wi-Fi Protected Setup) - ctaHgapT 6ecnpoBoaHoN
6e30MacHOCTM, NO3BONAIOLMIA ObICTPO NOLKNIOYATL YCTPONCTBA K
6ecnposoaHoii ceTn. QyHKuuo WPS MOXHO CKOHUIypupoBaTh ¢
nomoLypbto NMNH-koga nnm kHonkn WPS.

MPUMEYAHUE: Y6eputecs, uto ycTpoiicTBa nogaepmsaiot WPS.

e 3.0.0.4.386_ms07
- Quick Tnternet
L6 Setup

r  RADIUS Setting  Professional  Roaming Block List
General
(&) Network Map Wireless - WPS
P4, Aibtesh 'WPS (Wi-Fi Protected Setup) provides easy and secure establishment of a wireless network. You can configure WPS here via
& #he PIN code or the WPS buttion.

[ EnableWPS

@ AiProtection Current Fraquency

) qus [

Gonigured

AP PIN Code B7261677

You can easily connect a WPS dient to the network in either of these two ways:

* Miethod!: Click the WPS button on this interfsce (or press the physical WPS bulion on the router). then press the WPS
bution on the clienf's WLAN sdapter and wait for about three minutes to make the conneclion.

* Method2 Start the diient WPS process and get the dlient PIN code. Enter the cienf's PIN code on the Glient PIN code
fiekd and click Start. Please check the user manual of your wireless cient 1o see if i supports the WPS funcsion. If your
‘wireless client does not suppor the WPS . ¥ou have 10 Corfigure the wireless chent manually and set the same
network Name (SSID), and security seltings as this router.

® Push button O Client PIN Code:

. Firewall
" Start

ﬂ Administration

E systemLog

12} Wetwork Tools

Onsa BknioueHna WPS B 6ecnpoBogHoi ceTu:

1. B mMeHio HaBurauum Boibeprte JonoONHUTENbHbIE HACTPOIKA >
becnpoBogHas cBa3b > BKnaaka WPS.

2. B none Bkniountb WPS nepemecTute non3yHoOK B NONOXeHNe
ON.

3. Mo ymonuanuo WPS ncnonb3syet 2,4 [Mu. Ecnv HyXHO n3meHnTb
yacToty Ha 5 [Tu, B none Bkniountb WPS nepemectute
nonsyHok B nonoxeHve OFF, B none Tekywaa yacrora
wenkHuTe NMepeKniovnTb YacToTy, 3aTem B Nose Bknountb
WPS nepemectiTe non3yHokK B nonoxeHve ON ele pas.



MPUMEYAHUE: WPS nognepxuBaeT Metogbl ayTeHTUdUKaLmm Open
system, WPA-Personal n WPA2-Personal. WPS He nopaepvBaeT Shared
Key, WPA-Enterprise, WPA2-Enterprise 1 Radius.

4. B none Metop WPS BbibeprTte KHonka unu NMNH-Kog knneHTa.
Mpw BbiIbope KHonKa nepeiignte K Wwary 5. Mpw Bbibope MAH-
KOJ KNneHTa nepengute K wary 6.

5. Ana Hactponkn WPS ¢ NOMOLLbIO KHOMKM Ha poyTepe,
BbINONHUTE CriefytoLyne AeCTBUA:
a. Haxmute Mycek nnm Haxxmute kKHonky WPS Ha 3agHein naHenm
poyTepa.
b.Haxmute kHonky WPS Ha poyTepe. O6blYHO MOMeYeHO
norotunom WPS.

MPUMEYAHMUE: PacnonoxeHune kHonku WPS cmoTpuTe B AOKYMEHTaLUK
6ecnpoBofHOro yCTpoICTBa.

¢. PoyTep HauHeT NOMCK JOCTYNHbIX YCTPONCTB. ECnn poyTep He
HaNZeT HY1 OQHOTO YCTPOMCTBA, OH NEPEKNIOUNTCA B PEXIM
OXMIaHWA.

6. [na Hactponkn WPS ¢ nomowybto MH-Kopa KnvueHTa BbINonHMTE
cnegyowe oencTBus:
a. Hangure WPS M1H-kop B pykoBOLCTBe Nonb3oBaTens
6ecnpoBOAHOrO YCTPONCTBA MAM HAa CAMOM YCTPOMCTBE.
b.Beegute MH-Koa KneHTa B TEKCTOBOE MoJe.

¢. Haxxmure Myck ana nepexknioyeHna poytepa B pexum nomncka
WPS. MHgukaTopbl poyTepa 6bICTPO MMaloT 40 3aBepLUeHUs
HacTpowkn WPS.
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4.1.3 MocTt

Moct nnn WDS (Wireless Distribution System) nossonser
MCMOMb30BaTb POYTep /1A COeANHEHNA 6eCNPOBOAHBIX YCTPONCTB
Mo pafuoKaHany ans yBenuyeHra 30Hbl NOKPbITVA 6eCnpoBOLHON
ceTi. OH MOXET TaKXe paccMaTprBaTbCA B KayecTse
6ecnpoBOAHOIO NOBTOPUTENS.

. Quick Intemet
RS

Genersl WPS WDS Wireless MAC Fiter RADIUS Setting  Professional  Roaming Block List

General
() wetwork map Wireless - Bridge
8 AiMesh Bridge (or named WDS - Wireless Distribuion System) functon allows your ZenWiFi AX Mini to connect to an access: point
wirelessly. WDS may also be considered a repeater mode.
&% Guest Network Nak
T
[g) AProtection
) qos o enable WOS to extend the wirsless signal, pleas folow these steps :

1. Select [WOS Only] or [Hybrid] made and add MAC address of APs in Remote AP List
Advanced Settings 2. Ensure that this wiretess router and the AF you want to conned! to use the same channel.

— 3. Key inthe remote AP mac in the remote AP ist and open the remate AP's WDS management inferface, key in the this
~ router's MAC address.

4. o ge the best performance, please go fo Advanced Selfings > Wirslecs > Ganeral and acsign the same channal
[ig] 1an banchich, coriol channel, and exdension channel o every

& wan

< Alexa & IFTTT

@ s
& wn

FAQ

2020 ASUSTEK Gomputer Inc. Allrights reserved.

[ins HacTpoWKIM 6eCcNpPoBOAHOTO MOCTa:

1. B MeHto HaBurauum Bbibepute [lononHNTENbHbIE HACTPOMKA >
becnpoBogHas cBA3b > Bknagka WDS.

2. Bblbepute AnanasoH YacToT Ana 6ecnpoBOgHOrO MOCTa.
3. B none Pexum AP BbibepuTe ntobyio 113 Cneayiowmnx onyuii:
« AP Only: Otkntouaet dyHKLMI0 6eCnpoBOgHOro MOCTa.



« WDS Only: BkniouaeT dpyHKLMI0 6€CNpOBOAHOIO MOCTa, HO
3anpeLLaeT NOAKMIOYEHNE K poyTepy ApYrux 6eCnpPOBOAHBIX
YCTPOWCTB.

« HYBRID: BkniouaeT ¢pyHKLMI0 6€CNPOBOAHOIO MOCTA U
pa3peLLAET NOAKMIOUEHNE K poyTepy ApYrux 6eCnpoBOAHbIX
YCTPOWCTB.

MPUMEYAHMUE: becnpoBogHble YCTPOMCTBA, MOAK/IOUYEHHbIE K pOyTepy B
TMOPUIHOM PEXMME MOJTYUaT TONBKO MOSIOBUHY CKOPOCTU TOUKM JOCTYMA.

4. B none MopgkniounTbca K TOMKaM AOCTYNa B CNMCKe BbibepuTe
Da, ecin HeOOXOAVMMO NOJKNIOUMTLCA K TOUKE AOCTYMa B CINCKE
yoaneHHbix AP.

5. B none Kanan ynpaBnenus Bbi6epuTe pabounin kKaHan ans
6ecnpoBoAHOro mocTa. Boibeprte ABTO Ans aBTOMATUUECKOro
BblOOpa KaHana C HaMMeHbLUM KONIMYECTBOM MOMEX.

MPUMEYAHME: JocTynHOCTb KaHana 3aBUCUT OT CTPaHbl WY PervoHa.

6. B cnucke yganeHHbix AP Beegute MAC-agpec n HaxmuTe
Do6aBuTb [&) ana BBoga MAC-agpeca LOCTYNHOM TOYKM
poctyna Access Points.

MPUMEYAHMUE: Jliobas pobaBneHHas B CNMCOK TOYKa JOCTYMa
CMOJIb30BaTh OAVHAKOBbIV C POYTEPOM KaHa yrpaBneHus.

7. Haxmute NMpumeHnTD.
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4.1.4 Qunbtp MAC-agpecoB 6ecnpoBoAHOl ceTu

OunbTp MAC agpecoB 6eCnpOBOLHON CETY NO3BONSAET
KOHTPOMMPOBATb MaKeTbl € yKa3aHHbIMU MAC-agpecamui B
6ecnpoBoAHOIA CeTU.

SSUS  ZenWiFT AX Mini English -

n: 3.0.0.4.386 39507
L5 Quick Internet &
N Setup
General WPS WDS | Wireless MAC Filter | RADIUS Setting Professional  Roaming Block List

General
€ network map Wireless - Wireless MAC Filter
Wireless MAC fiter allows you to control packets from devices with specified MAC address in your Wireless LAN.

Basic Config
& Guest Network
Band 2.4GHz v

(@) Aprotcction Enablo MAC Fir ® s Ono

) os Apply

Advanced Settings

[ wircless
[@] tan

o Alexa & TFTTT

Ona Hactpoiiku unbrpa MAC agpecoB 6ecnpoBofHO ceT:

1.

B MeHto HaBurauum BbibepuTe JlonoNnHUTENbHbIE HACTPOMKN
> becnpoBogHas cBA3b > BKnagka Ounbtp MAC-apgpecoB
6ecnpoBogHoi ceTu.

2. B none Bknountb MAC ¢punbrp BoibepuTe fa.

. B none Pexxum ¢punbrpa MAC-appecoB BbibepuTe MpuHATD

v OTKNOHWUTD.

+ Bbibepute MpuHATDb 4N1A pa3peLleHma jocTyna K
6ecnpoBopaHoON ceTn ycTponcTeam u3 cnucka MAC-¢punbtpa.
+ Bbibepute OTKNOHUTD ANA 3anpeLyeHna oCTyna K
6ecnpoBopaHoN ceTn ycTponcTeam u3 cnucka MAC-¢punbtpa.
B cnncke MAC-¢unbTpa, HaxkmuTe kHonky Jlo6aButb [€] 1
BBeamTe MAC-agpec 6ecnpoBOgHOrO YCTPOICTBA.

. Haxmute MpumeHntb.



4.1.5 Hactponka RADIUS

Hactpoiika RADIUS (Remote Authentication Dial In User Service)
obecneurBaeT JONONHUTENbHbIN YPOBEHb 6E30MACHOCTMI NPK
MCNONb30BaHNM pexrma ayTeHTudmkaumm WPA-Enterprise, WPA2-
Enterprise unn Radius with 802.1x.

SUS ZenWIFi AX Mini English v

Version: 3.0.0.4.386_39507
. Quick Internet
LR

ilter | RADIUS Setting | Professional ~ Roaming Block List
General

&) network Map Wireless - RADIUS Seting
P8, Aivesh This section allows you to set up additional parameters for authorizing wireless clients through RADIUS server. It is required while
g you select "Authentication Method" in "Wireless - General" as "WPA-Enterprise / WPA2-Enterprise”.

st Network 2.4GHz v

B oos

Advanced Settings

; Wireless
W] an

& wan

-_@; Alexa & IFTTT

Dna HacTponkmn napameTtpoB RADIUS:

1. Y6eputech, 4to pexum ayTeHTudrKaLmm 6ecnpoBogHOro
poyTepa yctaHoBreH B 3HayeHue WPA-Enterprise, WPA2-
Enterprise unn Radius with 802.1x.

MPUMEYAHUE: HacTpoiiku pexuma ayTeHTUPUKaLMy Ans
6ecnpoBofHOro poyTepa cmoTpuTe B pasgene 4.1.1 O6wue .

2. B meH1o0 HaBurauum BbibepuTe [lononHMTENbHbIE HACTPOMKH >
becnpoBogHas cBA3b > BKnagka Hacrponka RADIUS.

3. BblbepuTe franasoH YacTor.
4. Bnone IP-agpec cepsepa BeeauTe IP-agpec cepsepa RADIUS.

5. B none Kniou coegnHeHnA Ha3zHaubTe Naposib Ana Joctyna K
cepsepy RADIUS.

6. Haxmute MpumeHnTb.

41



42

4.1.6 NMpodeccnoHanbHbIN

Ha akpaHe MNpodeccnoHanbHbIi MOXHO CKOHGUIYprPOBaTb
LONONHNTENbHbIE NAapaMeTpbl.

MPUMEYAHME: Mbl pekomeHayeM 1CMONb30BaThb 3HAYEHNA MO
YMOJTUaHWIO.

/ISUS ZenWiFT AX Mint Logout Reboot

= Operation Mode: Wireless router Firmviare Version: 3.0.0.4.336_39507
&2 "“": Esiecmet SSID: 0000CO OODOCOSE

General WPS  WDS  Wireless MAC Filter  RADIUS Setting | Professional  Roaming Black List

General
&) network Map Wireless - Professional
& rvesh Wiireless Professional Setting allows you to set up addfional parameters for wireless. But default valuas ara racommanded.
Band 2461z v

& Guest Network

Enable Ratio OYes BNe
[g] AiProtection
Ul Enable wireless scheduler ®ves Ol
73 qos Set AP Isokated ®Yes ONo

Roaming assistant Endble W
Advanced Settings

T Bluetooth Coexistence Disable
) Wireless

Enable IGMP Snooping Endble W
W] wan

Mulicast Rate{Mbps) o W
# wan Preamble Type Long

< Alexa & TFITT AMPDU RTS.
ﬁ IPvG
) ven

RTS Theeshold

DTIM Interval

Bescon Interval

W Frewall Enable TX Bursting Disable W

l,'! Administration Enable MM Endble v

== Enabie WMM No-Acknomiadgement Disable w

& System Log
Enable WM APSD Endble W

e} Metwork Tooks
Optimize AMPDU 2ggregation Disable W

Maodulation Scheme: Up to MCS 11 (NitroDAM/1024—0M) v

Airime Faimess Disable W

OFDMA/ED2 1ax MU-MIMO Disable

Explicit Beamiorming Enable

Universal Beamforming Enable

T power adjustment @) Performance

Ha skpaHe MpodeccnoHanbHbie HACTPOMKN MOXHO
CKOHUryprpoBaTh CrieaytoLlee:
« Yacrora: BbibepuTe frana3oH, HACTPONKIM KOTOPOTO HYXHO
N3MEHUTD.

« Bkniouutb paguomopynb: Boibepute la fn1a BKAOUEHUA
paguomogyns. Boibepute Het ana oTknioyeHns paguomogyns.



« Bkniountb 6ecnpoBogHbIi NIAHNPOBLUMK: MOXHO
BbIOPATb MCNONb30BaHNE 12-4acoBOro NN 24-4acoBOro
dopmara. L|BeT B Tabnuue o3HavaeT Pa3pelunTb nim
3anpeTuTb. HaxmunTe Kaxayto AYenKy Ana n3mMeHeHns
HaCTPOWIKN BPeMeHW B bygHMe AHW, 3aTem HaxxmuTe OK.

/iSUS ZenWiFT AX Mini English v

s QuickInternet
‘N Setup

General WPS WDS  Wireless MACFilter ~ RADIUS Setting  Professional  Roaming Block List
General

q& Network Map Wireless - Professional
8 AiMesh Fri, Sep 18 14:12:57 2020
&% Guest Network

[g) Aiprotection

@) aos

Advanced Settings

[ wireless
[@] Lan
@5 wan

B e I oftime Schedule
o E

@ wvo Clear all
2 ven

X Administration
(<]

M3onuposatb TOUKY AocTyna: /30n1poBaHme TOUKM
AOCTynNa 3anpeLyaet 6eCnpoBOAHbIM YCTPONCTBAM B CETU
MOAKMIoYaTbCA APYT K Apyry. ITa GyHKLUMA None3Ha Koraa K
BaLLiel CETM MOAKIYAETCA MHOTO rocTeit. Boibepute fla ana
BK/OUEHMA 3TOM GyHKLMM nnv Het ana oTknioyeHuA.

Ckopoctb MHoroaapecHou nepegaum (M6ut/c): CkopocTb
MHOroagpecHomn nepeaaur U Haxmmte OTKNIOYNTDb AN1A
OTKIIOYEHIA MHOTOAAPECHON Nepeaayn.

Tun npeambynbl: Tvin npeambynbl onpefenset
NPOJOMKNTENBHOCTb BPEMEHMU, KOTOPOE TpebyeTcs
poytepy ana CRC (Cyclic Redundancy Check). CRC - 3to
MeTOf 0OHapyXeHMA oWMOOK BO BpeMaA nepefaum LaHHbIX.
BbibepuTte KopoTkas ans 6ecnpoBogHo ceTu ¢ 60nblwmm
Tpadukom. Bbibepute AnuHHaA a1 6eCcnpoBoOgHO CETU CO
CTapbiM1 6eCNPOBOAHBIM YCTPOWCTBAMU.
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Mopor RTS: [1na 6ecnpoBoaHbIx ceTel ¢ 6onbwmm Tpadprkom
11 60MbLUMM KONMYEeCTBOM 6€CNPOBOAHbIX YCTPONCTB
BblOepuTe HM3KNMIA nopor RTS.

WutepBan DTIM: Nntepsan DTIM (Delivery Traffic Indication
Message) unu Data Beacon Rate - 510 nHTepBan BpemeHm
nepep OTNPaBKON CrHana 6ecnpoBOgHOMY YCTPONCTBY B
CRALLeM peXxmMe, YKasblBas, YTO MakeT AaHHbIX OXKuAaeT
[OCTaBKW. 3HaueHne No YMOMYaHMIO: TPU MUNINCEKYHTDI.

CurHanbHbIn nHTepBan: CyrHanbHbIA MHTEPBAnN - 3TO
nepwvog spemeHn mexgy DTIM-naketamu. 3HaueHue no
ymonyanuio: 100 munnucekyHg. [ina HectabunbHoro
6ecnpoBOAHOrO MOAKMOYEHNA U ANA POYMIHIa YCTPOICTB
PEKOMEHLYETCA HN3KOe 3HaYeHNe.

Bkniountb TX Bursting: TX Bursting ynyuwaet ckopocTb
nepepfauyv JaHHbIX Mexay 6ecnpoBOAHbIM POYTEPOM 1
yctponcteamm 802.11g.

Bkniount WMM APSD: Bkntounts WMM APSD
(ABTOMATUUECKUI NMEPEXOL B PEXIM SHEProcbepekeHmns) ans
ynpaBneHus sHeprocbepexeHnem 6ecnpoBOAHbIX YCTPOWCTB.
Bbibepute OTKNIOUNTD Ana oTKNtoueHns WMM APSD.



4.2 JlokanbHasA ceTb
4.2.1 LANIP

Ha skpaHe LAN [P MoXHO n3meHnTb HacTporkm LAN IP poyTepa.

MPUMEYAHUE: Niobble nameHeHna LAN IP noBAMAIOT Ha HaCTPOWKN
DHCP.

LAN - LAN IP
Configure the LAN setting of ZenWiFi AX Mini

S FT
O e

192.168.50.1
@) eos 255.255.255.0

Advanced Settings
[\ wircless

] 1an

& wan

Apply

<8 Alexa & TFTTT

@ o

[na nameHeHnn napametpos LAN IP:

1. B meHI0 HaBuraumu BbibeprTe [lononHUTENbHbIE HACTPOWMKN >
LAN > Bknagka LAN IP.

2. N3menute IP-agpec 1 MacKy noaceTu.
3. Korga 3akoHuuTe, HaxmuTe MpumeHuTb.

45



46

4.2.2 DHCP-cepBep

Poytep ncnonbsyet DHCP gna aBToMaTyeCkoro HasHaveHumA
IP-agpecoB ceTeBbIM KnrieHTam. Bbl MOXeTe Ha3HaunTb ArianasoH
IP-appecos 1 Bpema apeHfbl.

. Quick Internat
r—‘* Setup
General
() Metwork Map LAN - DHCP Server
4 AiMesh DHCF (Dynamic Host Configuratien Protoeal) is @ protocol for the automatic configuration used on IF networks. The DHCP

& Guest Network i Mrein
- TP arcund the DHEP list FAQ
[§) Awrotecton

) Qs

ZenWiFi AX Minis Domain Name.

Advanced Settings 1P Pool Starting Address 192.168.50.2

[N Wireless 1P Pool Ending Address 192.165. 50. 254

ﬁ o Lease time 56400

Defaut Gateway
@ wan

DNS and WINS Server Setting
w2 Alexa & IFFTT

Enable Manual Assignment ®Yes OB

Manuaily Assigned IP around the DHCP fist (Max Limit : 64)

(Chent Name (MAG Address) 1P Address

Mo data in table

Apply

Computer Inc. All ights reserved.

Ona koupurypauumn DHCP cepBepa:

1. B MeHto HaBUrauum Bbibepute [lononHMTENbHbIE HACTPOMKN >
BbpaHnamaysp > Bknagka DHCP-cepsep.

2. B none Bkniouutb DHCP cepBep BbibepuTe [a.

3. B none Uma gomeHa BBeanTe JOMEHHOE UM ANd
6ecnpoBogHOro poyTepa.

4. B none HayanbHbIN appec nyna BBeAnTe HavanbHbIn IP-agpec.
5. B none KoHeuHbIn appec nyna BBeAnTe KOHeuHbIn IP-agpec.



6. B none Bpems apenpbl BBeguTe Bpema apeHabl IP-agpeca. Mo

ncreyeHun spemenu, DHCP cepsep Ha3HaumT HOBbIN IP-agpec.

MPUMEYAHNA:

PekomeHpiyeTca ncnonb3osatb IP-agpec B dopmarte: 192.168.1.xxx (roe
XXX MOXET ObITb OOLIM YMCIIOM B AManasoHe oT 2 4o 254).

HauanbHbii IP-agpec nyna He fomKeH 6biTb 60nbLUe KOHEYHOTO |P-
appeca.

Ecnn Heobxogumo, BeeamTe IP-agpeca DNS n WINS cepsepos B
pasgene Hacrponka DNS n WINS cepsepa.

PoyTep Takxe no3sonaet HasHaunTb IP-agpeca ceteBbiM
KNnreHTam BpyuHyto. B none BKniountb HasHauyeHue BpyUHyio
BbibepuTe [la Ana HazHaueHwusA IP-agpeca ana ykaszaHHoro MAC-
agpeca B cett. 1o 32 MAC-afipecoB MOXHO A006aBWTb B CMINCOK
DHCP BpyuHyto.
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4.2.3 MapuwpyT

Ecnm B ceTn Mcnonb3yeTca HECKONbKO POYTEPOB, MOXKHO HAaCTPOUTb
TabnuLy MapLIpyTM3aLmn.

MPUMEYMAHMUE: He n3meHanTe MapLIpyTbl MO YMONYAHUIO, €C/IN Bbl HE
MMeeTe NpeACcTaBAeHnA O MapLIPyTh3aLun.

/SUS ZenWiFT AX Mini Logout Reboot

- Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 39507
f< ok Intzmey SSID: 0000CO 0000C0SG

LANIP DHCPServer Route IPTV  Switch Control
General

&) network map LAN - Route

“This function allows you to add routing rules into ZenWiFi AX Mini. Itis useful if you connect several routers behind ZenWiFi AX
Mini to share the same connection to the Intemet

& Guest Network Basic Conf

Enable static routes. ®yes ONo
l:n:l AiProtection

Static Route List (Max Limit : 32)
) qos
. Network/Host IP Netmask Metric Interface ‘Add/ Delete

Advanced Settings

[A) wireless

(W] tan

Ana KoHurypauum TabnnLbl MapLupyTU3aLmu:

1. B MeHto HaBurauum Bbibepute [lononHNTENbHbIE HACTPOMKN >
LAN > Bknagka MapupyrT.

2. B none BKniounTb cTaTMyecKne MmapupyTbi Bbibepute fla.

3. B Cnmncke cTraTnyecknx mapLupyToB BBeamTe MHOGOpMaLmIo
o mappyTe. Haxmunte lo6aButsb [€] nnv Yaanutb [8] ans
po0aBNEeHNA MK yAaNeHNA YCTPOCTBA U3 CIUCKA.

4. Haxmute MpumeHnTb.



4.2.4 IPTV

BecnpoBogHoii poyTep NOLAEPKMBAET NOLKOUEHNE K ClyKbe
IPTV no nokanbHoM ceTv nnm yepes nposanaepa. Ha Bknagke IPTV
MOXHO CKOHUryprpoBaTb napameTpsbl IPTV, VolP, rpynnoson

paccbinku 1 UDP. Togpo6Hyto MHGopMaLmio MOXHO NONYYUTb Y
Bawwero nposangepa.

/SUS  ZenWiFT AX Mini Logout Reboot. English -

- Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 39507
< g:":: e SSID: 0000CO 0000C05G

LANIP DHCPServer Route | IPTV  Switch Control
General

&) network Map LAN - IPTV

P&, AiMesh Configure the IPTV setting of ZenWiFi AX Mini
" LaN Port
&% Guest Network
Select ISP Profile

(g) Aiprotection Choose IPTV STB Port

@) qos " Special Applications
Use DHCP icrosoft
Enatle outing Disable v

UDP Proxy (Udpxy) 0
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43 WAN

4.3.1 MopknioyeHne K NHTEPHETY

Ha cTpaHuLe nogKnioueHre K UHTEPHETY MOXHO
CkoHUrypupoBaTtb napameTpbl WAN nogksoueHus.

/ISUS  ZenWiFt AX Mint

[y wr— o s rester 3.0.0.4. 386 Bso7
- Quic =
RS

Intemec Connection  Port Trigger Vi rt Forwarding  DMZ DONS AT Passthrough
General

@) wetwork Map WAN - Internet Connection

) AiMesh ZenN4E AX M supports several connecton fypes fa VWAN (vide area nebwork) There types are selected krom the dropdown
= e beside WAN Connecton Type. The seting fisids difer depending on the connecton type you seected

€% Cuest Network Configure the Ethemet WAN setings of ZenWifi AX Mni,

" Basic Config

VAN Connection Type Automatic TP v

(@) AProtection

) s

Enable WAN Oes @ No

Ao ottt Enable NAT Oves ®No

[0 wireless Ensble UPnP  UBnP FAQ OYes ®No

@] an [ s Seting

Connect to DNS Server automaticaly
) wan
Azzount Settings.

o Alexa & IFTTT T
lﬁ3 v Special Reguirement from ISP |

- Hast Name: |
2 ven
MAG Adiress [
ra—

Aggressive Mode

TX pdministration =
<] ®ves ONo

_fg System Log ®ves ONo

L} Network Tools Apply

Ona koHpurypauum napametpos WAN:

1. B meHio HaBuraumu Bbibepute [lononHNTENbHbIE HACTPOIKM >
WAN > Bknagka NoaknioueHne K MHTEpPHeTY.

2. CKoHUrypupyiiTe HKecneayowme napameTpsbl. Koraa
3aKOHUMTE, HaxmuTe MPUMeHNTD.

« Tun WAN-nogknioueHus: Boibepute TN Bawwero nposangepa.
Bo3moxHble BapunaHTbl: ABToMaTuueckuii IP, PPPoE, PPTP,
L2TP vnun @ukcnposanHbin IP. Eciiv Bbl He 3HaeTe Tvn
NOAKNIOYEHNA K MHTEPHETY, NPOKOHCYNbTUPYMTECH C Bawmm
npoBanaepom.

+  Bkmountb WAN: Boibepute la 1A BKIKOUEHUA AOCTYMa
K MHTepHeTY. Bbibepute HeT g1 oTKNtoueHma gocTyna K
VHTEPHeTy.



BxknounTb GYHKLMIO TPAHCAALMN CETEBbIX aipecoB
(NAT): NAT (TpaHcnauma ceTeBbIX aapecoB) NpeacTaBnaeT
cobori cuctemy, B KOTopom oguH ny6nmuHbin IP (WAN IP)
MCMonb3yeTca AN NpefocTaBneHnsa goctyna B VinTepHeT ana
CeTeBbIX KNMEHTOB C NOKasNbHbIM |P-agpecom. JIokanbHbIi
IP-appec Kaxaoro CeTeBOro KnveHTa COXpaHAeTca B Tabnuue
NAT 1 ncnonb3yertca ana MapLupyT3aLum BXOSALMX NaKeTOB
AAHHbIX.

Bkntountb UPnP: UPnP (Universal Plug v Play) no3sonser
CMONb30BaTb HECKObKO YCTPOWCTB (pOyTepbl, TeNEBM30pbI,
CTEPEOCMCTEMDI, UTPOBbIE MPUCTABKM, COTOBbIE TENTEPOHDI),
KoTopble 6yayT ynpaBnatbca yepes IP-cetv ¢ unu 6e3
LIeHTPanM30BaHHOrO ynpaBneHua yepes wito3. UPnP
COeAVHAET KOMMbtoTePbI Nto6bIX TUMOB, 0becneunBasn efuHyIo
CeTb ANA yhaneHHON KOHOUIypaLmm 1 nepeaaun JaHHbIX.
HoBoe ceTeBOe yCTPONCTBO OOHAPYKMBAETCA aBTOMATUYECKN
¢ nomoLwpbto UPnP. [locne nogknioueHns K ceTu, yCTponcTaa
MOHO JMCTaHLMOHHO CKOHOUIypUpoBaTh )1 NOALEPKKN
P2P-npunoxeHuiA, UHTEPaKTUBHBIX UTP, BUAEOKOHbEPEHLIN 1
BeO- 1M NPOKCU-CepBEPOB. B oTnnume oT nepeHanpasneHmna
MOPTOB, KOTOpOe TpebyeT pyyHo HacTpolku, UPnP
aBTOMATMYECKN HaCTpanBaeT poyTep AnA NPUHATAA BXOAALLNX
COeMHEHNI 1 NepefaeT 3anpochbl K onpeaeneHHoOMy
KOMMbIOTEPY B NIOKaNbHOM CETU.

MopknioueHne K DNS cepBepy: [o3sonset poytepy
aBTomatumueckmn nonyuntb IP-agpec DNS cepsepa ot
npoawngepa. DNS - 3T0 XOCT B MIHTEPHETE, KOTOPbIN
TpaHcupyet nmeHa NHtepHeT B IP-agpeca.

AyTeHTUPUKALMA: ITOT NYHKT MOXKET yKa3blBaTbCA
HeKOTOPbIMY NOCTaBLUMKaMK ycnyr MIHTepHeTa. YTouHuTe y
Bawwero npoBaiifepa 1 3anofiHKTe B Clyyae HeOOXOANMOCTH.

Mma xocTa: 310 none no3BonseT yKasaTb UMA XOCTa AN1A
poyTepa. O6bIuHO, 3TO CneumanbHoe TpeboBaHye ot
nposangepa. Beegute nma xocTa 3aecb, eCn Ball nposangep
Ha3Hauun ero AnA Ballero KOMMboTepa.
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MAC-agpec: MAC (Media Access Control) agpec
YHUKaNbHbIN NOEHTUPMKATOP ANA CETEBOrO YCTPONCTBA.
HekoTtopble nposangepbl kKoHTponupytor MAC-agpeca
YCTPOIACTB, NOAKMOUYEHHBIX K UX 060PYA0BAHMIO 1 MOTYT
3anpeTuTb NOAKIIOYEHNe YCTPONCTBA C He3HakoMbiM MAC-
afpecom. Bo n3bexaHvie npobnem c nogkaoueHnem 1s-3a
He3apeructpupoBaHHoro MAC-apeca BO3MOXHbI criefytoLyme
JEeNCTBUA:

« Obpatutech K Bawwemy nposaigepy 1 nonpocute 06HOBUTb

MAC agpec.

« CknoHupymnte nnu nameHnte MAC-agpec poyTepa B
cootgetcTBUM ¢ MAC agpecom OpurMHanbHOro YCTPOMCTBa.



4.3.2 lNepeKnioyeHne NnopToB

OyHKUMA NepeKNoYeHNsa NOPTOB OTKPLIBAET BXOLALLMIA MOPT Ha
OrpPaHNYEHHbIN NEPVOA BPEMEHN, KOTAA KIIMEHT B JIOKASIbHOW
CETM 3anpaLlyBaeT NCXOAALLee COeANHEHME Ha 3aZjaHHbIN NOPT.
MepekntoyeHre NOPTOB MCMOMb3YeTCA B CNEAYIOLWMX CyYasX:

+  HecKkonbKnm nokanbHbIM KNMeHTam Heobxogyma
nepeagpecaLms NopToB /1A OfHOTO NPUOXEHNSA B Pa3Hoe
Bpems.

. an/IJ'IO)KeHI/IIO Tpe6y|OTCFI KOHKPETHbIE BXOAALLNE MOpPThI,
KOTOPbI€ OTINYAKOTCA OT UCXOAAL KX MOPTOB.

g — ) v English
o .0.0.4.386_39507
(s Quick Internet
K setup
warding DMZ DDNS  NAT Passthrough

General

) Network Map WAN - Port Trigger

Port Trigger allows you to temporarily open data ports when LAN devices require unrestricted access to the Internet. There are

two methods for opening incoming data ports: port forwarding and port rigger. Port forwarding opens the specified data ports all

@) cicstnietnc the time and devices must use static IP addresses. Port rigger only opens the Incoming port when a LAN device requests access
o the trigger port. Uniike port forwarding, port trigger does not require static IP addresses for LAN devices. Port forwarding allows

% AiMesh

multiple devices to share a single open port and port trigger only allows one ciient at a time to access the open port.

® aos
®ves Ono

Advanced Settings e = Please select

[S) wircless
T ()

] an Descrpton
@ WAN

o Alexa & IFTTT

[AnA HaCTPOIIKM nepeKioYeHNsA NoOPTOoB:

1. B MeHto HaBurayum Bbibepute JlononHUTEeNbHbIE HACTPOMKN >
WAN > Bknagka lNepeknioueHune nopTos.

2. CkoHburypupyiTe HUXKeCnegywLme napameTpbl. Koraa
3aKoHuUTe, HaxMmuTe NMpPUMeHNTD.

« Bknountb nepeknioueHne nopToB.: Boibepute fa ans
BK/IOYEHA NePeKNOYEHNA NOPTOB.

+  U3BecTHble npunoxeHus: Boibepyrite nonynspHble Urpbl 1
Be6-Cny0bl AnA 06aBNEHNA UX B CMICOK NEPEKITIOYEHNSA
nopToB.

« Onuncanme: BseauTe nmsa nnm onncaHmne CJ'Iy)K6bI.
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MepeknioyaemMbii NOPT: YKaxuTe nepekioyaembiin NopT Ana
NPUNOXeHNs.

Mpotokon: Buibepute npotokon TCP vnu UDP.

BxoaAwmin nopt: YKaxute BXOAALMIA NOPT ANA Nnpuema
MakeToB U3 MHTEPHeTa.

MPUMEYAHUA:

MMpv nogkntoueHnn K cepaepy IRC, KNMEHTCKMI KoMMNblOTEp CO3AaeT
nCxopsilee coejMHeHMe C NCNoNb30BaHNEM NepeKoYaeMblX NOPTOB
B AuanasoHe 66660-7000. Cepsep IRC pearmpyeT nyTem NpoBepKu
VIMEHV NONb30BaTeNA 1 CO3[aHNA HOBOTO COEAMHEHNA C KIMEHTCKUM
MK, ncnonb3ys BXOAALLMIA NOPT.

Ecnu nepekntoyeHme NopToB OTK/IIOUEHO, pOyTep 0OpbIBaET
coefiMHeHVe NMOCKOJIbKY He MOXeT OnpeaennTb KOMNbloTep,
3anpawwmsaswumi goctyn K IRC. Korga nepekntoueHne nopTos
BK/IOUEHO POYyTep Ha3HayvaeT BXOAALLMI MOPT AN1A NONYYeHNs
BXOZALLMX NAKETOB. DTOT BXOAALLMIA NOPT 3aKpbIBaeTCA Yepes
onpegeneHHbIN Neprog BPeMeHu, MOCKONbKY POyTep He YBEpeH, UTo
NPUNOXKEHNE BCE eLLe aKTBHO.

MepekntoueHUs NOPTOB MOXET ObITb NCMOb30BAHO TONBKO AN
OfIHOTO CETEBOTO KNMEHTa OAHOBPEMEHHO.

HeB03MOXXHO CMONb30BaTb MPUIOXKEHNE, NCMONb3YIoLLee
nepekntoyeHne NOPTOB Ha HECKOMbKMX KNMEHTaX OOHOBPEMEHHO.
Mpw OTKPbITVX OBHOTO NOPTA HECKOMBKMM KIIMEHTaMW, 3anpochi
C BHELWHEro nopTa bymyT HanpaBieHb! KIUEHTY, UCMONb3YIOLEMY
AAHHbI MOPT NOCAELHUM.



4.3.3 Virtual Server/Port Forwarding

Mepeappecaums NopToB - METOZ, 4J1A NepPeHanpaBeHs CETEBOTO
TpaduKa 13 VIHTEpHETA Ha yKa3aHHbI MOPT UK AKana3oH NopToB
YCTPOWCTBA B IOKaNbHOI ceTu. HacTpolika nepeagpecaLm nopToB
Ha poyTepe No3BONAET yAaNeHHbIM KOMMbIOTEPaM UCMONb30BaTh
Cy06bl, NpesoCTaBisieMble KOMMbIOTEPAMU BaLLEN CETU.

MPUMEYAHMUE: Korga BblknoueHa nepeagpecalysa nopTos, poytep
6nokupyet BXoaALniA TpaduK 13 MIHTEpPHET KpOMe OTBETOB Ha
NCXOAALLME 3anPOChl U3 NOKANIbHOM CETU. Y CETEBOTO KNMEeHTa HeT
NPAMOro AOCTYNa K MHTEPHETY 1 HA06OPOT.

/SUS ZenWiFi AX Mini

require that you set the port

the multiple port or a range of
ports in router and redirect data through those ports to a
I you want o specify a Port Range for clients on the same . enter the Service Name, the Port Range (.g. 10200:10300),
the LAN IP address, and leave the Local Port blank.

+ When your network's firewall s disabled and you set 80 as the HTTP server's port range for your WAN sefup, then your hitp.
serverfweb server would be in conflict with ZenWiFi AX Mins web user interface.
Virtual Server / Port Forwarding FAQ

Basic Config

Enable Port Forwarding

List (Max Limit : 64)

Add profile

[ins HacTpoIiKn Nnepeaapecauym NOpPToB:

1. B MeHto HaBurauum BbibepuTte [lononHUTEeNbHbIE HACTPOIKM
> WAN > Bknagka BuptyanbHbin cepsep/lepeappecayus
nopToB.

2. MepemecTnTe nepekntoyatens B nonoxexnve BKJ gna
BK/IIOUEHUA NepeapecaLin NopToB, 3aTeM HaxmuTe flobaBuTb
npo¢unb. Mocne HaCTPOVKK CegyoLLMX MapPamMeTPOB HAXKMUTE
OK.
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/iISUS ZenWiFi AX

3.0.0.4.386 39507
. Quick Internet
K setup

General

Fee

P4, Aimesh SR local area
. e port
S range of
& Guest Network
0200:10300),
[g) Aiprotection

P eos : = Optional nyahb

Advanced Settings

[3) wireiess
@] wan
D
@

8- Aexa s 1ETIT

@ v

+  CNnCcoK N3BeCTHbIX cepBepoB: YKaxuTe Tvn ciyxObl, K
KOTOpOW TpebyeTtca focTyn.

+  CNNCOK N3BECTHDIX UP: STOT MYHKT COREPXKNT CMIMCOK
NOPTOB, HEOOXOAUMbIX [/ NPaBUBbHON PaboTbl MOMYNAPHbIX
OHNanH urp.

+  Wma cnyx6b1: BBepute nma cyxobl.

+ Mpotokon: BbibepuTe npoTokon. Eciv Bbl He yBepeHbl,
BblbepuTe BOTH.

+  BHewHwni nopr: MpuHumatotca cnegyowme Gopmarbi:

1) lnana3oH NopToB C MCNonb3oBaHMeM ABoeToumA "' mexay

HayanbHbIM 1 KOHeYHbIM nopTamu, Hanpumep 300:350

2) OTenbHble MOPTbI € 3AMATON "' MEXAY HAMM, HANPUMEP
566, 789

3) KombuHaLma armana3oHOB MOPTOB U OTAENbHbIX MOPTOB
C NCMONb30BaHMEM ABOeTOUNA " 1 3anATow 'y, Hanpumep,

1015:1024, 3021.
+  BHyTpeHHwii nopT: BBeauTe nopt Ansa nepecbiiky NakeTos.
OcTaBbTe 370 Mosie NYCTbIM, C/IN XOTHTE NepPeHanpaBuTb
BXOAALLVE NaKeTbl Ha iana3oH NOpPTOB.



BHyTpeHHui IP-agpec: Beegute IP-agpec KnmeHTa nokanbHOM
ceTn.

Mcxopubin IP: Ecnv HyXHO OTKpbITb NOPT ANA ONpeaeneHHOro
IP-appeca 13 MHTepHeT, BBeauTe IP-agpec B 310 none.

MPUMEMAHME: [Ina koppeKTHOW NepeaspecaLmn NCnonb3yiTe ans
NOKanbHOro KnneHTa ctatnyeckuii IP-agpec. MoapobHyto nHdopmaumio
cvmotpuTe B pasgene 4.2 LAN.

[insa npoBepKu NpaBUIbHOI HACTPOMKI Nepeagpecaymu
nopToB:

Y6eautecn, yTo Baww cepeep pabotaer.

Bam NoHagobuTcA KNMEHT, HAXOAALMIACA 3a Npesenamm
BaLuen nokanbHom cetu, HO MMetoLwmin gocTyn K HTepHeT

(Ha3biBaeMbli1 "/IHTEPHET-KNNEHT"). DTOT KNMEHT He JOMKeH
ObITb NOAKMIOYEH K poyTepy.

B uHTepHeT-KNneHTe ONA AOCTyMNa K cepBepy UCNosb3ynTe
WAN IP poyTepa. Ecnu nepeagpecaumsa noptoB pabotaet
npaBwbHO, Bbl nonyumTe JOCTYN K CepBepy.

Pasnuuunsa MeXxpay nepekniovyeHriem nopToB 1
nepeHanpasneHnem nopToB:

MepekntoueHne nopToB byaeT paboTaTb faxe 6€3 HaCTPOWKN
LAN IP-agpeca. B otnnume ot nepeHanpasneHmna nopTos,
KoTopoe Tpebyet ctatnyeckuin LAN IP-agpec, nepeknioyeHne
MopTOB 06ECNEUNBaAET AVHAMUYECKOE NEPEHanpaBeHme
MOPTOB C MOMOLLbIO MapLpyTM3aTopa. [lnanasoHbl NOPTOB
HaCTPOEHbI Ha NpUeM BXOAALMX COeNHEHNI B TeYeHe
OrpaH1YeHHOro nepuoga spemeHu. lepexnioveHne

MOPTOB NO3BOMAET HECKONIbKMM KOMMbOTEPaM 3amycKaTb
NPUNOXEHNA, KOTOpble 06bIUHO TPebYIOT NepeHanpaBneHns
MOPTOB BPYUHYIO ANA KaXA0ro KOMMbloTepa B CETU.

MNepekntoueHne NopToB ABNAeTCA 6bonee 6e3onacHbIM,

yem nepeHanpas/eHvie NOPTOB, MOCKOMbKY BXOAALLME
MOPTbl OTKPbITbI He Bce BpemA. OHM OTKPbITbI TONIbKO Koraa
MPUIOXEeHNe COBEPLUAET NCXOAALLEe COeAMHEHNE Yepes
nepeksioyaembli MopT.
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4.3.4 DMZ

Virtual DMZ oTobpa’kaeT oanH KOMNbIOTEP B MHTEPHETE, NO3BONASA
emy NPUHUMaTb BCE BXOAALLME NaKeTbl, HarNpaBneHHbIe B
NOKaNbHY!o CeTb.

BxopAwmin Tpadmk n3 nHTepHeTa 06bIHO OTOPAChIBAETCA MK
nepeHanpaBnAeTCA Ha YKa3aHHbIN KOMMbIOTEP, eC/IN HAaCTPOeHa
nepeagpecauua unm nepeknioveHne noptos. B pexxume DMZ oguH
KOMMbIOTEP NOJTyYaeT BCe BXOAALLE NaKeTbl.

BkntoueHre DMZ onpaBaaHO npu OTKPbITUM HEOrPaHUYEHHOTo
ABYXCTOPOHHEr0 AOCTYMa K KOMMbIOTEPY, Hanpumep cepaepy web
nnm e-mail.

MpepynpexpaeHune: OTKpbITME BCEX MOPTOB KNMEHTa AN1A ceTu VIHTepHeT
LEeNaeT CeTb YA3BNMON AnA aTak n13BHe. O6paTuTe BHAMAHVE Ha PUCK,
CBSAI3aHHbIN ¢ ncnonb3oBaHnem DMZ.

Dna nactponkn DMZ:

1. B mMeHio HaBurauum Bbibeprite JonoNHUTENbHbIE HACTPOIKA >
WAN > Bknagka DMZ.

2. CkoHOUrypupyiTe napameTpbl HUXe. Koraa 3akoHunTe,
HaxmuTe MpumeHNnTD.

+ IP-appec Bugumonm craHuymm: Beegute LAN IP-agpec kKnneHTa,
KoTopbIN bygeT ncnonb3osatbea ana DMZ. Y6eaumtech, uto
cepBep Ucnonb3yet ctatuyeckui IP-agpec.

Ona ypanenuna DMZ:
1. Ynanute LAN IP-agpec u3 nons IP-agpec BUANMORN CTaHLmN.
2. Korpga 3akoHuuTe, HaxkmuTe MpumeHnTb.



4.3.5 DDNS

Hactpoiika DDNS (grHammueckuin DNS) no3sonseT nonyuntb
LOCTYN K poyTepy 13 MHTepHeT nocpenctom cy6bl ASUS DDNS
unu apyron cnyx6sl DDNS.

= Sion: 3.0.0.4.386_39507
S i
rtual Server / Port Forwarding  DMZ | DDNS | NAT Passthrough
General

work Map WAN - DDNS

= DDNS (Dynamic Domain Name System) s a service that allows network clients to connect o the wireless router, even with
dynamic public IP address, through it registered domain name. The wireless router is embedded with the ASUS DDNS service
‘and other DDNS services.

I you cannot use ASUS DDNS services, please go 1o http: //iplookup. asus. com/nsTookup. php o reach your internet IP
‘address to use this service

D e

) erotecion

B) aos
Ove No

Advanced Settings
W ASUS . COM v

[S) wireless

AA4414325A5F 2AF868470BFF2DBF92472

] 1an : vt 1 Adress

@ wmn Certicate @ Free Certicatefom Lets Encrypt. @ Import Your own Certcate. O None

. nlexa & 1FTIT o

@ e

Ona nacrpounkn DDNS:

1. B meHIo HaBuraumu BoibeprTe [lononHUTENbHbIE HACTPOWMKA >
WAN > Bknagka DDNS.

2. CkoHUrypupyiTe HUXeCeayoLe napameTpbl. Korga
3aKoHumnTe, HaxmmTe MprMmeHnTD.

+  Bkmiountb DDNS knueHt?: Bkniouenne dpyHkumm DDNS ana
BO3MOXHOCTY AOCTYNa K poyTepy Yepe3 JOMEHHOE MS, a He
yepe3 WAN IP.

+ Cepsep n ums xocta: Boibepute ASUS DDNS unu gpyroi
DDNS. MNpwu ncnonb3oaHum ASUS DDNS BBegmte nmsa xocTa B
popmate xxx.asuscomm.com (rge Xxx MMa XocTa).

+  Mpw ncnonbzosaxum gpyroro DDNS BbibepuTe 6ecnnatHyio
NPOBHY BEPCUIO U 3apPerucTpUpynTech Ha caiTe. Beegute
MMA NONb30BATENA UM afPeC INEKTPOHHOMN NOYTbI 1 NAPONb
nnn DDNS kniou.
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+  Bkniountb wabnoH: BkniounTe WwWabnoH, ecnv oH Tpebyetca
ana cnyx6bl DDNS.

MpumeyvaHnsa:
Cnyx6a DDNS cepBuc He 6ygeT paboTaTb Npu CleAyoLLMX YCIOBUAX:

« Korpga B 6ecnpoBogHoii poyTep ncnonb3syet npusatHbiii WAN IP agpec
(192.168.x.x, 10.x.xX unn 172.16.X.X), Kak MOKa3aHO EeNTbIM TEKCTOM.

« PoyTep MoXeT ObITb MOAKMIOUEH K CETU, KOTOPAs UCMONb3yeT
HeckonbKo Tabnu NAT,

4.3.6 NAT Passthrough

NAT Passthrough pa3peluaet naketam (VPN) npoxoantb yepes
poyTep K ceTeBbIM KnneHTam. PPTP Passthrough, L2TP Passthrough,
IPsec Passthrough n RTSP Passthrough BkntoueHbl no ymonuanmio.
Ina BkntoueHus /otkntoueHnsa NAT Passthrough nepengute

B flononHutenbHble Hactpoinku > WAN > Bknaaka NAT
Passthrough. Korga 3akoHuuTe, HaxkmuTe MpUMeHNTD.

English v

ter Firmware Version: 3.0.0.4.386 39507

ion  Port Trigger  Virtual Server / Port Forwarding  DMZ  DDNS  NAT Passthrough
General

@) wetwork map WAN - NAT Passthrough

Enable NAT Passthrough o allow a Virtual Privale Network (VPN) connection {o pass through the router to the network clients.
» Enable
&4 Guest Network
Enable
a) Aiprotection
@ T
®) s TS| rou Enable

Enable v
Advanced Settings
[ wireless S 5 EabieN
@] tan
FTPALG Port 2021

R

8. Alexa & 1T

@ v

PPPOE Relay Disable v




4.4 IPv6

[laHHbIN poyTep noafepxmBaeT agpecaumio IPv6,
nopaepxuBatoLLyto 6onbluee konnuecTtso IP-agpecoB. 31oT
CTaHAAPT eLlUe He NOyYn LWPOKOro PacnpoCTpaHeHuA.
NHdopmaumio o noaaepxke IPv6 MOXHO y3HaTb y Bawwero
npoBaigepa.

/iSUS ZenWiFi AXMini Logout English

Operation Mode: Wireless router Firmw
SSID: 0000CO 0000C05G

General U7

@) wetwork map Configure the IPV6 Intemet sefting of ZenWiFi AX Mini.
Pvb FAQ
#% AiMesh Basic Config

@3 Guest Network Connection type [E

a) Aiprotection
@) weroteat

@) oos

Ona HacTpoiiku IPv6:

1. B MeHIo HaBuraumm BbibepuTe [lonoHUTENbHbIE HACTPOIIKK >

IPveé.

2. Bbibepnte Tun nogknioueHus. lMapameTpbl OTINYAOTCA B

33aBUCKMOCTM OT TUMa BbIOPaHHOTO MOAKIYEHNA.
3. Beepute napametpbi IPv6 1 DNS.
4. Haxmute MpumeHnTn.

MPUMEYAHUE: KoHkpeTHyto nHpopmaLmio no IPv6 MOXHO y3HaTb

Bawero npoBaigepa.
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4.5 bpaHpgmaysp

PoyTep MOXeT GpyHKLIMOHNPOBATb B KauecTse annapaTHOro
bpaHamayspa.

MPUMEYAHMUE: bpaHamaysp BKIIOUYEH MO YMOMYAHWIO.

4.5.1 O6wume
Ina HacTpoliKu napameTpoB 6paHamayspa:

1. B meHio HaBuraumu Boibepute [lononHuTeNbHbIE HACTPOIKM >
Bpanpamayap > Bknagka O6wme.

2. B none Bkniountb 6panamayap Bbibepute [a.

3. B none Bkniountb 3awuty ot DoS BbibepurTe a Anq 3awuthb
BaLwen cetn ot DoS (0TKka3 B 06CnyKMBaHMK) aTak. ITO MOXeT
MOB/MATb Ha MPOU3BOAUTENBHOCTb POyTepa.

4. Bbl MmOXeTe Takxe oTcnexusatb naketbl mexay LAN n WAN. B
none Tvn perncTpupyembix nakeTos BbibeprTe OTOpOLLIEHHDIE,
MpuHaTbie v O6a.

5. HaxmuiTe MprumeHuTb.

4,5.2 Qunbtp URL

MoxHo 3anpeTtnTb focTyn K onpefeneHHbiM URL-agpecam,
p06aByB 1X B pUALTP.

MPUMEYAHUE: Ounbtp URL dyHKLMOHMPYET Ha ocHoBe 3anpoca DNS.
Ecnu ceTeBo KNUEHT yxe nocellan caiit, Hanpumep http://www.abcxxx.
com, To caiT 3abnoknposaH He OypeT ( DNS-K3w coxpaHseT paHee
noceLleHHble caiTbl). na pelweHns 3toin npobnembl ounctiTe DNS-KaLw
nepep ycraHosko ¢punbtpa URL.




Ona HacTpoukn ¢unbrpa URL:

1. B meHIo HaBuraumu BoibeprTe [lononHUTENbHbIE HACTPOWMKA >
bpangmayap > Bknagka @uabtp URL.

2. B none Enable URL Filter Bbibepute Enabled.
3. Beeaute URL n HaxmuTe [2].
4. Haxmute MpumeHnTb.

4.5.3 QunbTp KNOYEBbIX C/IOB

OunbTp KNoYeBbIX CIOB GIOKMPYET AOCTYN K CTPAaHMLaM,
CoAepKallmM 3afaHHbIe KNtoYeBble CNOBa.

SUS ZenWiFi AX Mini

on Mode: i
ID: 0000CO 0000C05G

URL Filter | Keyword Filter  Network Services Fil

Firewall - Keyword Filter

Keyword Filter allows you to block the clients' access to webpages containing the specified keywords.
Limitations of the filtering function

1. Compressed webpages that use HTTP compression technology cannot be filtered. See_here for more details.

2. Https webpages cannot be fitered.
P ap

Sasic Conig

B eos E—— @ cnaviea O pisavled

Advanced Settings Keyword Filter List (Max Limit : 64)
P—— AddDekte

®

[ wirctess
@] n
& v
K> p—

@ o

Ona HacTpoku ¢punbTpa KNio4eBbIX CNOB:

1. B MeHIo HaBuraumm BbibepuTe [lonoHUTENIbHbIE HACTPOIIKM >
Bpanamayap > BKnagka OunbTp Ko4eBbIX C/IOB.

2. B none Enable Keyword Filter Bbibepute Enabled.
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3. Beepute cnoBo unu ppasy 1 Haxmute [lobaBuTb.
4. Haxmute MpumeHnTb.

MPUMEYAHNA:

o QunbTp KNOYEBbIX CNIOB GYHKLMOHMPYET Ha OcHOBe 3anpoca DNS.
Ecnu ceTeBOI KNMEHT yiKe noceLlan caiT, Hanpumep http://www.
abcxxx.com, To caiiT 3a6nokupoBaH He 6yaet ( DNS-K3ww coxpaHseTt
paHee noceLeHHble CalTbl). [nsa pewweHmns 3Toi npobnembl ouncTuTe
DNS-K31W nepef ycTaHOBKON GUNLTPA KNKOYEBbIX CNOB.

o (OxaTble BeO-CTpaHMLbl He MOTYT ObITb OTHUNLTPOBaHbI. CTpaHNLbI,
3arpy»xaemble no npotokony HTTPS, He MoryT 6bITb 33610KNPOBAHDI.

4.5.4 OunbTp ceTeBbIX CNYKO

OunbTp ceTeBbIX CTYK6 NO3BONAET OrPAHNYNTL JOCTYN K
KOHKPEeTHbIM Be6-cnyx6am, Hanpumep Telnet nnn FTP.

SSUS ZenWii AX Mint

“. Quick Internet
e

Ganeral

&) Network Map Firewall - Network Services Filter

P, Aittesh The Network Senvices fiter blocks the LAN to WAN packet exchanges and resiricts devioes rom using speciic netwark serices.
For example. f you do not want the device to use the Iniemet service, key in 80 in the destination parl. The trafic that uses port
0 will be biocked (but hitps can not b blocked).

B cneen | R R e

Black List Duration : During the scheduled duration, bents in the Black List cannot use the specifid nebwork services. Aflerthe.
specified duration. il the clients in LAN can access the specified network services.

= ‘White. List Duration : During the scheduled duration, cliens in the White List can ONLY use the specified nefwark services. Afler
) eos e specified durabon, clients in the White List and ofher netmork cients wil not be able fo access the Inieme or any Intemet

(§) wrotection

Advanced Settings D] White List, IP addresses.
() wiretess
] 1an
@ wan
-B: T Wel-Known Appiications.

@ o

& von st o Entie LAt 1o WAN Fter

Date to Enable LAN to WAN Fiter

Tare of Day io Ensble LAN fo VAN Fiter

[T Teno of Day o Enable LAN to AN Fiter

n Fitered ICMP packet tpes
¥X ndministration

= Wetwork Services Filter Table (Max Limit : 32)
& systemLog
- Source P PortRange Destination IP

£} Wetwork Tools |

Apply

USTeK Computer Inc. All ights reserved.
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Ona HacTpoukn ¢punbTpa ceTeBbIX CNYXKO:

1. B MeHto HaBurauum Bbibepute JlononHUTENbHbIE HACTPONKN >
Bpanpgmayap > Bknagka OunbTp ceTeBbIX CNYXO.

2. B none Bknountb Gpunbtp ceTeBbix cny6 Bbibepute Aa.

3. BbibepuTe pexum dunstpa. YepHbiit cnmcok 6nokrpyet
yKa3aHHble ceTeBbIX CNy>kObl. Benbin cnncok npefoctasnset
AOCTYN TONBbKO K YKa3aHHbIM CeTeBbIM Ciybam.

4, YKaxuTe ieHb 11 Bpems paboTbl dunbTpa.

5. BepgwuTte ncxogHboin IP-agpec, ueneson IP-agpec, AmanasoH
MOPTOB 11 NPOTOKON. HaxmuTe KHOMKY [&] -

6. Haxmute NprumeHnTD.
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4.6 AQMUHNCTPUpPOBaHMNE

4.6.1 Pexxum pa6oTbi

Ha cTpaHuue pexunm paboTbl MOXHO BblbpaTb Hanbonee
MOAXOAALLMIA PEXKNM.

iSUS ZenWiFT AX Mini

{5 QuickInternet
N Setup
Operation Mode ~ System  Fi load Setting ~ Feedback Privacy
General

@) network map Administration - Operation Mode

P8, Aitesh ZenWiFi AX Mini supports several operation modes to meet different requirements. Please select the mode that match your
3 situation.
SeT—
& Guest et ©Wireless router mode / AiMesh Router mode (Default)
® Access Point(AP) mode / AiMesh Router in AP mode

(8] AiProtection
o ® AiMesh Node

@) eos

diional mode with AiMesh functionality, which cor
i o LAN clients or devic
ipported for SOHO and h
ters.
an AlMesh WIFI system to provide exira WiFi coverage.

8- Alexa & 1FTTT
@

&) ven
W, Firewa

‘,} Administration

EZ svstem Log

[nA HacTPOIKM pexxnma paboTbl:

1. B MeHto HaBUrauum Bbibepute [lonoNHMTENbHbIE HACTPOMKN >

AAMUHUCTPMPOBaHMe > BK/agKa Pexxum paboTbi.

2. BblbepuTe ntoboii U3 crefyoLmx pexmmos:

« Pexxum 6ecnpoBogHoro poyrepa (no ymonuaHuio): B
pexume 6eCnpOBOAHOIO poyTepa, PoyTep NogKIovaeTcaA
K MIHTEPHETY 1 NpefoCTaBNAET BOCTYN K UHTEPHETY ANnd
YCTPOWCTB B JIOKaSIbHOMN CETW.

+ Pexxum noBroputens: B pexvme nostroputens poyTtep
MOAKIIOYAETCA K CyLLecTByloLLEn 6eCNPOBOAHON CETU 1
pacLIMpAEeT NOKPbITHE CyLLecTByloLe 6eCNPOBOAHON CeTW.

+ Pexxum Toukmn gocrtyna: B 3T0M pexrime poyTtep co3gaert
HOBYI 6€CNPOBOAHYIO CET.

3. Haxmwute CoxpaHuTb.

MPUMEYAHMUE: lMpu r3meHeHUM pexrma poyTep nepesarpy3utca.
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4.6.2 Cuctema

Ha ctpaHuLe Cucrema MOXXHO CKOHOUIypupoBaTb NapameTpbl
6ecnpoBoaHoOro poyTepa.
[na HacTPOIKN NapameTPOB CUCTEMbI:

1. B meHio HaBuraumu Bbibepute [lononHUTeNbHble HaCTPOMKI >
ApMUHNCTPUpOBaHUe > BKNaaka Cuctema.

2. MOXHO CKOHGUIrypupoBaTh CrieayloLue napameTpbi:

WU3meHeHmne napons poyTtepa: MoXHO N3MEHUTb 1MA
Nonb30BaTeNs v Naposb 6eCcnpoBOAHOTO PoyTepa, BBEAA
HOBble.

Hacrpoiika USB: MoXHO BKIIOUUTb pexum rubepHaumm
XKECTKOro AMcKa 1 n3meHuTb pexkum USB.

MoBegeHmne kHonkm WPS: Ouisnyeckasn kHonka WPS
ncnonb3yetca ana aktmsaum WPS.,

YacoBol1 nosc: Boibepute yacoBoii nosic Ana Balwuei ceTu.

NTP-cepBep: [1na CHXPOHU3ALIMI BPEMEHU POYTep MOXeT
nogknoyatbes K cepeepy NTP (Network Time Protocol).

CeteBOIl MOHUTOPUHT: MoxHO BKntounTb DNS-3anpoc

4S9 NPOBEPKIN COOTBETCTBMA MMeHM XocTa 1 IP-agpeca unm
BK/IIOUMTb Ping Ans npoBepKu LieneBoro agpeca.
AsTromaTtunyeckuin Bbixoa: MoxHoO 3agatb Bpems ans
aBTOMATMYECKOrO BbIXOAA.

Bkniountb yBegomnenne o6 orknroueHnn WAN-
nHTepdenca: d1a GyHKLMA No3BONAET Opay3epy oTobpaxaTb
CTpaHuLy C NpegynpexaeHriem, Korga poyTep OTKoYeH oT
WHTepHeTa. Korga oTKntoueHo, CTpaHmua ¢ npeaynpexaeHnem
He NOABMTCA.

Bkniountb Telnet: Haxxmute la nna BKnoueHUsA Cyxobi
Telnet. Boibepute Het gna otknioueHna Telnet.

Metop ayTeHTuduKauyumn: MoxHo Bbibpatb HTTP, HTTPS nnu
ob6a npoTokona ana 6e3onacHoro JOCTyna K poyTepy.
BxkniounTtb NaHMPOBLYMK Nepe3arpyskKu: Koraa BKTOUeHo,
MOXHO 3a[jaTb BPeMA 1 JaTy nepe3arpy3Ku.

BkniounTtb Be6-goctyn n3 WAN: Boibepute [la ana
pa3speLLeHra JOCTyna K Be6-uHTepdelcy poytepa 13
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WHTepHeT. Boibepute No ana npegoTBpalleHnsa ocTyna.

+ Bkniountb orpaHunyeHue goctyna: Boibepute [la, ecnu
HY»HO 3afaTb IP-agpeca yCTpOWCTB, KOTOPbIM Pa3peLleH
pocTyn K Be6-uHtepdeiicy poytepa n3 WAN/LAN.

« Cnyx6a: J1a pyHKUMA No3BonaeT HacTpouTb Telnet / SSH
nopT / Pa3peLwmnTb BBOA Napona / Kntoya aBTopusaumm / Tanm-
ayT NPOCTOA.

3. HaxmuTte NMpumeHnTb.



4,6.3 O6HOBNEHE NPOLUNBKA

MPUMEYMAHME: CkauaiTe nocnenHow BepCuio NpoLwmnBkm ¢ canta ASUS
http://www.asus.com.

Ona o6HoBNEeHNs npownBKn:

1. B meHto HaBuraumu BbibeprTe [lononHUTENbHbIE HACTPOMKN >
AAMUHUCTPUPOBaHME > BKaaka O6GHOBNEHNe NPOLUMBKNA.

2. B none Hoas npolwmBKa Haxxmute 0630p 19 HaxoxaeHuaA
MPOLUMBKM.

3. Haxmue 3arpy3uTb.

MpumeyaHus:
+ [Mocne 3aBepLueHNs 0OHOBNEHUA LOXAUTECH Nepe3arpy3Kn CUCTEMDI.

+  [Mpw owwnbke B0 Bpemsa 06HOBNEHNA GeCNPOBOAHOI poyTep
NEPEXOANT B aBAPUIHbIV PEXUM U MHANKATOP NUTaHWA Ha
nepenHen naHeny megyieHHo muraet. [Mogpo6Hyio nHbopmaLmio o
BOCCTAHOBJIEHIU CUCTEMBI CMOTPUTE B pa3aene 5.2 BocctaHoBneHmne
NpOLINBKM.

4.6.4 BocctaHOBUTH/COXPaHUTb/3arpy3suTb HaCTPONKIN

[ins BoccTaHOBNEHMA/coxpaHeHns/c6poca napameTpoB:

1. B MeHto HaBurayum Bbibepute JlononHuTEeNbHbIE HACTPOMKN >
ApMuHUCTPUpOBaHMe > BKajka BocctaHoButb, CoxpaHuTtb,
3arpysuTb HaCTPOMKW.

2. BbibepuTe 3agauy:
+ [1nA BOCCTaHOBNEHMA HACTPOEK MO YMONYAHNIO HAXXMUTE
BoccranoBuTb, 3aTem OK g4 nogreepxaeHuA.

+ [InA coxpaHeHWA TeKyLLMX HACTPOEK HaxMnTe COXpaHUTD,
3aTem CoXpaHUTb B OKHE C YKazaH1eM nyTu.

+ [InA BOCCTaHOBNEHNA COXPAHEHHbIX HACTPOEK HaXMMTE
0630p ana HaxoxaeHNA Gaiina HaCTPOEK, 3aTeM HaXXMUTE
3arpysutb.

BAMKHO! B cnyyae BO3HWKHOBEHMA NPO6NeM, 3arpy3nTe NOCIEAHION0
BEPCUIO NMPOLUNBKY 11 CKOHOUIypUpyiiTe HOBble NapameTpbl. He
cbpacbiBaiiTe poyTep K HaCTPOMKaM Mo YMONYaHWIo.
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4,7 CuncremMHbIN XypHan

CncTeMHbIN KYPHan COAEPMNT 3aNnCaHHYI0 CETEBYHO aKTUBHOCTD.

MPUMEYMAHME: CrcteMHbIN XYpHan O4YMLLAeTca npy nepesarpyske unm
BbIKMIIOYEHNM poyTepa.

[inA npocMoTpa CMCTeMHOro XKypHana:

1. B MeHIo HaBUrauum BbibepuTe [lononHUTeNbHbIE HACTPOIIKK >
CUCTEMHDII XXypHa.

2. MoxHo MNOCMOTPETb CETEBYIO aKTUBHOCTb Ha nobo n3 3Tnx

BKNaAoK:

+ O6wWWiA XXypHan

+ Apenga agpecos DHCP

« XypHan 6ecnpoBogHom ceTu
« [Nepeappecauyus nopTos

« Tabnuua mapLupyTr3auymm

« IPv6

+ [NopkntoueHna

FSUS ZenWiFT AX Mini Logout Reboot English

s Quick Internet
N Setup

General

@3 Network Map

@@ Guest Network
[g) Aiprotection
B as

Advanced Settings

[A\ wircless
[@] tan

. Alexa & IFTTT

@ reve
2 ven
W5 Firewall

L administration

I
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Operation Mode: Wireless router Firmware Version: 3.0.0..
SSID: 0000CO 0000COSE

General Log  Wireless Log  DHCPleases IPv6  Routing Table  Port Forwarding  Connections

System Log - General Log

This page shows the detailed system's activities.

System Time Fri, Sep 11 17:39:15 2020
Uplime 0 days 7 hour(s) 6 minute(s) 0 seconds

Remote Log Server

Remote Log Server Port

selected chspec is 100a (13)
Adjusted channel spec:

forming CSA on chspec 0x100d
d (13)
%100d (13)
%100d (13)
forning CSA on chspec 0x100d
OTify_rc restart_firewall
np/nat_rules_ethd_eth0)
otify rc restazt firewall
7 atarc_t " via ntopd ...
nat: apply nat rules (/tmp/mat_rules_eth0_ech0)




5 Yrunntbl
NMPUMEYAHUA:

CkayariTe 1 ycTaHoBUTE yTUAUTHI € canta ASUS:

+ Device Discovery v1.4.7.1 c http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Discovery.zip

«  Firmware Restoration v1.9.0.4 c http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Rescue.zip

Windows Printer v1.0.5.5 ¢ http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Printer.zip

YmnuTbl He nogaepxmeatotca B MAC OS.

5.1 O6HapyxeHue ycTpoiiCcTBa

Device Discovery - ASUS WLAN yTunuTa, KoTopas 06HapyX1Baet
poyTep 1 NO3BONAET ero KOHPUrypUpoBaTb.
Onsa 3anycka yrunutbi Device Discovery:

+ [Mepengute Myck > Mporpammbi > ASUS Utility > Wireless
Router > Device Discovery.

MPUMEYAHME: [Npw ycTaHOBKE poyTepa B peXum TOUKM SocTyna, Bam
Heobxoaumo ncnonb3osatb yTunuTy Device Discovery ana nonyyeHua
IP-agpeca poyTepa.
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5.2 BoccTtaHoBNeHWe NPOLWNBKA

Firmware Restoration - yTunuta, KoTopas ncnonb3yercs B ciyyae
owwmbKM npy 06HOBNEHNM NPOLLUMBKM poyTepa. OHa 3arpyaeT
yKa3aHHyo npoLwwmBkKy. [1poLecc 3aH1MMaeT OKOMO TPEX MUHYT.

g Firmweare Restoi =2

Before you get started, please check the model name and hardware
version from the label.

i, "J'Eai uar:um the label at the bottom of your router
/W Version, different hardware version needs
e version to process restoration.
fimware from ASUS support site:
hIL]Lﬂ www.asus.com/support

For exammple, if your label shows “RT-ACE6U B1"
fimmware of “RT-ACE6U" s not available for restoration.

Flename: |\ Browse...

St
After locating the frmaware file, click Upload,

BAMHO! lMepep ncnonb3oBaHuem yTunmTbl Firmware Restoration
nepeknoymnTe PoyTep B peXM BOCCTAHOBNEHUA.

MPUMEYAHUE: 3Sta dpyHKUWA He nogaepxumeaetca B MAC OS.

Ona sanycka yrunutbl Firmware Restoration:
1. OTKntounTe NUTaHKE OT poyTepa.

2. YgepxmBas KHoOMKy Reset, pacnonoxeHHyto Ha 3aHen naHenu,
MOAKIoUNTe NUTaHKe K poyTepy. OTNyCcTnTe KHOMKY cOpoca
KOraa HAMKaTop NUTaHWA, PAaCcNONOXEHHbIV Ha NepeaHen
naHenu, HAYHeT MeAJSIeHHO MIUraTb, O3Hayas, u4To poyTep
HaXoOMTCA B peXrMe BOCCTaHOBIEHWA.



3. YcraHoBuTe cTatnyeckni IP Ha Bawwem KomnbloTepe v
NCnonb3yinTe cnegytowme Hactponkm TCP/IP:

IP-agpec: 192.168.1.x
Macka nogcetu: 255.255.255.0

4. NMepenguTe Myck > Mporpammbi > ASUS Utility > Wireless
Router > Firmware Restoration.

5. Ykaxute ¢pann n Haxmute Upload.

MPUMEYAHMUE: 310 He yTnuTa 06HOBNEHMA NPOLINBKM N HE MOXET
6bITb UCMONb30BaHa Npw pabouem poyTtepe. ObbIYHOE OOHOBNEHNE
MPOLUMBKIM MOXHO BbIMONHUTD Yepe3 BeO-nHTepdeiic. [MoapobHyto
nHdopmaLmio cMoTpuTe B rnase 4 HacTpoiika fONONHNTENbHbIX
napameTpoB.
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6 YcTpaHeHMe HeMcCnpaBHOCTEN

B 3TOM pasgene npeactaBneHbl UHCTPYKUMUMN NS PELIEHUS
HEKOTOPbIX Hanbosee YacTo BCTPEYaoLWMXCA 06Lwmx npobnem ¢
poyTepoM. Ecnv Bbl cTonkHynuch ¢ npobnemamu, He ynomMaHyTbIMM
B 3TOW rnaBe, noceTtuTe cant ASUS https://www.asus.com/support/
ANA NoNy4YeHnsA SONOMHUTENbHON MHGOPMALIMM O MPOAYKTE UK
obpatuTecs B ciyx6y Texnoaaepxkm ASUS.

6.1 YcTpaHeHUe OCHOBHbIX HeUCNPaBHOCTEN

Mpu BO3HNKHOBEHMM NPOG/IEM C POYTEPOM CHauana nonpoobyiTe
BbIMOJHNTb UHCTPYKLMM 13 3TOrO pasaena.

OG6GHOBMTE NPOLINBKY [0 NOCNefHell Bepcun.

1. Bowgute B Be6-nHTepdeiic. MeperanTte B lononHuTenbHbie
HaCcTPOMKM > ABMUHUCTPUpPOBaHMe > BKagka O6HoBneHne
npowmBKu. Haxmvte NMpoBepuTb 4718 NPOBEPKIN HaNNuns
nocnegHemn Bepcuy NPOLINBKN.

NiSUS ZenWirt AX Mini Logout Reboot

Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 39507
e SSID: 9o00co ooeocose
Operation Mode System Firmware Upgrade Restore/Save/Upload Setting Feedback Privacy
General

@3 Network Map Administration - Firmware Upgrade

the previous version.
& Guest Network re update process.
rgency mode automatically. The LED signals at the

[g) Airotection i i fon Please visit ASUS Download Center to download ASUS Device

) eos

Advanced Settings [ ————
@ Wireless Check Update
@] can T

Current Version : 3.0.0.4 386_39507-913a3d7d
Manual firmware update - Upload

ZenWIFI AX Mini

AiMesh Node

ZenWiFi AX Mini { 24:4BFE-3A30:00 ) Current Version - 3.0.0.4.386_39507-13a3d7d
Beiin by Manual firmware update - Upload

No i iMesh system. Please

2. Ecnn poctynHa HoBas npoluveka, nocetute cant ASUS https://
www.asus.com/Mesh-WiFi-System/ZenWiFi-AX-Mini-XD4/
HelpDesk/ n ckauaiite ee.

3. Ha ctpaHuue O6HOBREHNe NpownBKY HaxXMiTe Browse fnia
HaXOoXAEHWA NPOLINBKN.




4. HaxmuTe 3arpy3uTtb 11 0OOHOBNEHMA MPOLUMBKM.
MNocnepoBaTenbHOCTb Nepe3anycka ceTu:
BbikntounTe mogem.

OTKNtoYMTE MOZEM.

BbikntounTe poyTep 1 KOMMbloTepbI.

[NogkniounTte mogem.

Bknounte mogem 1 nogoxanTe 2 MAHYTbI.

BkntoumTte poytep 1 nogoxaure 2 MUHYTbI.
Bkntounte KomnbloTepbl.

No Uk wN =

Y6epuTecb B npaBunbHocTu nogknioueHuns Ethernet-kabens.

+ [pwv npaBunbHom noakmoueHnm Ethernet-kabens K mogemy
nHankatop WAN 6yzet ropeTb.

« [pw npasunbHoM nogkioyeHnm Ethernet-kabens k
BKJIlOUEHHOMY KOMMbloTepy nHankatop LAN 6yaeT ropetb.

Y6epuTech, UTo HacTPONKM 6ecnpoBOAHOI CETV KOMMNblOTepa
COBMafaloT C poyTepom.

+ [Mpwv noaknioueHnn KOMNbloTEPA K poyTepy ybeauTtech B
npasunbHocTy SSID (Mma 6ecnpoBogHoON ceTw), WMPPOBaHNA 1
napons.

Y6epauTecb B NpaBUNbHOCTM CETEBbIX HACTPOEK.

« KaXgbll CETEBOW KIMEHT AOMKEH UMETb eNCTBUTENbHBIN IP-
appec. [1nsa Ha3HaueHwns IP-aapecoB KOMMbOTEPaM BaLLEN CETM
pekomeHayeT ncnonb3osatb DHCP-cepsep poyTepa.
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+ HekoTopble npoBaiaepbl TpebytoT ncnonb3osatb MAC-agpec
KOMMbtoTepa, MCNonb3yemoro npu nepsom nogxodeHnn. MAC-
afpec MOXHO NOCMOTPETb B BEO-MHTepdelice, HaBefA Kypcop
MbILLIW Ha YCTPONCTBO B None CoCcToAHMe KNNEeHTa Ha CTpaHuLe
Kapta cetn > KnneHtbl.

/iSUS ZenWiFT AX Mint Logout Rel

Operation Mode: Wireless router Firmware 3.0.0.4.386 39507
L Quick Interner S
‘N Setup

Client status
Internet status:
Connected [ TO)
WAN IP: 192.168.123.25
DDNS: Sign up
190058718

152.168.50.226
@ Guest Network
oC:n:£8:09:31:20

[g) AiProtection
Security level: Refresh
B s WPA2-Personal 8

Advanced Settings

[S) wiretess

] an

AiMesh Node:




6.2 Yacto 3agaBaemble Bonpocbl (FAQ)

HeBo3Mmo0XHO BoIiTN B Be6-HTepdelic poyTepa yepes

6paysep

Ecnmn Baw KOMMbKOTEP NOAKNKYEH, MPOBEPbTE COEANHEHNE
Ethernet-kabensa n coctosHne NHAMKATOopPa, Kak onncaHo B

npenplayLem pasgaerne.

Y6eputech, 4To Bbl UICNOSb3yeTe NPaBUbHbIE TOTWH U NAPOSib.
Mo ymonuaHwmio NorvH 1 naponb: “admin/admin”. Yéegurecs, uto
pexum Caps Lock oTknoueH npu BBOAE AaHHDIX.

Ypanute Kyku-¢pannbl B
6pay3epe. B 6paysepe Internet
Explorer BbinonHuTe cnegyowme
JENCTBUA:

1. 3anyctute Internet Explorer,
3atem HaxmuTe CepBmC >
CBoicTBa 0603peBartens.

2. HaBknagke O6wue B
obnactu Mpocmotp
NCTOPUN HAXKMITE
Ypanub..., Bblbepute
BpemeHHble ¢pannbi

MuTepHeTa 1 Qaiinbi cookie

1 faHHble CaliTa 1 HaXKMUTe
Ynanutob.

Internet Options T X
General Security Privacy Content Connections Programs Advanced

Home page
/‘ To create home page tabs, type each address on its own line.

i v.msi.com/7PC-UFOT

Use default

Use current Use new tab
Startup

() Start with tabs from the last session

(@) Start with home page
Tabs

Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[[]Delete browsing history on exit
Delete.. Settings

Colors Languages Fonts Accesshility

MPUMEYAHUA:

KomaHpgpl ans ynaneHus Kyku- Gainos MOryT BapbipoBaTbCs B

3aBMCMMOCTM OT bpay3epa.

OTKntounTe NCNONb30BaHNE NPOKCU-CEPBEPA, NOAKIOYEH e
yZaneHHOro JOCTyna, a Takxe Hactpoute TCP/IP gna asTomatnueckoro
nonyyenus IP-agpeca. MoapobHyto MHGOPMaLMIO CMOTPUTE B NEPBOIA

rNMaBe 3TOro pykoBoACTBa.

Y6epnuTtech, uto ncnonbaytotca Ethernet kabenu CAT5e nnu CAT6.
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KnmneHT He MOXeT ycTaHOBUTb 6ecnpoBoAHOE coeinHeHNne
C poyTepom.

MPUMEMAHME: Mpu BO3HNKHOBEHWN NPO6IEM C NOAKIIOUEHNEM K CETU
5 My y6eguTecs, uto Balle 6eCNPOBOAHOE YCTPOWNCTBO NOAJAEPKMBAET
yactoty 5 [Ty unu aBnaeTca ABYXAManasoHHbIM.

+ BHe 30HbI NOKpbITUA:
« [Momectute poyTep 6avKe K 6ECNPOBOLHOMY KITUEHTY.

« [onpobyiiTe HAaCTPONTb aHTEHHbI POyTepPa Kak OMnmcaHo B
pasgene 1.4 PasmewieHve poyTtepa.

« DHCP-cepBep oTknioueH:

1. Bonpute B Be6-uHTEpdENC. Mepeigute B 06wme > Kapta
cetu > KnneHTbl 1 HanguTe yCTPONCTBO, KOTOPOE HYHO
MOAK/IOUMTD K pOyTepy.

2. Ecnu He yganocb HanTW YyCTPOMCTBO Ha KapTe ceTy,
nepengute B JlononHnTenbHble HacTporkuy > LAN >
Bknagka DHCP-cepBep, pa3gen OCHOBHble HACTPOWMKM U B
none Bkntountb DHCP-cepBep Bbi6epute Aa.

/SUS  ZenWiFt AX Mini

REm—— | =&

LANIP | DHCPServer Route IPTV
General

@) wetwork map LAN - DHCP Server

og— DHCF (Dynamie Hast Configuration Protoeol) s a protocol for the automatie eonfiguration used on I networks. The DHCP

a0 1P acress and informs the cient ofthe of DNS server IP and default gateway IP. ZenWiF AX
ddresses for your local network

>
& Guest Network d T arcund the DHGP Tist EAp

[§) AProtectom _
ot et
) s

Advanced Sattings L3 = (szaess02 |

(3 wiiese P Po g A 1s2.100.50.280

Lssa e tesc0

Detaut Gateway
@ wan

i Alexa & TFTTT
@ v

won

W, Firewall

DN and WINS Server Setting

NS Server

1 around the GHP Rt (Max Lt - 64)

e
} ot g A pisins

B sriemtos B

11 wetwork Tooks Mo data in table,

Apply

Fa
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+ SSID ckpbiT. Ecnn yctponctso moxeT Hantu SSID gpyroro

poyTepa, HO He MoxeT HanTk SSID Baluero poyTepa, nepengnte
8 lononHuTenbHble HacTpouku > becnpoBogHas cBA3sb >
BKnaaka O6wume, 3atem B none ckpbiTb SSID BbibepnTe Het, a B
none KaHan ynpaBneHus sbibepute ABTO.

0.0.4.386_39507

L Quick Internet
K Setup

wos Setting  Professional Roaming Block List
General

@) network Map Wireless - General
Set up the wireless related information below.
ON
bual-Band Smart Connect (2.4GHz and 5GHz) v
0000c0
®ves Ono
Auto v

[\ Wireless 6 mode Enable v

[§] an i Agite Mul Disable v

Enable -
& wan

WPA2-Personal ~

Mpw ncnonb3oBaHuUKM 6eCcNpPoOBOAHOTO aganTepa ybeanuTech, uto
ncnonb3yemblil 6eCnpoBOLHO KaHan AOCTYNeEH B BaLLEN CTpaHe
Unmn peroHe. Eciin HeT, HacTpoiTe KaHas, Nosiocy NPonycKaHna
1 6€CNPOBOAHOI PEXUM.

Ecnu Bbl BCe elle He MOXETe NOLKMIOUNTLCA K poyTepy, cOpockTe
€ro K 3aBOfICKMM HaCTPOIKam No ymonuaHuio. Bongute B Be6-
nHTepdenc, nepengute B ABMUHNCTPUPOBaHME > BK/AfKa
BoccraHoBuTb, CoxpaHuTb, 3arpy3nTb HACTPOMKI 1 HAXMUTE
BoccraHoBUTD.

/ISUS ZenWiFi AX Mini

. Quick Internet
N setup

General
e

3 is function allo s of ZenWiFi AX Mir orload settings from a fle.

N

® oos

Advanced Settings

[B) wireless
] 1an
@ wan

I8 hexa mrETTT
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WHTepHeT HepgoCTYNEH.

« YbenuTecb, UTo POyTEP MOXET MOAKMIOUNTLCA K Bawwemy
npoBangepy. [ns 31oro 3anycTute Beb-nHTEPPENiC 1 NepeiignTe
B O6wme > Kapta cetn n nposepbte CocTosHne MIHTepHeT.

« Ecnn poyTep He MOXeT nogknouNTbCA K Balemy nposaiigepy,
nonpobyTe NepenoaKIYUTb CETb Kak OMCAHO B pasgene
MocnegoBaTenbHOCTb Nepe3anycka ceTul.

Internet status:
Connected

WAN IP: 192.168.0.146
DDNS: GO

+ YcTpoiicTBO 6b110 3a610KNPOBAHO C MOMOLLbIO GYHKLN
poauTenbckoro koHTpons. Mepenante B O6wme > AiProtection
> PopunTenbcKuin KOHTPONb 1 NPOBepbTe, HAXOAUTCA N
YCTPOWCTBO B CNCKe. ECNn yCTPONCTBO B CNCKeE, yaanure ero,
Hax<aB Delete nnu HacTporTe napameTpbl BpeMeHw.

/SUS ZenWiki

e Quick Internet.

d Micro onitoring to Getect malware, viruses, and
they car jour PC or devi ‘schedule times that a connected device.
tne InfemeL. You can aiso restr

8

Advanced Settings

%
[\ wireless l ®

%]




«  Ecnu Bce ele HeT JOCTYNA K MHTEPHETY, NONpobyiiTe
nepes3arpysuTb KOMMbLOTEp M NpoBepuTb IP-appec 1 agpec
Wwto3a.

+ [lpoBepbTe MHANKaTOPbI COCTOAHMA Ha ADSL mogeme u
6ecnposopgHom poyTepe. Ecnn nngukatop WAN Ha poyTepe He
ropuT, ybegutech, YTo BCe Kabenm npaBuabHO NOAKITIOYEHDI.

Bbi 3a6b1111 SSID (Mms ceTn) nnu ceTeBoii naposnb

+ YcTtaHoBuTe HOBbI SSID 1 Kntoy LWdpoBaHUA Yepe3 NPOBOJHOE
coepnHeHue (Ethernet-kabenb). Bongute B Beb-nHTEpdEIAC,
nepengnte B Kapta ceTh, HaXXmuTe NKOHKY poyTepa 1 BBEAUTE
HoBbI SSID u Kntoy WidpoBaHua, 3aTem HaxmmTe MprMeHNnTD.

+  BbinonHute cbpoc poyTepa K HACTPOIKaM MO YMOMYAHUIO.
Bongute B Beb-nHTEpdEiC, NepennTe B ABMUHNCTPUpPOBaHUE
> BKNnagka BoccraHoBuTtb, CoxpaHuTb, 3arpy3nTb HaCTPONKMN
1 HaxmuTe BocctaHOBMTD. JlOrvH 1 Naposb No yMonyaHuio
“admin’.

Kak copocutb cuctemy K HaCTponKam no yMmosi4aHuio?

+ [lepengute 8 ABMUHUCTPNPOBaHMe > BKNaaka BocctaHoBUTD,
CoxpaHuTb, 3arpysuTb HaCTPOWKM 1 HaxxMiTe BocctaHOBUTD.
lNapameTpbl CUCTEMbI O YMONYAHUIO:

BknioueH DHCP: [1a (ecnvm WAN Kabenb noaknoyeH)
IP-appec: 192.168.50.1

DomeH: (nycTo)

Macka nopcetn: 255.255.255.0

DNS cepBep 1:  routerasus.com

DNS cepBep 2:  (nycT0)

SSID: ASUS_XX

OwmnbKa 06HOBNEHNA NPOLLNBKM.

MNepekniounTte poyTep B pexmm BOCCTaHOBAEHNA 1 3anyCTuTe
ytunuty Firmware Restoration. ViHpopmauwmio no ncnonb3osaHuio
ytunutbl Firmware Restoration cmotpute B pa3sgene 5.2
BoccraHoBneHue NpoLINBK.
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HeB03M0XHO NOAKNIOUNTLCA K Be6-NHTepdeiicy

I'Iepep, KOHd)I/IpraU,I/IEM poyTepa BbINOJIHUTE NHCTPYKUUK AAHHOTO
pa3nena onAa KOH(I)VII'ypaLI,VIVI KOMIMbKOTEPA U CETEBDbIX KITMEHTOB.

A. OTKnOYNTE NPOKCU-CePBEp, eCNii OH BKITIOYEH.

Windows
1. Haxmure Myck > Internet

Explorer nns 3anycka 6pay3epa.
2. Bbibepute CepBuc > CBOMCTBa

o0603peBaTens > BKNajKa

MoaknioueHnsa > Hactpoika

NIOKaNbHON CeTn.

3. Ha aKkpaHe HacTpoiKn
NOKaNbHOM ceTun
OTKJIIOUMTE NCMOJIb30BaHME
NPOKCK-CcepBepa ANnA
NOKaNbHOW CETH.

4. Haxmute OK korga

3aKkoHuuTe.

B e B—
[ | General | seaurity | privacy | Content | Connections| | programs | Advanced |

I

dg To setup an Internet connection, dick
Setup,

Dial-up and Virtual Private Network settings —

3 Access RD Network Resources - Go to von.as| | Add...
Add VPH... ‘
Remove..

] m—— G

Choose Settings if you need to configure a proxy
server for a connection.

@ Never dial a connection
1) Dial whenever a network connection is not present.
(©) Always dial my default connection

Set default

Local Area Network (LAN) settings [
LAN Settings do not apply to dial-up connectior LAN settings.
Choose Settings above for dial-up settings.

o) Coma ) [ o

|

Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.
[] Automatically detect settings

D Use automatic configuration script

Proxy server

Il Use a proxy server for your LAN {These settings will not apply to
dial-up or VPN connections).

Address: Port: |80 Advanced

Bypass proxy server for local addresses




MAC OS

1. B 6pay3epe Safari,
HaxmuTe Safari >

Preferences > Advanced

> Change Settings.

‘@00 Network =

« mae @

Show All  Displays Sound | Network | Startup Disk

Location: | Automatic

Show: | Built-in Ethernet

{ TCP/IP | PPPoE  AppleTalk | Proxies | Ethernet |

2 FTP Proxy Server
2. Ha 3kpaHe ceTb cCHMUTE | e I |

dnaxkn FTP Proxy u
Web Proxy (HTTP).

3. Korga 3akoHuuTe,

[

SECUTE WEB PIoXy (HTTPS L J

Streaming Proxy (RTSP) Set Password
SOCKS Proxy

Gopher Proxy

100

Bypass proxy settings for
these Hosts & Domains:

HaXxmute anIIMGHIIITb. (¥ Use Passive FTP Mode (PASV) ©)

{] vl
U Click the lock to prevent further changes. (Assistme... )| (Apply Now

MPUMEMAHMUE: [na nonyyeHua nogpobHo nHpopmaum no
OTKIOUYEHMIO NCMONb30BaHMA NPOKCU-CepBepa, 06paTuTeCh K CnpaBke

6paysepa.

B. Hacrtpoiire TCP/IP gna aBTomaTtuyeckoro nony4eHus IP-

appeca.

Windows

1. Haxmurte Myck > NaHnenb ynpasneHna > LleHTp ynpaBneHus
ceTAMM 1 06LYMM JOCTYNOM, 33TeM HaXKMUTE ceTeBoe
nofKoueHre Ana 0TobpaxKeHNA ero COCTOAHMA.

:‘,: Metwork and Sharing Center

Control Panel Home

Change adapter settings

Change advanced sharing
settings

< “ 4 &5 > ControlPanel > All Control Panel ltems > Network and Sharing Center
View your basic network information and set up connections

View your active networks

corpnet.asus Access type: Internet

Domain network Connectiony] [ Ethernet

Change your networking settings

dh- Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
|;-'"“ Troubleshoot problems

Diagnose and repair netwark problems, or get troubleshooting infermation.
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2. Haxmunte CBoOWCTBA AN1A

OTKPbITWA OKHA CBOWCTB
Ethernet.

. BbibepuTe MpoTokon

WutepHeta Bepcun 4(TCP/
IPv4) nnu MpoTokon
WurepHeta Bepcun 6(TCP/
IPv6), 3aTem HaxmuTe
CBoiicTBa.

. Boibepute Monyunts IP-

afijpec aBTOMaTNYeCKN /1A
aBTOMATMYECKOro NoslyyeHuns
IP-appeca.

BbibepuiTe Monyuutsb IP-
aApec aBTOMaTNYeCcKu 1A
aBTOMATMNYECKOTO MONyYeHUs
IP-appeca.

. Haxmute OK korpa 3akoHuuTe.

% Ethernet Status

General
Cannection
IPv4 Connectivity: Internet
IPv6 Connectivity: No network access
Media State: Enabled
Curation: 03:29:31
Speed: 1.0 Gbps
Details...
Activity
Sent _.‘,‘.g Received
WD
Bytes: 71,424,696 70,727,241

o

le Diagnose

& Ethernet Properties

Networking  Authentication

Connect using

I3 Intel(R) Ethemet Connection (2) 1219V

This connection uses the following items:

Hgogp
m}

Intemet Protocol Version 4 (TCP/1Pv4)

. Microsoft LLDP Protocol Driver

<

I‘ Intemet Protocol Version 6 (TCP/1PvE} !
. Link-Layer Topology Discovery Responder

.. Link-Layer Topology Discovery Mapper 1O Driver ¥

b

Install... Ur

Description

ninstall Properties

Transmission Control Protocol/Intemet Protocol. The defautt

wide area network protocol that provides communication
across diverse interconnected networks

Internet Protocel Version 4 (TCP/IPv4) Properties

General  Alternate Configuration

You can get IP settings assigned

utomatically if your network supparts

this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

| (@) Obtain an IP address automatically |

() Use the falloning IP address:

(=
(I
]

(@ Obtain DS server address automatically

(D) Use the following DNS server

validate settings upon exit

addresses:

(]
L. ]

Advanced...

o




MAC OS

000

Network (=)

1. HaxmwuTe nkoHky Apple
&, pacnonoxeHHyio B
NeBOM BEPXHEM Yy
3KpaHa.

Show All

= NG 3

Displays Sound | Network | Startup Disk

Location: | Automatic

Show: | Built-in Ethernet

- TCP/IP | PPPOE | AppleTalk | Proxies Ethernet

2. Haxmure System [Cotomeme (w5
Preferences > Network > T T e
COnﬁgure. Subnet Mask: 255.255.255.0 DHCP Client ID: MT

3. HaBknagke TCP/ ONS Severs: [192.168.128.10
IP B BbINAAaoOLIEM

cnucke Configure IPv4
BblbepuTe Using DHCP.

4. Korpa 3aKoHuuTe,
HaxxmuTe MpumeHnTD.

IPv6 Address: fe80:0000:0000:0000:0211:24ff:fe32:b18e

Configure IPv6. @

4 P r—
¥l Click the lock to prevent further changes. Assist me. Apply Now

MPUMEYAHUE: MoppobHyio nHdopmaLmio No KoHOMrypaLmm HacTpoek
TCP/IP cmotpuTe B cnpaBke K Balueil onepauynoHHo cucteme.

C. OTtknounTe NnogKNYeHne YAaJ/IeHHOro AocCTyna, ecjsii OHO

BK/TIOYEHO.
Windows

1. Haxmwute MyckK > Internet
Explorer ans 3anycka 6paysepa.

2. Bbibepute CepBuc > CBolicTBa
o6o3peBarens > BKIagka
MoaknioueHuns.

3. YcTaHoBuMTe driaxok
Hukorga He ncnonb3oBaTtb
KOMMyTUpYyemble
NOAKNIOYEeHNSA.

4. Haxmunte OK Korga 3akoHuuTe.,

/Internet Opti

General | Security [ Privacy | Contenf | Connections | plograms | Advanced |
—_

,;9 To setup an Internet connection, cick
Setup.
Dial-up and Virtual Private Network settings —
&5 Access RD Network Resources - Go to vpn.as| | Add...
Add VPN,
Remove...
Choose Settings if you need to configure a proxy @

server for a connection.

@ Never dial a connection
(1 Dial whenever a network connection is not present

©) Aways dial my default connection

Elj —— r

Set default

Local Area Network (LAN) settings

LAN Settings da not apply to dial-up connections, LAN settings

Choose Settings above for dial-up settngs.

MPUMEMAHUE: [na nonyyeHua nogpobHoi nHpopmaumm no
OTK/OUEHUIO YAaNeHHOro JOCTyna, obpaTnTech K cnpaBke bpay3epa.
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MpunoxeHne

YBegomneHus

[laHHOe YCTPOINCTBO NPeACTaBAAeT cOO0I SHePronoTPebNAOLMIA
npopykKT (ErP) ¢ Bbicokon goctynHocTbio K ceTu (HiNA). Ero
notpebnaemas MoLWHOCTb OyaeT meHblue 12 BT, Koraa cuctema

HAaXOAMTCA B PEXIME OXKUAAHUA CETU (PEXIM OXKIUAAHUA),.
YTunusaums n nepepaborka

Komnanua ASUS 6epert Ha cebs 06A3aTenbCTBa No yTuam3aumu
CTaporo obopyaoBaHus, UCXOAA 113 NPYHLMMNOB BCECTOPOHHEN
3aLLNTbI OKPYXKatoLLEel cpefbl. YCTPOICTBO 1 €ro aHTeHHa

He JOMKHbI pacnonaraTbCa PALOM C APYTMMI aHTEHHAMU 1
nepepatunkamu. [ina nonyyeHus nogpo6Homn nHdopmaumm 0
yTUAM3aLmMmM 1 nepepaboTke B Pa3nnyHbIX PErMoHax NoceTuTe
http://csr.asus.com/english/Takeback.htm.

REACH

CornacHo pernameHTy EC REACH (Registration, Evaluation,
Authorization, and Restriction of Chemicals - Peructpauus,
OueHka, Pa3peLeHnsa n OrpaHnyYeHnA Ha NCNONb30BaHKe
Xumnyeckunx Bewects), Ha cante ASUS REACH pa3melleH cnncok
XVMMYECKIX BELLeCTB cofepxaLumxca B npogykTax ASUS: http://csr.
asus.com/english/index.aspx

YpocroBepeHue QepepanbHoit Komuccum no ceasm CLUA

[laHHoe ycTponcTBo cootBeTCTBYeT YacTh 15 Mpasun FCC.
ObpatnTech K KBanudrLMPOBaHHOMY TEXHIKY UM MPOAABLY
+ [laHHOe YCTPOWCTBO He AOMKHO CO3AaBaTb NMOMEX.

« Ha pabory ycTpoiicTBa MOryT OKa3blBaTb BIUAHME BHELIHME

Momexw, BKNKOUas Te, KOTOPble MOTYT BbI3BaTb HEXKeNaTe/bHble
PEXMMbI €ro paboTbl.

[laHHOe 0bopynoBaHMe ObiNo NPOTECTUPOBAHO 1 COUTEHO
COOTBETCTBYIOLLVIM OrPaHNYEHVAM NO LPPOBbLIM YCTPONCTBAaM
Knacca B, B cootBetctBuM € yacTtbto 15 npasun FCC. 2tn



OrpaHNYeHNA paccumTaHbl Ha obecneyeHme 3aLmnTbl B Pa3yMHbIX
npegenax oT BpeAOHOCHbIX BO3AENCTBUI NPV YCTAHOBKE B KUIOM
noMelLLeHUN.

[laHHOe 060pyfOBaHNE FreHepUPYET M N3YYAET PALVOYACTOTHYIO
SHepruto, KoTopas MOXET CO3aBaTb MOMeXV B PafMoCBA3M, eC/N
YCTPOWCTBO YCTAHOBEHO WM UCMONb3YETCA HE B COOTBETCTBIN

C IHCTPYKUMAMM NPou3BOaUTeNns. TeM He MeHee, HEBO3MOXKHO
rapaHTMPOBaTb OTCYTCTBME MOMEX B KaXKOM KOHKPETHOM

cnyyae. B cnyyae, ecnm gaHHoe 060pynoBaHue AeNCTBUTENbHO
BbI3bIBAET MOMEXU B PAAMO WM TENEBU3VOHHOM MPUEME, UTO
MOXHO NPOBEPUTD, BKIOUVB 1 BbIK/IOUMB AaHHOE 060pYyLOBaHME,
MoNb30BaTeNo PEKOMEHAYETCA NOMbITaTbCA YAANUTL MOMEX
cnepyowmMy CpencTBamm:

« [MepeoprieHTMPOBATb VNV NEPEMECTIATD MPUHUMAIOLLYIO AHTEHHY.
+  YBENMUUTL PacCTOAHE MEXAY AAHHBIM MPUOGOPOM M MPUEMHUKOM.

« [NogkntounTb AaHHOE 060PYAOBaHIIE K PO3ETKeE APYroi
3MEKTPOLIENM, HEXENN Ta, K KOTOPOW MOAKIIOUEH NPUEMHUK.

+  [1pOKOHCYNBTNPOBATLCA C MPOAABLIOM UM KBaNMMPULIMPOBaHHbBIM
paguno-/TB-TexHKoMm.

BAXHO! [1na ymeHbLueHMA BO3MOXHbIX MOMEX, 3TO YCTPONCTBO,
paboTatoLee Ha yacToTte 5.15 ~ 5.25 [Tl AOMKHO 1CMONb30BaTbCA TONbKO
BHYTPY NOMELLEHWIA.

BHUMAHME: /13meHeHVa unv SONOAHEHNA K JaHHOMY MYHKTY, He
COrNacoBaHHble HeNMoCcpPeACTBEHHO CO CTOPOHOM, OTBETCTBEHHOM 3a
COOTBETCTBYE NPaBUIaM, MOTYT CieNaTb HefeCTBUTENbHbIM MPaBO
Monb30BaTeNA Ha No/b30BaHUe AaHHbIM 060pyAOBaHMEM.

PasmeuwieHne

yCTp0I7ICTBO 1 €ro aHTeHHa He AO/IKHbI pacnonaratbCAa pAAOM C
APYrYMn aHTEHHAMIM N NepefaTynkamu.

BAMHOE 3AMEYAHMUE:

Tpe60BaHNA K BO3AEICTBIIO PAaAMOYACTOTbl TO 060pyA0BaHNE
COBMECTUMO C orpaHuyeHnamn FCC no paamownsnyyeHuio,
YCTaHOBNEHHBIMW AN HEKOHTPOIMPYEMOTO OKPYKEHU.
KoHeuHble nonb3oBaTeny JOMKHbI ClefoBaTh MHCTPYKLMAM MO
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JKCnayaTaumy Ana yMeHblUeHNA BO3AEeNCTBUA pagnoyacToThbl.
Ina ynosnetsoperus TpebosaHmam FCC noxanyiicTa
cnefyvTe MHCTPYKLUMAM, ONMCaHHBIM B STOM PYKOBOZACTBE.
3710 060pyAOBaHME BOMKHO ObITb YCTAaHOBNEHO 1 paboTaTh Ha
paccToaHMM He MeHee 15 cm oT Bawwero Tena.



Mepbl npegocTopPoKHOCTN NPYN UCMONb30BAHIN

yCTpoWcTBa

BynbTe 0CTOPOXHbI NPV UCMONb30BAHUM AAHHOIO YCTPOCTBA B
asponopTax, 60bHULAX, 3aMPaBOYHbIX CTAHLMAX U Frapaax.

Momexu ana MegULUHCKIUX YCTPOWCTB: MOAAEPKIBaliTe
MWUHMMaNbHOE paccTosaHue (He MeHee 15 cm) mexay
VIMMNAHTVPOBAHHBIMW MEANLIMHCKUMI YCTPONCTBAMMU 1
npogyktamm ASUS onf CHXKeHUA pUcka BO3HMKHOBEHMA MOMEX.

Wcnonb3ywte npoaykt ASUS B ycnoBumax xopoLiero npuema ans
YMeHbLLEHWA YPOBHA U3NYyYeHUs.

YcTaHOBUTE YCTPOWCTBO NOJabLUe OT GepeMEHHbIX KEHLLVH 1
HWXHEI YaCTL XIBOTa MOAPOCTKOB.

YcnoBusa skcnnyaTaumn:

Temnepatypa 3Kkcnayatayum ycrponctsaa: 0-40 °C. He
MCNONb3YHTE YCTPOWNCTBO B YCIOBUAX IKCTPEMASTbHO BbICOKNX
VN HN3KKX TemnepaTyp.

He pa3meLuarite ycTpoNCTBO BONN3M NCTOYHIKOB TENNa,
HanpumMep, PAAOM C MUKPOBOJTHOBOW NeYbto, AyXOBbIM LLKAaGOM
1IN pagnaTopoM.

icnonb3oBaHMe HECOBMECTUMOTO WM HECEPTUGULIMPOBAHHOTO
aflanTepa NUTaHNA MOXET NPUBECTU K BO3rOPaHUI0, B3pbiBy 1
MPOYMM OMACHBIM NOCNEACTBUAM.

Mpw NOAKMIOUEHNM K CETU SNEKTPONUTAHUA YCTPOWCTBO CrieayeT
pacronaratb 61113K0 K pO3eTKe, K Hell [JOMKEH OCYLLeCTBAATLCS
6ecnpenATCTBEHHbIN AOCTYN.

YTUnM3auumsa yCTpoiCTBa OCYLLECTBIAETCA B COOTBETCTBIAN
C MECTHbIMYI 3aKOHaMM 1 NMONOXEHNAMM. YCTPOCTBO

MO OKOHYaHWI CPOKa CYXObl LOMKHbI ObITb NepeAaHsb

B CEPTUPULIMPOBAHHDIN NYHKT C60pa AN BTOPUYHO
nepepadoTKM UM NPaBUIBLHON YTUNM3ALMN.

[laHHOe yCTpOonCTBO He nNpefHa3HavyeHo ana getei. letn moryTt
MoMb30BaTbCA YCTPOVICTBOM TOMbKO B MPUCYTCTBUM B3POCIbIX.

He Bbl6paCbIBaV|Te YCTpOMCTBO N €ro kKoMnnekTyrwuimne smecte C
006bIYHbIMM ObITOBBIMM OoTXO0amw.
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MpoussoauTenb

ASUSTeK Computer Inc.
TenedoH +886-2-2894-3447
Appec: 1F, No. 15, Lide Rd., Beitou Dist., Taipei City 112, Taiwan

OduumanbHbIi
npepcrasuTenb
B EBpone

ASUS Computer GmbH
Appec: HARKORT STR. 21-23, 40880 RATINGEN, GERMANY

OduumanbHbIi
npeacrasnTenb
B Typuun

BOGAZICI BILGISAYAR TICARET VE SANAYI A.S.
Ten./@akc: +902123311000/+90 2123322890
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ENDEKS BiLiSiM SAN VE DIS TiC LTD STi
Ten./®akc: +90 2165233570 /490216 523 35 71

Appec: NECIP FAZIL BULVARI, KEYAP CARSI SITESI, G1 BLOK,
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Ten./®akc: +90 216 528 0000
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GNU General Public License

Licensing information

This product includes copyrighted third-party software licensed
under the terms of the GNU General Public License. Please see The
GNU General Public License for the exact terms and conditions of
this license. All future firmware updates will also be accompanied
with their respective source code. MogpobHyto nHPopmaLmto
cMoTpuTe Ha Hawem caiTe. Note that we do not offer direct support
for the distribution.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

Preambule

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

This General Public License applies to most of the Free Software
Foundation’s software and to any other program whose authors
commit to using it. (Some other Free Software Foundation software
is covered by the GNU Library General Public License instead.) You
can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and
charge for this service if you wish), that you receive source code or
can get it if you want it, that you can change the software or use
pieces of it in new free programs; and that you know you can do
these things.



To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the
rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know
their rights.

We protect your rights with two steps: (1) copyright the software,
and (2) offer you this license which gives you legal permission to
copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the
original, so that any problems introduced by others will not reflect
on the original authors' reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making
the program proprietary. To prevent this, we have made it clear that
any patent must be licensed for everyone’s free use or not licensed
atall.

The precise terms and conditions for copying, distribution and
modification follow.

Terms & conditions for copying, distribution, & modification

0. This License applies to any program or other work which
contains a notice placed by the copyright holder saying it may
be distributed under the terms of this General Public License.
The “Program’, below, refers to any such program or work, and
a“work based on the Program” means either the Program or
any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or
with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the
term “modification”) Each licensee is addressed as “you’”.
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Activities other than copying, distribution and modification are
not covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based
on the Program (independent of having been made by running
the Program). Whether that is true depends on what the Program
does.

. You may copy and distribute verbatim copies of the Program’s

source code as you receive it, in any medium, provided that

you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence
of any warranty; and give any other recipients of the Program a
copy of this License along with the Program.

You may charge a fee for the physical act of transferring a
copy, and you may at your option offer warranty protection in
exchange for a fee.

. You may modify your copy or copies of the Program or any

portion of it, thus forming a work based on the Program, and
copy and distribute such modifications or work under the terms
of Section 1 above, provided that you also meet all of these
conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that
in whole or in part contains or is derived from the Program or
any part thereof, to be licensed as a whole at no charge to all
third parties under the terms of this License.

¢) If the modified program normally reads commands
interactively when run, you must cause it, when started running
for such interactive use in the most ordinary way, to print or
display an announcement including an appropriate copyright
notice and a notice that there is no warranty (or else, saying that
you provide a warranty) and that users may redistribute

the program under these conditions, and telling the user how
to view a copy of this License. (Exception: if the Program itself is
interactive but does not normally print such an announcement,
your work based on the Program is not required to print an



announcement.)

These requirements apply to the modified work as a whole.

If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and
separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections

as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is
to exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on
the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium does
not bring the other work under the scope of this License.

. You may copy and distribute the Program (or a work based on

it, under Section 2) in object code or executable form under the
terms of Sections 1 and 2 above provided that you also do one of
the following:

a) Accompany it with the complete corresponding machine-
readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used
for software interchange; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to
be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange; or,

Accompany it with the information you received as to the offer
to distribute corresponding source code. (This alternative is
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with
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such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the
work for making modifications to it. For an executable work,
complete source code means all the source code for all modules
it contains, plus any associated interface definition files, plus
the scripts used to control compilation and installation of

the executable. However, as a special exception, the source
code distributed need not include anything that is normally
distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating
system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

. You may not copy, modify, sublicense, or distribute the Program

except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program
is void, and will automatically terminate your rights under

this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

. You are not required to accept this License, since you have not

signed it. However, nothing else grants you permission to modify
or distribute the Program or its derivative works. These actions
are prohibited by law if you do not accept this License.

Therefore, by modifying or distributing the Program (or any work
based on the Program), you indicate your acceptance of this
License to do so, and all its terms and conditions for copying,
distributing or modifying the Program or works based on it.

. Each time you redistribute the Program (or any work based on

the Program), the recipient automatically receives a license from
the original licensor to copy, distribute or modify the Program
subject to these terms and conditions. You may not impose

any further restrictions on the recipients’ exercise of the rights



granted herein. You are not responsible for enforcing compliance
by third parties to this License.

. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent
issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this
License, they do not excuse you from the conditions of this
License. If you cannot distribute so as to satisfy simultaneously
your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the
Program at all. For example, if a patent license would not permit
royalty-free redistribution of the Program by all those who
receive copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to refrain
entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable
under any particular circumstance, the balance of the section
is intended to apply and the section as a whole is intended to
apply in other circumstances.

Itis not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of
any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is
implemented by public license practices. Many people have
made generous contributions to the wide range of software
distributed through that system in reliance on consistent
application of that system; it is up to the author/donor to decide
if he or she is willing to distribute software through any other
system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is
believed to be a consequence of the rest of this License.

. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces,
the original copyright holder who places the Program under this
License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted

only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of
this License.

9. The Free Software Foundation may publish revised and/or new
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versions of the General Public License from time to time. Such
new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the
Program specifies a version number of this License which applies
to it and “any later version’, you have the option of following the
terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does
not specify a version number of this License, you may choose
any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free

programs whose distribution conditions are different, write to
the author to ask for permission.

For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided
by the two goals of preserving the free status of all derivatives
of our free software and of promoting the sharing and reuse of
software generally.



NO WARRANTY

11 BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS
NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED
BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN
WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM“AS IS"WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK
ASTOTHE QUALITY AND PERFORMANCE OF THE PROGRAM
IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

12 IN'NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL
OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU ORTHIRD PARTIES OR A FAILURE
OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMY),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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3aasnenue CE

ANAEEEEE A
EU Declaration of Conformity .. ;oo em =

We, the undersigned,

Manufacturer: ASUSTeK COMPUTER INC.

Address: 1F., No. 15, Lide Rd., Beitou Dist., Taipei City 112, Taiwan
Authorized representative in Europe: ASUS COMPUTER GmbH

Address, City: HARKORT STR. 21-23, 40880 RATINGEN

Country: GERMANY
declare the following apparatus:

Product name: AX1800 Dual Band WiFi router

Model name: XD4N,RP-AX1800,XD4RV2

Additional information: ANNEX |
The object of the declaration described above is in conformity with the relevant Union harmonisation legislation:
Radio i 1t Directive — 2014/53/EU
Article 3.1(a)
EN 50385:2017 , EN 50665:2017 , EN 62311:2008 , EN 62368-1:2014

Article 3.1(b)
EN 301 489-1 V2.1.1, EN 301 489-17 V3.1.1, EN 55024:2010/A1:2015 , EN 55032:2015/AC:2016 ,

EN 61000-3-2:2014 , EN 61000-3-3:2013
Article 3.2
EN 300 328 V2.1.1, EN 301 893 V2.1.1

Radio Equipment Class
Class 2
RoHS Directive — 2011/65/EU
2015/863/EU , EN 50581:2012

Signature:
= TN
“~
S.y. Shian, CEO
Place of issue: Taipei, Taiwan
Date of issue: 10/07/2020
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EU Overensstemmelseserklaering .. smoo e P

Vi, undertegnede,

Fabrikant: ASUSTeK COMPUTER INC.
Adresse: 1F., No. 15, Lide Rd., Beitou Dist., Taipei City 112, Taiwan
Autoriseret reprasentant i Europa: ASUS COMPUTER GmbH
Adresse, By: HARKORT STR. 21-23, 40880 RATINGEN
Land: GERMANY
erklarer, at folgende apparat:
Produktnavn: AX1800 Dual Band WiFi router
Modelnavn: XD4R, XD4

Supplerende oplysninger: ANNEX |
Ovenstaende produkt er i overer
Radioudstyr Direktiv — 2014/53/EU
Artikel 3.1a
EN 50385:2017 , EN 50665:2017 , EN 62311:2008 , EN 62368-1:2014
Artikel 3.1b
EN 301 489-1V2.1.1, EN 301 489-17 V3.1.1 , EN 55024:2010/A1:2015 , EN 55032:2015/AC:2016 ,
EN 61000-3-2:2014 , EN 61000-3-3:2013
Artikel 3.2
EN 300 328 V2.1.1, EN 301 893 V2.1.1

med den rel har iseringslovgivning for EU:

Radioudstyr klasse
Klasse 2

Miljovenligt design Direktiv — 2009/125/EC
(EU) 2019/1782 , 1275/2008/EC , EU 801/2013

RoHS Direktiv — 2011/65/EU
2015/863/EU , EN 50581:2012

Underskrift:
= 2
y TN
N
S.y. Shian, Administrerende direkter/CEO
Udstedelsessted: Taipei, Taiwan
Udstedelsesdato: 03/09/2020
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KoHTakTHasa nHpopmauua ASUS

ASUSTeK COMPUTER INC. (A3na-OkeaHus)

Apnpec

TenedoH
Makc
Cant

TexHunueckaa nogaepxka
TenedoH
OnnanH nopgepxka

1F, No. 15, Lide Rd., Beitou Dist., Taipei City 112,
TAIWAN

+886-2-2894-3447

+886-2-2890-7798

https://www.asus.com

+86-21-38429911
https://gr.asus.com/techserv

ASUS COMPUTER INTERNATIONAL (Amepuka)

Anpec
TenedoH
Dakc
Cant

TexHnueckas nogpepxka
Makc

TenedoH

OHnainH nopaepxka

48720 Kato Rd., Fremont, CA 94538, USA
+1-510-739-3777

+1-510-608-4555
https://www.asus.com/us/

+1-812-284-0883
+1-812-282-2787
https://gr.asus.com/techserv

ASUS COMPUTER GmbH (Ffepmanusa n ABctpus)

Appec:
Cant
OHnanH KOHTaKT

TexHunueckaa nogaepxka
TenedoH (DE)

TenedoH (AT)

OnnanH nopgepxka

Harkortstrasse 21-23, 40880 Ratingen, Germany
https://www.asus.com/de
https://www.asus.com/support/Product/
ContactUs/Services/questionform/?lang=de-de

49-2102-5789557
43-1360-2775461
https://www.asus.com/de/support
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