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General Information

Summary

This manual introduces you with commands which are used to perform the following functions:

° system backup;

* system restore from a backup;
° configuration export;

° configuration import;

° system configuration reset.
Description
The configuration backup can be used for backing up MikroTik RouterOS configuration to a binary file, which

can be stored on the router or downloaded from it using FTP for future use. The configuration restore can be
used for restoring the router's configuration, exactly as it was at the backup creation moment, from a
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backup file. The restoration procedure assumes the cofiguration is restored on the same router, where the
backup file was originally created, so it will create partially broken configuration if the hardware has been
changed.

The configuration export can be used for dumping out complete or partial MikroTik RouterOS configuration
to the console screen or to a text (script) file, which can be downloaded from the router using FTP protocol.
The configuration dumped is actually a batch of commands that add (without removing the existing
configuration) the selected configuration to a router. The configuration import facility executes a batch of
console commands from a script file.

System reset command is used to erase all configuration on the router. Before doing that, it might be useful
to backup the router's configuration.

System Backup
Home menu level: /system backup

Description

The save command is used to store the entire router configuration in a backup file. The file is shown in the
/file submenu. It can be downloaded via ftp to keep it as a backup for your configuration.

To restore the system configuration, for example, after a /system reset-configuration, it is possible to
upload that file via ftp and load that backup file using load command in /system backup submenu.

Command Description

load name=[filename] - Load configuration backup from afile
save name=[filename] - Save configuration backup to afile

Example

To save the router configuration to file test:

[adm n@M kroTi k] system backup> save nane=t est
Confi gurati on backup saved
[adm n@M kroTi k] system backup>

To see the files stored on the router:

[adm n@M kroTik] > file print

# NAME TYPE SI ZE CREATI ON- TI ME

0 test.backup backup 12567 sep/ 08/ 2004 21: 07: 50
[adm n@M kroTi k] >

Example

To load the saved backup file test:

[adm n@M kroTi k] > system backup | oad name=t est
Restore and reboot? [y/N]:

y
Rest ori ng system configuration
System configuration restored, rebooting now
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Exporting Configuration
Command name: /export

Description

The export command prints a script that can be used to restore configuration. The command can be
invoked at any menu level, and it acts for that menu level and all menu levels below it. The output can be
saved into a file, available for download using FTP.

Command Description

file=[filename] - saves the export to afile

Example
[adm n@M kroTi k] > ip address print
Fl ags: X - disabled, | - invalid, D- dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 1. 0. 172/ 24 10.1.0.0 10. 1. 0. 255 bri dgel
1 10.5.1.1/24 10.5.1.0 10. 5. 1. 255 et herl

[adm n@M kroTi k] >

To make an export file:

[adm n@M kroTi k] ip address> export fil e=address
[adm n@M kroTi k] ip address>

To see the files stored on the router:

[adm n@ kroTi k] > file print

# NAME TYPE Sl ZE CREATI ON- TI ME
0 address.rsc script 315 dec/ 23/ 2003 13: 21: 48
[adm n@M kroTi k] >

Importing Configuration
Command name: /import

Description

The root level command /import [file_name] executes a script, stored in the specified file adds the
configuration from the specified file to the existing setup. This file may contain any console comands,
including scripts. is used to restore configuration or part of it after a /system reset event or anything that
causes configuration data loss.

Note that it is impossible to import the whole router configuration using this feature. It can only be used to
import a part of configuration (for example, firewall rules) in order to spare you some typing.

Command Description

file=[filename] - loads the exported configuration from afile to router
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Example

To load the saved export file use the following command:

[adm n@M kroTi k] > inport address.rsc
Opening script file address.rsc

Script file | oaded and executed successful ly
[adm n@M kroTi k] >

Configuration Reset
Command name: /system reset-configuration

Description

The command dears all configuration of the router and sets it to the default induding the login name and
password (‘admin' and no password), IP addresses and other configuration is erased, interfaces will become
disabled. After the reset command router will reboot.

Command Description
reset - erases router's configuration

Notes

If the router has been installed using netinstall and had a script specified as the initial configuration, the
reset command executes this script after purging the configuration. To stop it doing so, you will have to
reinstall the router.

Example

[adm n@M kroTi k] > system reset-configuration
Danger ous! Reset anyway? [y/N: n

action cancelled

[adm n@M kroTi k] >
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FTP (File Transfer Protocol) Server
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General Information

Summary

MikroTik RouterOS implements File Transfer Protocol (FTP) server feature. It is intended to be used for
software packages uploading, configuration script exporting and importing procedures, as well as for storing
HotSpot servlet pages.

Specifications

Packages required: system

License required: levell

Home menu level: ffile

Standards and Technologies: ETP (RFC 959)
Hardware usage: Not significant

File Transfer Protocol Server
Home menu level: /file

Description

MikroTik RouterOS has an industry standard FTP server facility. It uses ports 20 and 21 for communication
with other hosts on the network.

Uploaded files as well as exported configuration or backup files can be accessed under /file menu. There you
can delete unnecessary files from the router.

Authorization for FTP service uses router's system user account names and passwords. The ftp local user
policy controls the access rights to the FTP server.

Property Description
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contents (text) - file contents (for text files only; size limit - 4kB)
creation-time (read-only: time) - item creation date and time
name (read-only: name) - item name

package-ar chitecture (read-only: text) - RouterOS software package target machine architecture
(for package files only)

package-build-time (read-only: date) - RouterOS software package build time (for package files
only)
package-name (read-only: text) - RouterOS software package name (for package files only)

package-version (read-only: text) - RouterOS software package version number (for package files
only)
size (read-only: integer) - package sizein bytes

type (read-only: text) - item type. Few file types are recognized by extension: backup, directory,
package, script, ssh key, but other files are just marked by their extension (.html file, for example)

Command Description

print - shows alist of files stored - shows contents of files less that 4kB long - offers to edit file's
contents with editor - sets the file's contents to ‘content’
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MAC Level Access (Telnet and Winbox)
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General Information

Summary

MAC telnet is used to provide access to a router that has no IP address set. It works just like IP telnet. MAC
telnet is possible between two MikroTik RouterOS routers only.

Specifications

Packages required: system

License required: level1

Home menu level: /tool, /tool mac-server

Standards and Technologies: MAC Telnet
Hardware usage: Not significant

MAC Telnet Server
Home menu level: /tool mac-server

Property Description
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interface (name | all; default: all) - interface name to which the mac-server clients will connect
« all - al interfaces

Notes

There is an interface list in this submenu level. If you add some interfaces to this list, you allow MAC telnet
to that interface. Disabled (disabled=yes) item means that interface is not allowed to accept MAC telnet
sessions on that interface. all interfaces iss the default setting to allow MAC teltet on any interface.

Example

To enable MAC telnet server on etherl interface only:

[adm n@M kroTi k] tool mac-server> print
Fl ags: X - disabl ed
# | NTERFACE
0 al |
[adm n@M kroTi k] tool mac-server> renove 0
[ admi n@M kroTi k] tool nmac-server> add interface=etherl di sabl ed=no
[adm n@M kroTi k] tool mac-server> print
Fl ags: X - disabl ed
# | NTERFACE
0 et herl
[adm n@M kroTi k] tool nac-server>

MAC WinBox Server
Home menu level: /tool mac-server mac-winbox
Property Description

interface (name | all; default: all) - interface name to which it is alowed to connect with Winbox
using MAC-based protocol
* all - al interfaces

Notes

There is an interface list in this submenu level. If you add some interfaces to this list, you allow MAC Winbox
to that interface. Disabled (disabled=yes) item means that interface is not allowed to accept MAC Winbox
sessions on that interface.

Example

To enable MAC Winbox server on etherl interface only:

[adm n@M kroTi k] tool mac-server nmac-w nbox> print
Fl ags: X - disabl ed

# | NTERFACE

0 all
[adm n@M kroTi k] tool mac-server mac-w nbox> renobve 0
[adm n@M kroTi k] tool mac-server mac-w nbox> add interface=etherl disabl ed=no
[adm n@M kroTi k] tool mac-server mac-w nbox> print
Fl ags: X - disabl ed

# | NTERFACE

0 et herl

Page 8 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



[adm n@M kroTi k] tool mac-server mac-w nbox>

Monitoring Active Session List
Home menu level: /tool mac-server sessions
Property Description

interface (read-only: name) - interface to which the client is connected to
src-address (read-only: MAC address) - client's MAC address
uptime (read-only: time) - how long the client is connected to the server

Example

To see active MAC Telnet sessions:

[adm n@M kroTi k] tool mac-server sessions> print
# | NTERFACE SRC- ADDRESS UPTI ME
0 w anl 00: 0B: 6B: 31: 08: 22 00: 03: 01

[adm n@M kroTi k] tool mac-server sessions>

MAC Scan

Command name: /tool mac-scan

Description
This command discovers all devices, which support MAC telnet protocol on the given network.

Property Description

(name) - interface name to perform the scan on

MAC Telnet Client

Command name: /tool mac-telnet

Property Description

(MAC address) - MAC address of a compatible device
Example

[adm n@M kroTi k] > /tool mac-tel net 00: 02: 6F: 06: 59: 42
Logi n: admin

Passwor d:

Trying 00: 02: 6F: 06: 59: 42. . .

Connected to 00: 02: 6F: 06: 59: 42

MVWM MW KKK TTTTTTTTTTT KKK
MW MW KKK TTTTTTTTTTT KKK

MW MW MW |11 KKK KKK RRRRRR (000000 TTT 11 KKK KKK
MWM MM MW 11l KKKKK RRR RRR OO0 00O TTT 11 KKKKK

Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
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MW MW 111 KKK KKK  RRRRRR 000 000 TTT 111 KKK KKK

MW MW 111 KKK KKK RRR RRR (000000 TTT 111 KKK KKK

M kr oTi k Router0S 3. ObetalO (c) 1999- 2007 http://ww. nm krotik.com
Term nal |inux detected, using multiline input node

[adm n@M kroTi k] >
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Serial Console and Terminal
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General Information

Summary

The Serial (onsole and Terminal are tools, used to communicate with devices and other systems that are
interconnected via serial port. The serial terminal may be used to monitor and configure many devices -
including modems, network devices (induding MikroTik routers), and any device that can be connected to a
serial (asynchronous) port.

Specifications

Packages required: system

Licenserequired: levell

Home menu level: Command name: /system console, /system serial-terminal
Standards and Technologies: RS-232

Hardware usage: Not significant

Description

The Serial Console feature is for configuring direct-access configuration facilities (monitor/keyboard and
serial port) that are mostly used for initial or recovery configuration.
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If you do not plan to use a serial port for accessing another device or for data connection through a modem,
you can configure it as a serial console. The first serial port is configured as a serial console, but you can
choose to unconfigure it to free it for other applications. A free serial port can also be used to access other
routers' (or other equipment, like switches) serial consoles from a MikroTik RouterOS router. A special
null-modem cable is needed to connect two hosts (like, two PCs, or two routers; not modems). Note that a
terminal emulation program (e.g., HyperTerminal on Windows or minicom on linux) is required to access
the serial console from another computer.

Several customers have described situations where the Serial Terminal (managing side) feature would be
useful:

o on a mountaintop, where a MikroTik wireless installation sits next to equipment (induding switches and
Cisco routers) that can not be managed in-band (by telnet through an IP network)

° monitoring weather-reporting equipment through a serial port

* connection to a high-speed microwave modem that needed to be monitored and managed by a serial
connection

With the serial-terminal feature of the MikroTik, up to 132 (and, maybe, even more) devices can be
monitored and controlled.

Serial Console Configuration

Description

A special null-modem cable should be used for connecting to the serial console from another computer. The
Serial Gonsole cabling diagram for DB9 connectors is as follows:

Router Side (DB9f) Signal Direction Side (DB9f)
1,6 CD, DSR IN 4
2 RxD IN 3
3 TxD ouT 2
4 DTR ouT 1,6
5 GND -
7 RTS ouT
8 CTS IN

Note that the above diagram will not work if the software is configured to do hardware flow control, but the
hardware does not support it (e.g., some RouterBOARD models have reduced seral port functionality). If this
is the case, either turn off the hardware flow control or use a null-modem cable with loopback, which will
simulate the other device's handshake signals with it's own. The diagram for such cable is as follows:

Router Side (DB9f) Signal Direction Side (DB9f)
1,4,6 CD,DTR, DSR LOOP 1,4,6
2 RxD IN 3
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3 TxD ouT
GND -
7,8 RTS,CTS LOOP 7,8

Note that although it is recommended to have 5-wire cable for this connection, in many cases it is enough to
have 3 wires (for unlooped signals only), leaving both loops to exist only inside the connectors. Other
connection schemes exist as well.

Configuring Console
Home menu level: /system console
Property Description

enabled (yes| no; default: no) - whether serial console is enabled or not
free (read-only: flag) - consoleisready for use

port (name; default: serialO) - which port should the serial terminal listen to
term (text) - terminal type

used (read-only: flag) - consoleisin use

vcno (read-only: integer) - number of virtual console - [Alt]+[F1] represents '1', [Alt]+[F2] - '2,
etc.

wedged (read-only: flag) - console is currently not available

Example

To disable all virtual consoles (available through the direct connection with keyboard and monitor) extept for
the first one:

n@/l kroTi k] system consol e> print
X - disabled, W- wedged, U - used, F - free

PORT VCNO TERM

serial 0 My Consol e
nux
nux
nux
nux
nux
nux
nux
nux
n@ kr oTi k] system consol e> disable 2,3,4,5,6,7,8
n@M kroTi k] system consol e> pri nt
s: X - disabled, W- wedged, U - used, F - free
PORT VCNO TERM
serial 0 M/Consol e
nux
nux
nux
nux
nux
nux
nux
nux
n@ kroTi k] system consol e>

[
Fl a

‘oO~NOUTRhWNE

admi
ags
#

0 F
1U
2 F li
3 F li
4 F i
5F i
6 F i
7 F i
8 F l'i
admi n

admi n

g

[ ad
[ ad
Fla

‘OoO~NOUIThWNE

#
0
1
2 i
3 i
4 i
5 i
6 i
7 i
8 li
a

E
U
X
X
X
X
X
X
X
m

[ad

To check if the configuration of the serial port:
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[adm n@M kroTi k] system seri al -consol e> /port print detail
0 nane=serial 0 used-by=Seri al Consol e baud-rate=9600 data-bits=8 parity=none
stop-bits=1 fl ow control =none

1 nanme=serial 1 used-by="" baud-rate=9600 data-bits=8 parity=none stop-bits=1
f1 ow cont rol =none

[adm n@M kroTi k] system seri al - consol e>

Using Serial Terminal
Command name: /system serial-terminal

Description
The command is used to communicate with devices and other systems that are connected to the router via
serial port.

All keyboard input is forwarded to the serial port and all data from the port is output to the connected
device. After exiting with [Ctrl]+[Q], the control signals of the port are lowered. The speed and other
parameters of serial port may be configured in the /port directory of router console. No terminal translation
on printed data is performed. It is possible to get the terminal in an unusable state by outputting sequences
of inappropriate control characters or random data. Do not connect to devices at an incorrect speed and
avoid dumping binary data.

Property Description
port (name) - port nameto use

Notes

The serial port to be used as a serial terminal needs to be free (e.g., there should not be any serial consoles,
LCD or other configuration). Chack the previous chapter to see how to disable serial console on a particular
port. Use / port print command to see if some other application is still using the port.

[Ctrl]+[Q] and [Ctrl]+[X] have special meaning and are used to provide a possibility of exiting from nested
serial-terminal sessions:

To send [Ctrl]+[X] to to serial port, press [Ctrl]+[X] [Ctrl]+[X]

To send [Ctrl]+[Q] to to serial port, press [Ctrl]+[X] [Ctrl]+[Q]
Example

To connect to a device connected to the seriall port:

[adm n@M kroTi k] systenr serial-termnal seriall

[Type Crl-Qto return to consol €]
[Crl-Xis the prefix key]

Console Screen
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Home menu level: /system console screen

Description

This facility is created to change line humber per screen if you have a monitor connected to router.
Property Description

line-count (25 | 40 | 50) - number of lines on monitor

Notes
This parameter is applied only to a monitor, connected to the router.
Example

To set monitor's resolution from 80x25 to 80x40:

[ admi n@M kroTi k] system consol e screen> set |ine-count=40
[adm n@M kr oTi k] system consol e screen> print

|'i ne-count: 40
[adm n@M kroTi k] system consol e screen>
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Software Package and Version Management

Document revision 1.5 (June 29, 2007, 19:19 GMT)
This document applies to MikroTik RouterOS V3.0
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Summary

The MikroTik RouterOS is distributed in the form of software packages. The basic functionality of the router
and the operating system itself is provided by the system software package. Other packages contain
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additional software features as well as support to various network interface cards.

Specifications

License required: levell

Home menu level: /system package
Standards and Technologies. ETP
Hardware usage: Not significant

Description

Features

The modular software package system of MikroTik RouterOS has the following features:

* Ability to extend RouterOS functions by installing additional software packages

° Optimal usage of the storage space and memory resources by employing modular/compressed system
° Unused software packages can be uninstalled

° The RouterOS functions and the system itself can be easily upgraded

° Multiple packages can be installed at once

* The package dependency is checked before installing a software package. The package will not be
installed, if the required software package is missing

* The version of the feature package should be the same as that of the system package

° The packages can be uploaded on the router using ftp and installed only when the router is going for
shutdown during the reboot process

° If the software package file can be uploaded to the router, then the disk space is sufficient for the
installation of the package

* The system can be downgraded to an older version by uploading the needed packages to router via
FTP binary mode. After that, execute command /system package downgrade

Installation (Upgrade)

Description

Installation or upgrade of the MikroTik RouterOS software packages can be done by uploading the
appropriate version of the software package to the router and rebooting it. All packaged must have the same
version number as the system package, otherwise they will not be installed (and will be uninstalled if you are
just upgrading the system package).

The software package files are compressed binary files, which can be downloaded from the MikroTik's web
page download section. The full name of the software package consists of a descriptive name, version
number and extension .npk, e.g., system-2.9.11.npk. Package routeros-x86 contains all necessary
packages for RouterOS installation and upgrading for RouterBOARD 200 and PC. Package routeros-rb500
contains all necessary packages for RouterOS installation and upgrading for RouterBOARD 100/500. These
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packages are preferred installation and upgrading method.

You should check the available hard disk space prior to uploading the package files by issuing /system
resource print command. If there is not enough free disk space for storing the upgrade packages, it can be
freed up by uninstalling some software packages, which provide functionality not required for upgrade to
complete. If you have a sufficient amount of free space for storing the upgrade packages, connect to the
router using ftp. Use user name and password of a user with full access privileges.

Step-by-Step

° (onnect to the router using ftp dlient

* Select the BINARY mode file transfer

° Upload the software package files to the router

° Check the information about the uploaded software packages using the /file print command

° Reboot the router by issuing the /system reboot command or by pressing Ctrl+Alt+Del keys at the
router's local console

o After reboot, verify that the packages were installed correctly by issuing /system package print
command. If the packages have not been installed, check the logs to see what went wrong.

Notes

The packages uploaded to the router should retain the original name and also be in lowercase.

The installation/upgrade process is shown on the console screen (monitor) attached to the router and on the
serial console.

The Free Demo License does not allow software upgrades using ftp. You should do a complete reinstall, or
purchase the license.

Before upgrading the router, please check the current version of the system package and the additional
software packages. The versions of additional packages must match the version number of the system
software package. The version of the MikroTik RouterOS system software is shown before the console login
prompt and right after you log in. Information about the version numbers and build time of the installed
MikroTik RouterOS software packages can be obtained using the /system package print command.

Do not use routeros-x86 and routeros-rb500 packges to upgrade from version 2.8 or older. To upgrade
use regular packages.

Test packages, like wireless-test, rstp-bridge-test and so on, are induded in the routeros-x86 and
routeros-rb500 packages, but disabled by default.

Few special-purpose packages, like LCD, are not induded in the combined packages, and you may need to
download them separately.

Uninstallation

Command name: /system package uninstall
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Description

Usually, you do not need to uninstall software packages. However, if you have installed a wrong package, or
you need additional free space to install a new one, you may need to uninstall some unused packages.

Notes

If a package is marked for uninstallation, but it is required for another (dependent) package, then the
marked package cannot be uninstalled. You should uninstall the dependent package too. For the list of
package dependencies see the 'Software Package List' section below. The system package will not be
uninstalled even if marked for uninstallation.

Example

Suppose we need to uninstall security package from the router:

[adm n@M kr oTi k] system package> print
Fl ags: X - disabl ed

#  NAME VERSI ON SCHEDULED
0 r out er os-r b500 3. Obet al10
1 system 3. Obet 210
2 X ipvé 3. Obet a10
3 ntp 3. Obet a10
4 wirel ess 3. Obet a10
5 dhcp 3. Obet a10
6 routing 3. Obet a10
7 rout er board 3. Obet a10
8 advanced-t ool s 3. Obet a10
9 hot spot 3. Obet a10
10 ppp 3. Obet a10
11  security 3. Obet a10

[adm n@M kroTi k] system package> uninstall security
[ adm n@M kr oTi k] system package> .. reboot

Downgrading
Command name: /system package downgrade

Description

Downgrade option allows you to downgrade the software via FTP without losing your license key or
reinstalling the router. It is not recommended to use older versions, however, if the newest version
introduced some unwanted behavior, you may try to downgrade. If you send a support question, you will
probably be asked to upgrade to the latest version.

Step-by-Step

° (onnect to the router using ftp dient
* Select the BINARY mode file transfer
° Upload the software package files to the router

° Check the information about the uploaded software packages using the /file print command
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* Execute command /system package downgrade. The router will downgrade and reboot.

° After reboot, verify that the packages were installed correctly by issuing /system package print
command

Command Description

downgrade - this command asks your confirmation and reboots the router. After reboot the
software is downgraded (if all needed packages were uploaded to the router)

Example

To downgrade the RouterOS (assuming that all needed packages are already uploaded):

[adm n@M kr oTi k] system package> downgr ade
Router will be rebooted. Continue? [y/N:

y
systemw | | reboot shortly

Disabling and Enabling
Command name: /system package disable, /system package enable

Description

You can disable packages making them invisible for the system and later enable them, bringing the system
back to the previous state. It is useful if you don't want to uninstall a package, but just turn off its
functionality. This will save the RAM and processor resources for other applications, but will not free the
diskspace used by the package files.

Notes

If a package is marked for disabling, but it is required for another (dependent) package, then the marked
package cannot be disabled. You should disable or uninstall the dependent package too. For the list of
package dependencies see the 'Software Package List' section below.

If any of the test packages will be enabled (for example wireless-test and routing-test packages, that are
included in routeros-x86.npk and routeros-rb500.npk) system automaticly will disable regular packages that
conflict with them.

Example

Suppose we need to test ipv6 package features:

[adm n@M kr oTi k] system package> print
Fl ags: X - disabl ed

# NAME VERSI ON SCHEDULED
0 rout er os-r b500 3. Obet al10
1 system 3. Obet al10
2 X ipv6 3. Obet a10
3 ntp 3. Obet a10
4 wirel ess 3. Obet a10
5 dhcp 3. Obet a10
6 routing 3. Obet 210
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7 rout er boar d 3. Obet al10
8 advanced-t ool s 3. Obet al10
9 hot spot 3. Obet al10
10 ppp 3. Obet a10
11 security 3. Obet a10

[adm n@M kroTi k] system package> enabl e i pv6
[adm n@M kr oTi k] system package> .. reboot

Unscheduling
Command name: /system package unschedule

Description
Unschedule option allows to cancel pending uninstall, disable or enable actions for listed packages.
Notes

packages marked for uninstallation, disabling or enabling on reboot in column "schedule" will have a note,
warning about changes.

Example

Suppose we need to cancel security package uninstallation action scheduled on reboot:

[adm n@M kroTi k] system package> pri nt
Fl ags: X - disabl ed
NAME

# VERSI ON SCHEDULED
0 r out er os-r b500 3. Obet al0
1 system 3. Obet al0
2 X ipvé 3. Obet a10
3 ntp 3. Obet al10
4 wirel ess 3. Obet al0
5 dhcp 3. Obet al0
6 routing 3. Obet al0
7 rout er board 3. Obet al0
8 advanced-t ool s 3. Obet al0
9 hot spot 3. Obet al0
10 ppp 3. Obet a10
11 security 3. Obet al0 schedul ed for uninstall

[adm n@M kroTi k] system package> unschedul e security
[ adm n@M kr oTi k] system package>

System Upgrade
Home menu level: /system upgrade

Description

This submenu gives you the ability to download RouterOS software packages from a remote RouterOS
router.

Step-by-Step

° Upload desired RouterOS packages to a router (not the one that you will upgrade).

° Add this router's IP address, wuser name and password to [system upgrade
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upgrade-package-source on the router(s) you will be upgrading. This step will only be needed once,
and you may continue using the same package source in future to upgrade the router(s) again. See the
next section for details.

° Refresh available software package list /system upgrade refresh
° See available packages, using /system upgrade print command

* Download selected or all packages from the remote router, using the download or download-all
command

Property Description

name (read-only: name) - package name

sour ce (read-only: IP address) - source IP address of the router from which the package list entry is
retrieved

status (read-only: available | scheduled | downloading | downloaded | installed) - package status
version (read-only: text) - version of the package

Command Description

download - download packages from list by specifying their numbers

download-all - download all packages that are needed for the upgrade (packages which are listed in
the /system package print command output)

refresh - updates currently available package list

Example

See the available packages:

[adm n@M kroTi k] system upgrade> refresh

[ adm n@M kroTi k] system upgrade> print
# SOURCE NAME VERSI ON STATUS COVPLETED
0 192.168. 25.8 r out er os- x86 2.9.44 avai |l abl e
1 192.168.25.8 r out er os-r b500 3. Obet al10 avai |l abl e

[adm n@M kroTi k] system upgrade>

To upgrade chosen packages:

[adm n@M kr oTi k] system upgrade> downl oad 1
[ adm n@M kr oTi k] system upgrade> print
# SOURCE NAME VERSI ON STATUS COVPLETED
0 192.168. 25.8 rout er os- x86 2.9.44 avail abl e
1 192.168.25.8 r out er os-r b500 3. Obet a10 downl oadi ng 16 %
[adm n@M kr oTi k] system upgrade>

Adding Package Source
Home menu level: /system upgrade upgrade-package-source

Description

In this submenu you can add remote routers from which to download RouterOS software packages.
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Property Description

address (IP address) - source |P address of the router from which the package list entry will be
retrieved

password (text) - password of the remote router
user (text) - username of the remote router

Notes

After specifying a remote router in /system upgrade upgrade-package-source, you can type /system
upgrade refresh to refresh the package list and /system upgrade print to see all available packages.

Example
To add a router with IP address 192.168.25.8, username admin and no password:

[adm n@M kroTi k] system upgrade upgrade- package-source> add \
\... address=192. 168. 25. 8 user=adm n

passwor d:
[adm n@M kroTi k] system upgrade upgrade- package- source> print
# ADDRESS USER

0 192.168. 25.8 admin
[adm n@M kroTi k] system upgrade upgrade- package- sour ce>

Software Package List

Description

System Software Package

The system software package provides the basic functionality of the MikroTik RouterOS, namely:

° IP address management, ARP, static IP routing, policy routing, firewall (packet filtering, content
filtering, masquerading, and static NAT), traffic shaping (queues), IP traffic accounting, MikroTik
Neighbour Discovery, IP Packet Packing, DNS dlient settings, IP service (servers)

* Ethernet interface support

° IP over IP tunnel interface support

° Ethernet over IP tunnel interface support

° driver management for Ethernet ISA cards

° serial port management

* local user management

° export and import of router configuration scripts
* backup and restore of the router's configuration

° undo and redo of configuration changes
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* network diagnostics tools (ping, traceroute, bandwidth tester, traffic monitor)
° bridge support

*  system resource management

*  package management

* telnet dient and server

* local and remote logging facility

° winbox server as well as winbox executable with some plugins

After installing the MikroTik RouterOS, a free license should be obtained from MikroTik to enable the basic
system functionality.

Additional Software Feature Packages

The table below shows additional software feature packages, extended functionality provided by them, the
required prerequisites and additional licenses, if any.

Name Contents Prerequisites

email client, pingers,

advanced-tools netwatch and other utilities

none

Call Content Connection
calea (CCC) dataretention server none
for CALEA compliance

support for legacy DSSS

arlan 2.4GHz 2mbps Aironet | SA none
cards

DHCP server and client
dhcp support none
dude Dude server none
gps support for GPS devices none
hotspot HotSpot gateway none
ipv6 I Pv6 protocol none
isdn support for 1SDN devices ppp

support for informational
lcd L CD display nhone
ntp Network Time Protocol none

support for PPP, PPTP,
PPP L2TP, PPPoE and | SDN PPP none

: support for 5.8GHz

radiolan RadioL AN cards none
routerboard support for none
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Router Boar d-specific
functions and utilities

support for RIP, OSPF and

routing BGP4 none
. support for IPSEC, SSH and
security secure WinBox connections nhone
support for Frame Relay and
Moxa C101, M oxa C502,
synchronous Farsync, Cyclades PC300, none
LMC SBE and XPeed
synchronous car ds
for ces PCI-to-CardBus
thinrouter-pcipc BridgetouseIRQ 11 asin none
ThinRouters
ups support for APC Smart UPS none
embedded RADIUS server
USer-manager with web interface nhone
support for Cisco Aironet,
wireless Prismll and Atheroswireless none

cards
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SSH (Secure Shell) Server and Client

Document revision 2.1 (July 5, 2007, 12:16 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

SSH Client authenticates server and encrypts traffic between the client and server. You can use SSH just the
same way as telnet - you run the dient, tell it where you want to connect to, give your username and
password, and everything is the same after that. After that you won't be able to tell that you're using SSH.
The SSH feature can be used with various SSH Telnet dients to securely connect to and administrate the
router. Apart form regular password-based authentication, preshared key file may be used to authenticate a
user.

The MikroTik RouterOS supports:

° SSH 1.3, 1.5, and 2.0 protocol standards

* server functions for secure administration of the router

° telnet session termination with 40 bit RSA SSH encryption is supported
* secure ftp is supported

° preshared DAS key authentication

The MikroTik RouterOS has been tested with the following SSH telnet terminals:

* MikroTik RouterOS embedded SSH dient
. PuTTY
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° Secure CRT
* OpenSSH GNU/Linux client

Specifications

Packages required: security
License required: levell

Home menu level: /system ssh
Standards and Technologies: SSH
Hardware usage: Not significant

Additional Documents

. http://www.freessh.org/

SSH Server

Home menu level: /ip service

Description

SSH Server is already up and running after MikroTik router installation. The default port of the service is 22.
You can set a different port number or disable the service if you do not need it. See the System Services

manual for the detailed instructions.

SSH Client

Command name: /system ssh

Property Description

port (integer; default: 22) - which TCP port to use for SSH connection to a remote host
user (text; default: admin) - username for the SSH login

Example

[adm n@M kroTi k] > /system ssh
adm n@92. 168. 0. 1' s passwor d:

MvM MW KKK
MVIVM MVIVM KKK

MW MVUWM MW 111 KKK KKK
MWM MM MW T KKKKK
MvM MW 11l KKK KKK
MvWM MW 111 KKK KKK

M kroTi k Router OGS 3. Obetal0 (c) 1999-2007

Term nal xterm det ect ed,
[adm n@M kroTi k] >

usi ng

SSH Preshated Key

192. 168. 0.1 user=adm n

TTTTTTTTTTT

TTTTTTTTTTT
RRRRRR 000000 TTT 111
RRR RRR OO0 OO0 TTT 11
RRRRRR 000 00O TTT 11l
RRR RRR 000000 TTT Il

multiline input node

KKK
KKK
KKK KKK
KKKKK
KKK KKK
KKK KKK

http://ww. m krotik. conl
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Home menu level: /user ssh-keys

Description

You can use DSA keys (only DSA keys are supported) instead of password to log into the router. This
method may be preferred for automated systems that congifure router(s) with SSH protocol using RouterOS
console language. It is also useful if you just don't like remembering dozens of passwords and entering them
to the login prompt all the time.

Property Description

key-owner (read-only: text) - remote user, as specifie in key file
user (name) - local user to associate the key with

Command Description

import - import a DSA key file (name) - filename to import the SSH key from (name) - local user
to associate the key with

Notes
Only openssh DSA keys are supported. If you use puttygen, convert generated keys to right type.
Example

Generating the DSA key on a UNIX machine:

sh$ ssh-keygen -t dsa -f ./id_dsa

Generating public/private dsa key pair.

Ent er passphrase (enpty for no passphrase):

Ent er sanme passphrase agai n:

Your identification has been saved in ./id_dsa.

Your public key has been saved in ./id_dsa. pub.

The key fingerprint is:

91: d7: 08: be: b6: al: 67: 5e: 81: 02: cb: 4d: 47: d6: a0: 3b adm n- ssh@eka

Now, after you upload the key file onto the router, you can import it:

[adm n@M kroTi k] user ssh-keys> inport file=id_dsa.pub user=adni n-ssh
[adm n@M kroTi k] user ssh-keys> print

# USER KEY- O\NER

0 adm n-ssh adm n- ssh@eka
[adm n@M kr oTi k] user ssh-keys>
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Telnet Server and Client

Document revision 2.4 (July 5, 2007, 13:33 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

MikroTik RouterOS has a build-in Telnet server and dlient features. These two are used to communicate with
other systems over a network.

Specifications

Packages required: system

License required: levell

Home menu level: /system, /ip service
Standards and Technologies: Telnet (RFEC 854)
Hardware usage: Not significant

Telnet Server
Home menu level: /ip service

Description
Telnet protocol is intended to provide a fairly general, bi-directional, eight-bit byte oriented communications
facility. The main goal is to allow a standard method of interfacing terminal devices to each other.

MikroTik RouterOS implements industry standard Telnet server. It uses port 23, which must not be disabled
on the router in order to use the feature.

You can enable/disable this service or allow the use of the service to certain IP addresses. See the System
Services manual for the detailed instructions.

Telnet Client
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Command name: /system telnet

Description

MikroTik RouterOS telnet dient is used to connect to other hosts in the network via Telnet protocol.

Property Description

(IP address) - IP address of the Telnet server to connect to

(port; default: 23) - TCP port to connect to (if differs from the standard TCP port 23). May be
useful to connect to SMTP or HTTP servers for debugging purposes

Example

An example of Telnet connection:

[adm n@M kroTi k] > systemtel net 172.16.0.1
Trying 172.16.0. 1. ..

Connected to 172.16.0. 1.

Escape character is '"]'.

M kroTi k v2.9
Logi n: adm n

Passwor d:
MWM MW KKK TTTTTTTTTTT KKK
MVIW MVIW KKK TTTTTTTTTTT KKK
MW MWW MW |11 KKK KKK RRRRRR 000000 TTT 111 KKK KKK
MWM MM MW |1 KKKKK RRR RRR 00O OOCO TTT 111 KKKKK
MW MW 111 KKK KKK RRRRRR 00 00O TTT Il KKK KKK
MW MW 11l KKK KKK RRR RRR 000000 TTT 111 KKK KKK
M kroTi k RouterGsS 2.9 (c) 1999-2004 http://ww. m kroti k. cont

Ter mi nal unknown detected, using single |ine input node
[adm n@M kroTi k] >
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Description
General Information

Summary

The following Manual discusses IP address management and the Address Resolution Protocol settings. IP
addresses serve as identification when communicating with other network devices using the TCP/IP version
4 protocol. In turn, communication between devices in one physical network proceeds with the help of
Address Resolution Protocol and ARP addresses.

Specifications

Packages required: system

License required: level1

Home menu level: /ip address, /ip arp

Standards and Technologies. | Pv4, ARP
Hardware usage: Not significant

IP Addressing
Home menu level: /ip address

Description
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IP addresses serve for a general host identification purposes in IP networks. Typical (IPv4) address consists
of four octets. For proper addressing the router also needs the network mask value, id est which bits of the
complete IP address refer to the address of the host, and which - to the address of the network. The
network address value is calculated by binary AND operation from network mask and IP address values. It's
also possible to specify IP address followed by slash "/" and the amount of bits that form the network
address.

In most cases, it is enough to specify the address, the netmask, and the interface arguments. The network
prefix and the broadcast address are calculated automatically.

It is possible to add multiple IP addresses to an interface or to leave the interface without any addresses
assigned to it. In case of bridging or PPPOE connection, the physical interface may bot have any address
assigned, yet be perfectly usable. Putting an IP address to a physical interface included in a bridge would
mean actually putting it on the bridge interface itself. You can use /ip address print detail to see to which
interface the address belongs to.

MikroTik RouterOS has following types of addresses:

* Static - manually assigned to the interface by a user
» Dynamic - automatically assigned to the interface by DHCP or an estabilished PPP connections

Property Description

actual-interface (read-only: name) - name of the actual interface the logical one is bound to. For
example, if the physical interface you assigned the address to, is included in a bridge, the actual
interface will show that bridge.

address (IP address) - |P address

broadcast (IP address; default: 255.255.255.255) - broadcasting |P address, calculated by default
from an | P address and a network mask

disabled (yes| no; default: no) - specifies whether the address is disabled or not
inter face (name) - interface name the IP addressis assigned to

netmask (IP address; default: 0.0.0.0) - delimits network address part of the |P address from the
host part

network (IP address; default: 0.0.0.0) - IP address for the network. For point-to-point links it
should be the address of the remote end

Notes

You cannot have two different IP addresses from the same network assigned to the router. Exempli gratia,
the combination of IP address 10.0.0.1/24 on the etherl interface and IP address 10.0.0.132/24 on the
ether2 interface is invalid (unless both interfaces are bridged together), because both addresses belong to
the same network 10.0.0.0/24. Use addresses from different networks on different interfaces.

Example

[adm n@M kroTi k] ip address> add address=10.10. 10. 1/ 24 i nt er f ace=et her 2
[adm n@M kroTi k] ip address> print
Fl ags: X - disabled, I - invalid, D - dynamic
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#  ADDRESS NETWORK BROADCAST | NTERFACE
0 2.2.2.1/24 2.2.2.0 2.2.2.255 et her 2
1 10. 5. 7. 244/ 24 10.5.7.0 10.5. 7. 255 et herl
2 10. 10. 10. 1/ 24 10. 10.10.0 10. 10. 10. 255 et her 2

[adm n@M kroTi k] ip address>

Address Resolution Protocol
Home menu level: /ip arp

Description

Even though IP packets are addressed using IP addresses, hardware addresses must be used to actually
transport data from one host to another. Address Resolution Protocol is used to map OSI level 3 IP addreses
to OSI level 2 MAC addreses. Router has a table of currently used ARP entries. Normally the table is built
dynamically, but to increase network security, it can be partialy or completely built statically by means of
adding static entries.

Property Description

address (IP address) - IP address to be mapped
interface (name) - interface name the IP address is assigned to
mac-address (MAC address; default: 00:00:00:00:00:00) - MAC address to be mapped to

Notes

Maximal number of ARP entries is 8192.

If ARP feature is turned off on the interface, i.e., arp=disabled is used, ARP requests from clients are not
answered by the router. Therefore, static arp entry should be added to the clients as well. For example, the
router's IP and MAC addresses should be added to the Windows workstations using the arp command:

C\> arp -s 10.5.8.254 00-aa-00-62-c6-09
If arp property is set to reply-only on the interface, then router only replies to ARP requests. Neighbour

MAC addresses will be resolved using /ip arp statically, but there will be no need to add the router's MAC
address to other hosts' ARP tables.

Example

[adm n@M kroTi k] ip arp> add address=10. 10. 10. 10 i nterface=et her2 mac- addr ess=06 \
\... :21:00:56:00: 12

[admi n@M kroTi k] ip arp> print

F

lags: X - disabled, | - invalid, H- DHCP, D - dynanic
# ADDRESS MAC- ADDRESS | NTERFACE
0D22.22 00: 30: 4F: 1B: B3: D9 et her2
1 D 10.5.7.242 00: AO: 24: 9D: 52: A4 etherl
2 10. 10. 10. 10 06: 21: 00: 56: 00: 12 et her2

[adm n@M kroTi k] ip arp>

If static arp entries are used for network security on an interface, you should set arp to 'reply-only' on that
interface. Do it under the relevant /interface menu:

[adm n@M kroTi k] ip arp> /interface ethernet set ether2 arp=reply-only
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[admi n@M kroTi k] ip arp> print
Flags: X - disabled, | - invalid, H- DHCP, D - dynanic

#  ADDRESS MAC- ADDRESS | NTERFACE
0 D 10.5.7.242 00: AO: 24: 9D: 52: A4 etherl
1 10. 10. 10. 10 06: 21: 00: 56: 00: 12 et her 2

[adm n@M kroTi k] ip arp>

Proxy-ARP feature

Description

A router with properly configured proxy ARP feature acts like a transparent ARP proxy between directly
connected networks. Gonsider the following network diagram:
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Suppose the host A needs to communicate to host C. To do this, it needs to know host's C MAC address. As
shown on the diagram above, host A has /24 network mask. That makes host A to believe that it is directly
connected to the whole 192.168.0.0/24 network. When a computer needs to communicate to another one
on a directly connected network, it sends a broadcast ARP request. Therefore host A sends a broadcast ARP
request for the host C MAC address.

Broadcast ARP requests are sent to the broadcast MAC address FF:FF:FF:FF:FF:FF. Since the ARP request is
a broadcast, it will reach all hosts in the network A, incuding the router R1, but it will not reach host C,
because routers do not forward broadcasts by default. A router with enabled proxy ARP knows that the host
C is on another subnet and will reply with its own MAC adress. The router with enabled proxy ARP always
answer with its own MAC address if it has a route to the destination.
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This behaviour can be usefull, for example, if you want to assign dial-in (ppp, pppoe, pptp) clients IP
addresses from the same address space as used on the connected LAN.

Example

(onsider the following configuration:

1]

Internet

I Internet
| Gatewa
Sarver 10.0.0.
10.0.02
interface eth-L AN
E{[B = I:II*nDetD Eﬂ&N MikroTik address T0.0.0. 217§/’
o Router | —
dynamic interfaces
pppoe-inX
RSN QI ISHHS ¥ V. addresses 10.0.0.217/32
& xx,
= i ., !
II J __.,-
ptnﬁj
Workstation 10.0.0.231

10.0.0.2230

The MikroTik Router setup is as follows:

adm n@J kroTi k] ip arp> /interface ethernet print
Fl ags: X - disabled, R - running
# NAME MIU  IVAC- ADDRESS ARP
0 R eth-LAN 1500 00: 50: 08: 00: 00: F5 proxy-arp
[adm n@M kroTi k] ip arp> /interface print
Flags: X - disabled, D - dynamc, R - running

# NAME TYPE MU
0 et h- LAN et her 1500
1 prisml prism 1500
2 D pppoe-in25 pppoe-in
3 D pppoe-in26 pppoe-in
[adm n@M kroTi k] ip arp> /ip address print
Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.0.0.217/24 10.0.0.0 10. 0. 0. 255 et h- LAN
1 D 10.0.0.217/32 10. 0. 0. 230 0.0.0.0 pppoe- i n25
2 D 10.0.0. 217/ 32 10. 0. 0. 231 0.0.0.0 pppoe-i n26

[admi n@M kroTik] ip arp> /ip route print

Flags: X - disabled, A - active, D - dynam c,

C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,

B - bl ackhole, U - unreachable, P - prohibit

# DST- ADDRESS PREF- SRC G GATEVWAY DI S I NTE. ..
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0O0AS 0.0.0.0/0

1 ADC 10.0.0.0/24 10. 0. 0. 217
2 ADC 10.0.0.230/32 10. 0. 0. 217
3 ADC 10.0.0.231/32 10. 0. 0. 217
[admi n@M kroTi k] ip arp>

Troubleshooting

Description

* Router shows that the IP address is invalid

Check whether the interface, the address is assigned to, is present, enabled and running.

r 10.0.0.1

[ecleola)

et h- LAN
et h- LAN
pppoe-i n25
pppoe-i n26
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Document revision 2.4 (September 7, 2007, 8:37 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

The following manual surveys the IP routes management, equal-cost multi-path (ECMP) routing technique,
and policy-based routing.

Specifications

Packages required: system

License required: level1

Home menu level: /ip route

Standards and Technologies. | P (REC 791)
Hardware usage: Not significant

Description

MikroTik RouterOS has following types of routes:

» dynamic routes - automatically created routes for networks, which are directly accessed
through an interface. They appear automatically, when adding a new | P address. Dynamic
routes are also added by routing protocols.

* static routes - user-defined routes that specify the router which can forward traffic to the
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specified destination network. They are useful for specifying the default gateway. The gateway
for static routes may be checked (with either ARP or ICMP protocol) for reachability, so that
different gateways with different priorities (costs) may be assigned for one destination network
to provide failover.

ECMP (Equal Cost Multi-Path) Routing

This routing mechanism enables packet routing along multiple paths with equal cost and ensures load
balancing. With ECMP routing, you can use more than one gateway for one destination network (this
approach may also be configured to provide failover). With ECMP, a router potentially has several available
next hops towards a given destination. A new gateway is chosen for each new source/destination IP pair. It
means that, for example, one FTP connection will use only one link, but new connection to a different server
will use another link. ECMP routing has another good feature - single connection packets do not get
reordered and therefore do not kill TCP performance.

The ECMP routes can be created by routing protocols (RIP or OSPF), or by adding a static route with
multiple gateways, separated by a comma (e.g., /ip route add gateway=192.168.0.1,192.168.1.1). The
routing protocols may create multipath dynamic routes with equal cost automatically, if the cost of the
interfaces is adjusted propery. For more information on using routing protocols, please read the
corresponding Manual.

Policy-Based Routing

It is a routing approach where the next hop (gateway) for a packet is chosen, based on a policy, which is
configured by the network administrator. In RouterOS the procedure the follwing:

° mark the desired packets, with a routing-mark

° choose a gateway for the marked packets

Note! In routing process, the router decides which route it will use to send out the packet. Afterwards,
when the packet is masqueraded, its source address is taken from the prefsrc field.

Routes
Home menu level: /ip route

Description

In this submenu you can configure Static, Equal Cost Multi-Path and Policy-Based Routing and see the
routes.

Property Description

bgp-as-path (text) - manual value of BGP's as-path for outgoing route
bgp-atomic-aggr egate (yes | no) - indication to receiver that it cannot "deaggregate” the prefix

bgp-communities (multiple choice: integer) - administrative policy marker, that can travel through
different autonomous systems
* internet - communities value 0

Page 39 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



bgp-local-pref (integer) - local preference value for aroute

bgp-med (integer) - a BGP attribute, which provides a mechanism for BGP speakers to convey to
an adjacent AS the optimal entry point into the local AS

bgp-origin (incomplete | igp | egp) - the origin of the route prefix

bgp-prepend (integer: 0..16) - number which indicates how many times to prepend AS NAME to
AS PATH
check-gateway (arp | ping; default: ping) - which protocol to use for gateway reachability

distance (integer: 0..255) - administrative distance of the route. When forwarding a packet, the
router will use the route with the lowest administrative distance and reachable gateway

dst-address (IP addressnetmask; default: 0.0.0.0/0) - destination address and network mask, where
netmask is number of bits which indicate network number. Used in static routing to specify the
destination which can be reached, using a gateway

* 0.0.0.0/0 - any network

gateway (IP address) - gateway host, that can be reached directly through some of the interfaces.
Y ou can specify multiple gateways separated by acomma™," for ECMP routes

pref-src (IP address) - source | P address of packets, leaving router viathis route
* 0.0.0.0 - pref-src is determined automatically

routing-mark (name) - a mark for packets, defined under /ip firewall mangle. Only those packets
which have the according routing-mark, will be routed, using this gateway

scope (integer: 0..255) - a value which is used to recursively lookup the nexthop addresses.
Nexthop islooked up only through routes that have scope <= target-scope of the nexthop

tar get-scope (integer: 0..255) - a value which is used to recursively lookup the next-hop addresses.
Each nexthop address selects smallest value of target-scope from all routes that use this nexthop
address. Nexthop islooked up only through routes that have scope <= target-scope of the nexthop

Notes

You can specify more than one or two gateways in the route. Moreover, you can repeat some routes in the
list several times to do a kind of cost setting for gateways.

Example

To add two static routes to networks 10.1.12.0/24 and 0.0.0.0/0 (the default destination address) on a
router with two interfaces and two IP addresses:

[adm n@M kroTi k] ip route> add dst-address=10. 1. 12. 0/ 24 gat eway=192. 168. 0. 253
[adm n@M kroTi k] ip route> add gateway=10.5.8.1

[adm n@M kroTi k] ip route> print

Flags: X - disabled, A - active, D - dynam c,

C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,

B - bl ackhole, U - unreachable, P - prohibit

# DST- ADDRESS PREF- SRC G GATEWAY DI S INTE. ..
0 AS 10.1.12.0/24 r 192. 168. 0. 253 Local
1 ADC 10.5.8.0/24 Publ i c
2 ADC 192.168.0.0/24 Local
3AS 0.0.0.0/0 r 10.5.8.1 Publ i c
[adm n@M kroTi k] ip route>
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Policy Rules
Home menu level: /ip routerule
Property Description

action (drop | unreachable | lookup; default: unreachable) - action to be processed on packets
matched by thisrule:

* drop - silently drop packet

 unreachable - reply that destination host is unreachable

* lookup - lookup route in given routing table

dst-address (1P addressnetmask) - destination | P address/mask
interface (name; default: " ") - interface through which the gateway can be reached

routing-mark (name; default: " ") - mark of the packet to be mached by this rule. To add a routing
mark, use '/ip firewall mangle’ commands

src-address (1P addressnetmask) - source IP address/mask
table (name; default: " ") - routing table, created by user

Notes

You can use policy routing even if you use masquerading on your private networks. The source address will
be the same as it is in the local network. In previous versions of RouterOS the source address changed to
0.0.0.0

It is impossible to recognize peer-to-peer traffic from the first packet. Only already established connections
can be matched. That also means that in case source NAT is treating Peer-to-Peer traffic differently from the
regular traffic, Peer-to-Peer programs will not work (general application is policy-routing redirecting regular
traffic through one interface and Peer-to-Peer traffic - through another). A known workaround for this
problem is to solve it from the other side: making not Peer-to-Peer traffic to go through another gateway,
but all other useful traffic go through another gateway. In other words, to specify what protocols (HTTP,
DNS, POP3, etc.) will go through the gateway A, leaving all the rest (so Peer-to-Peer traffic also) to use the
gateway B (it is not important, which gateway is which; it is only important to keep Peer-to-Peer together
with all traffic except the specified protocols)

Example

To add the rule specifying that all the packets from the 10.0.0.144 host should lookup the mt routing table:

[adm n@ kroTi k] ip firewall mangle add action=mark-routing newrouting-mark=nt \
\'... chai n=prerouting

[adm n@M kroTi k] ip route> add gat eway=10. 0. 0. 254 routi ng- mar k=mt

[adm n@M kroTik] ip route rul e> add src-address=10.0. 0. 144/ 32 \

\... table=nt action=l ookup
[adm n@J kroTi k] ip route rule> print
Fl ags: X - disabled, I - invalid

0 src-address=192. 168. 0. 144/ 32 acti on=l ookup t abl e=nt
[adm n@M kroTik] ip route rul e>

Application Examples
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Static Equal Cost Multi-Path routing

(onsider the following situation where we have to route packets from the network 192.168.0.0/24 to 2
gateways - 10.1.0.1 and 10.1.1.1:

15PN 1572)

IF address: T0.7.0.7/28 \ / IP address: T0.1.1.1/28
Eill'bps \\ / 4Mbps
Interface: Public1 *, Interface: Public2

IP address: 10.1.0.2/28 A IP address: 10.1.1.2/28
="
[ECMP-Router]

inferface: Local
IFP address: 192.168.0.1/24

Note that the ISP1 gives us 2Mbps and ISP2 - 4Mbps so we want a traffic ratio 1:2 (1/3 of the
source/destination IP pairs from 192.168.0.0/24 goes through ISP1, and 2/3 through ISP2).

IP addresses of the router:

[adm n@CMP- Rout er] ip address> print

Fl ags: X - disabled, | - invalid, D - dynamic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 192. 168. 0. 254/ 24 192.168.0.0 192. 168. 0. 255 Local
1 10. 1. 0. 2/ 28 10.1.0.0 10.1.0. 15 Public1l
2 10.1.1.2/28 10.1.1.0 10.1.1.15 Publ i c2

[adm n@CMP- Router] ip address>

Add the default routes - one for ISP1 and 2 for ISP2 so we can get the ratio 1:3:

[adm n@CMP- Router] ip route> add gateway=10.1.0.1,10.1.1.1,10.1.1.1
[adm n@CMP- Router] ip route> print

Flags: X - disabled, A - active, D - dynam c,

C - connect, S - static, r - rip, b - bgp, o - ospf

# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 ADC 10.1.0.0/28 Publicl
1 ADC 10.1.1.0/28 Publ i c2
2 ADC 192.168.0.0/ 24 Local
3 ASO0.0.0.0/0 r 10.1.0.1 Publicl
r 10.1.1.1 Publ i c2
r 10.1.1.1 Publ i c2
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[adm n@CMP- Router] ip route>
Standard Policy-Based Routing with Failover

This example will show how to route packets, using an administrator defined policy. The policy for this setup
is the following: route packets from the network 192.168.0.0/24, using gateway 10.0.0.1, and packets
from network 192.168.1.0/24, using gateway 10.0.0.2. If GW_1 does not respond to pings, use
GW_Backup for network 192.168.0.0/24, if GW_2 does not respond to pings, use GW_Backup also for
network 192.168.1.0/24 instead of GW_2.

The setup:

.-"'f_d_ = %EH
; [GW_Backup]
/ ——
| P 10.0.0.1 [GW_E]

i —
f,f”’ [GW_1] Network IP: 10.0.0.3
|' ==F 10.0.0.0/24
\ IP: 10.0.0.2

Interface: Public
[PB-Router] IF address: 10.0.0.7/24

Inferface: Locall fimm | inferface: Local?

IP address: 192.168.0.1/24 ’___,,f’f "‘HH IF address: 192.168.1.1/24

(onfiguration of the IP addresses:

[adm n@B- Router] ip address> print
Fl ags: X - disabled, | - invalid, D- dynanic
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#  ADDRESS NETWORK BROADCAST | NTERFACE

0 192.168.0.1/24 192.168.0.0 192.168.0.255 Local 1

1 192.168.1.1/24 192.168.1.0 192.168.1.255 Local 2

2 10.0.0.7/24 10.0.0.0 10. 0. 0. 255 Publ i c
[adm n@B- Router] ip address>

To achieve the described result, follow these configuration steps:

1. Mark packets from network 192.168.0.0/24 with a new-routing-mark=net1, and packets from
network 192.168.1.0/24 with a new-routing-mark=net2:

[admi n@B- Router] ip firewall mangl e> add src-address=192. 168. 0. 0/ 24 \
\... action=mark-routing newrouting-mark=netl chai n=prerouting
[adm n@B- Router] ip firewall mangl e> add src-address=192. 168. 1. 0/ 24 \
\... action=mark-routing newrouting-mark=net2 chai n=prerouting
[adm n@B-Router] ip firewall mangle> print
Flags: X - disabled, | - invalid, D - dynamc

0 chain=prerouting src-address=192. 168. 0. 0/ 24 acti on=nar k-routi ng

new r out i ng- mar k=net 1

1 chai n=prerouting src-address=192. 168. 1. 0/ 24 acti on=nmar k-routi ng
new- r out i ng- mar k=net 2
[adm n@B-Router] ip firewall nangle>

2. Route packets from network 192.168.0.0/24 to gateway GW_1 (10.0.0.2), packets from network
192.168.1.0/24 to gateway GW_2 (10.0.0.3), using the according packet marks. If GW_1 or GW_2 fails
(does not reply to pings), route the respective packets to GW_Main (10.0.0.1):

[adm n@B- Router] ip route> add gat eway=10.0.0.2 routing-nmark=net1 \
\'... check- gat eway=pi ng

[adm n@B- Router] ip route> add gateway=10.0. 0.3 routing- nmark=net2 \
\'... check- gat eway=pi ng

[adm n@B- Router] ip route> add gateway=10.0.0.1

[adm n@B- Router] ip route> print

Fl ags: X - disabled, A - active, D - dynamic,

C - connect, S - static, r - rip, b - bgp, o - ospf

# DST- ADDRESS PREFSRC G GATEWAY DI STANCE | NTERFACE
0 ADC 10.0.0.0/ 24 10.0.0.7 Publ i c
1 ADC 192. 168.0. 0/ 24 192.168.0. 1 Local 1
2 ADC 192.168. 1.0/ 24 192.168.1.1 Local 2
3 ASO0.0.0.0/0 r 10.0.0.2 Publ i c
4 ASO0.0.0.0/0 r 10.0.0.3 Publ i c
5 AS0.0.0.0/0 r 10.0.0.1 Publ i c
[adm n@B- Router] ip route>
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ARLAN 655 Wireless Client Card

Document revision 1.2 (September 7, 2007, 8:37 GMT)
This document applies to MikroTik RouterOS V3.0
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Description

General Information

Summary

The MikroTik RouterOS supports Arlan 655 Wireless Interface client cards. This card fits in the ISA expansion

slot and provides transparent wireless communications to other network nodes.

Specifications

Packages required: arlan
Licenserequired: level4

Home menu level: /interface arlan
Hardware usage: Not significant

Installation

Example

To add the driver for Arlan 655 adapter, do the following:

[adm n@M kroTi k] > dri ver add nane=arl an i 0=0xD000
[ adnmi n@M kr oTi k] > driver print
Flags: | - invalid, D - dynamc

# DRI VER IRQ IO
0 D Real Tek 8139
1 Arlan 655 0xD000

[adm n@M kroTi k] driver>

| SDN- PROTOCCL

Page 45 of 480

Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Wireless Interface Configuration
Home menu level: /interface arlan

Description

The wireless card status can be obtained from the two LEDs: the Status LED and the Activity LED.

Status Activity Description
ARLAN 655 isfunctional but
Amber Amber nonvolatile memory is not
configured
Blinking Green Don't Care Aaﬁljbﬁ‘)l\l( A65RerX)lil rni%(?teegﬁcllyt)o
Green Off Normal idle state
Green Green Flash Normal active state
Red Amber Hardwarefailure
Red Red Radio failure

Property Description

add-name (text; default: test) - card name (optional). Must contain less than 16 characters.

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
setting

bitrate (1000 | 2000 | 354 | 500; default: 2000) - datarate in Kbit/s

frequency (2412 | 2427 | 2442 | 2457 | 2465; default: 2412) - channel frequency in MHz
mac-addr ess (MAC address) - Media Access Control address

mtu (integer; default: 1500) - Maximum Transmission Unit

name (name; default: arlanN) - assigned interface name

sid (integer; default: 0x13816788) - System Identifier. Should be the same for all nodes on the
radio network. Must be an even number with maximum length 31 character

tma-mode (yes | no; default: no) - Networking Registration Mode:
* yes- ARLAN
* no- NON ARLAN

Example

[adm n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running

# NANVE TYPE MIU
0 R outer et her 1500
1 X arlanl arl an 1500

[adm n@M kroTi k] interface> enable 1
[adm n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running
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# NANVE TYPE MU
0 R outer et her 1500
1 R arlanl arl an 1500

More configuration and statistics parameters can be found under the /interface arlan menu:

[adm n@M kroTi k] interface arlan> print
Flags: X - disabled, R - running
0 R name="arl anl" mt u=1500 mac-address=00: 40: 96: 22: 90: C8 ar p=enabl ed
frequency=2412 bitrate=2000 tna-nmode=no card-nane="test"
si d=0x13816788

[adm n@M kroTi k] interface arl an>

You can monitor the status of the wireless interface:

[adm n@M kroTi k] interface arlan> nonitor 0
regi stered: no
access-poi nt: 00: 00: 00: 00: 00: 00
backbone: 00: 00: 00: 00: 00: 00

[adm n@M kroTi k] interface arl an>

Suppose we want to configure the wireless interface to accomplish registration on the AP with a sid
0x03816788. To do this, it is enough to change the argument value of sid to 0x03816788 and
tma-mode to yes:
[adm n@M kroTi k] interface arlan> set 0 si d=0x03816788 t nma- node=yes
[adm n@M kroTi k] interface arlan> nonitor 0
regi stered: yes

access-point: 00: 40: 88: 23: 91: F8
backbone: 00: 40: 88: 23: 91: F9

[adm n@M kroTi k] interface arl an>

Troubleshooting

Description

Keep in mind, that not all combinations of I/O base addresses and IRQs may work on particular
motherboard. It is recommended that you choose an IRQ not used in your system, and then try to find an
acceptable I/O base address setting. As it has been observed, the IRQ 5 and I/O 0x300 or 0x180 will work in
most cases.

° The driver cannot be loaded because other device uses the requested IRQ.
Try to set different IRQ using the DIP switches.

° The requested I/0 base address cannot be used on your motherboard.
Try to change the I/O base address using the DIP switches.

* The pc interface does not show up under the interfaces list
Obtain the required license for 2.4/5GHz Wireless Client feature.

* The wireless card does not register to the Access Point
Check the cabling and antenna alignment.
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Interface Bonding

Document revision 1.2 (Segptember 10, 2007, 14:35 GMT)
This document applies to MikroTik RouterOS V3.0
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Bonding two Eoip tunnels

General Information

Summary

Bonding is a technology that allows to aggregate multiple ethernet-like interfaces into a single virtual link,
thus getting higher data rates and providing failover.

Quick Setup Guide

Let us assume that we have 2 NICs in each router (Routerl and Router2) and want to get maximum data
rate between 2 routers. To make this possible, follow these steps:

1. Make sure that you do not have IP addresses on interfaces which will be enslaved for bonding
interface!

2. Add bonding interface on Router1:

[adm n@outerl] interface bondi ng> add sl aves=et her1, et her2

And on Router2;:
[adm n@Rout er2] interface bondi ng> add sl aves=et her1, et her 2

3. Add addresses to bonding interfaces:
[adm n@outerl] ip address> add address=172. 16.0. 1/ 24 interface=bondi ngl

[adm n@outer2] ip address> add address=172. 16. 0. 2/ 24 i nt erface=bondi ngl

4.  Test the link from Routerl:

[adm n@outerl] interface bonding> /pi 172.16.0.2
172.16.0.2 ping timeout
172.16.0.2 ping timeout
172.16.0.2 ping timeout
172.16.0.2 64 byte ping:
172.16.0.2 64 byte ping:

ttl =64 tine=2 ns
ttl =64 tine=2 ns
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Note that bonding interface needs a couple of seconds to get connectivity with its peer.

Specifications

Packages required: system

License required: level1

Home menu level: /interface bonding
Standards and Technologies. None
Hardware usage: Not significant

Related Documents

o Linux Ethernet Bonding Driver mini-howto

Description

To provide a proper failover, you should specify link-monitoring parameter. It can be:

° MII (Media Independent Interface) typel or type2 - Media Independent Interface is an abstract layer
between the operating system and the NIC which detects whether the link is running (it performs also
other functions, but in our case this is the most important).

° ARP - Address Resolution Protocol periodically (for arp-interval time) checks the link status.

link-monitoring is used to check whether the link is up or not.

Property Description

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol for
the interface
* disabled - the interface will not use ARP

* enabled - the interface will use ARP
* proxy-arp - the interface will use the ARP proxy feature
* reply-only - the interface will only reply to the requests originated to its own IP addresses.
Neighbour MAC addresses will be resolved using /ip arp statically set table only
arp-interval (time; default: 00:00:00.100) - time in milliseconds which defines how often to
monitor ARP requests

arp-ip-targets (IP address, default: "") - IP target address which will be monitored if
link-monitoring is set to arp. Y ou can specify multiple IP addresses, separated by comma
down-delay (time; default: 00:00:00) - if a link failure has been detected, bonding interface is
disabled for down-delay time. Vaue should be a multiple of mii-interval
lacp-rate (1sec | 30secs; default: 30secs) - Link Aggregation Control Protocol rate specifies how
often to exchange with LACPDUSs between bonding peer. Used to determine whether link is up or
other changes have occured in the network. LACP tries to adapt to these changes providing failover.
link-monitoring (arp | mii-typel | mii-type2 | none; default: none) - method to use for monitoring
thelink (whether it is up or down)

e arp - uses Address Resolution Protocol to determine whether the remote interface is reachable
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* mii-typel - uses Media Independent Interface typel to determine link status. Link status
determenation relies on the device driver. If bonding shows that the link status is up, when it
should not be, then it means that this card don't support this possibility.

* mii-type2 - uses MII type2 to determine link status (used if mii-typel is not supported by the
NIC)

* none - no method for link monitoring isused. If alink fails, it isnot considered as down (but no
traffic passes through it, thus).

mac-addr ess (read-only: MAC address) - MAC address of the bonding interface

mii-interval (time; default: 00:00:00.100) - how often to monitor the link for failures (parameter
used only if link-monitoring is mii-typel or mii-type2)

mode (802.3ad | active-backup | balance-alb | balance-rr | balance-tlb | balance-xor | broadcast;
default: balance-rr) - interface bonding mode. Can be one of:

» 802.3ad - IEEE 802.3ad dynamic link aggregation. In this mode, the interfaces are aggregated
in a group where each slave shares the same speed. If you use a switch between 2 bonding
routers, be sure that this switch supports |IEEE 802.3ad standard. Provides fault tolerance and
load balancing.

* active-backup - provides link backup. Only one slave can be active at a time. Another slave
becomes active only, if first onefails.

* balance-alb - adaptive load balancing. It includes balance-tlb and received traffic is also
balanced. Device driver should support for setting the mac address, then it is active. Otherwise
balance-alb doesn't work. No special switch isrequired.

* balance-rr - round-robin load balancing. Slaves in bonding interface will transmit and receive
datain sequential order. Provides load balancing and fault tolerance.

 balance-tlb - Outgoing traffic is distributed according to the current load on each Save.
Incoming traffic is received by the current slave. If receiving slave fails, then another slave
takes the MAC address of the failed slave. Doesn't require any special switch support.

* balance-xor - Use XOR policy for transmit. Provides only failover (in very good quality), but
not load balancing, yet.

* broadcast - Broadcasts the same data on all interfaces at once. This provides fault tolerance but
slows down traffic throughput on some slow machines.
mtu (integer: 68..1500; default: 1500) - Maximum Transmit Unit in bytes
name (name) - descriptive name of bonding interface

primary (name; default: none) - Interface is used as primary output media. If primary interface
fails, only then others slaves will be used. This value works only with mode=active-backup

slaves (name) - at least two ethernet-like interfaces separated by a comma, which will be used for
bonding

up-delay (time; default: 00:00:00) - if alink has been brought up, bonding interface is disabled for
up-delay time and after thistimeit is enabled. Value should be a multiple of mii-interval

Notes

Link failure detection and failover is working significantly better with expensive network cards, for example,
made by Intel, then with more cheap ones. For example, on Intel cards failover is taking place in less than a
second after link loss, while on some other cards, it may require up to 20 seconds. Also, the Active load
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balancing (mode=balance-alb) does not work on some cheap cards.

Application Examples

Bonding two Eoip tunnels

Assume you need to configure the MikroTik router for the following network setup, where you have two
offices with 2 ISP for each. You want combine links for getting double speed and provide failover:
—

___f Inmternet
'

We are assuming that connections to Internet through two ISP are configured for both routers.

° (onfiguration on routers
° on Officel

[admi n@fficel]l] > /interface print
Flags: X - disabled, D - dynam c, R - running

# NAMVE TYPE Mru
0 Rispl et her 1500
1 R isp2 et her 1500
[admi n@fficel]l] > /ip address print
Fl ags: X - disabled, | - invalid, D- dynanic

# ADDRESS NETWORK BROADCAST | NTERFACE

0 1.1.1.1/24 1.1.1.0 1.1.1.255 i sp2

1 10. 1. 0. 111/ 24 10.1.0.0 10. 1. 0. 255 i spl

* on Office2

[adm n@ffice2] interface> print
Fl ags: X - disabled, D - dynamic, R - running

# NANME TYPE Mru
0 Risp2 et her 1500
1 Rispl et her 1500
[admi n@ffice2] interface> /ip add print

Flags: X - disabled, | - invalid, D - dynamc

# ADDRESS NETWORK BROADCAST | NTERFACE

0 2.2.2.1/24 2.2.2.0 2.2.2.255 i sp2

1 10.1.0.112/24 10.1.0.0 10. 1. 0. 255 i spl

° Eoip tunnel confguration
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° for Officel through ISP1

[adm n@fficel] > interface eoip add renote-address=10.1.0.112 tunnel -i d=2
. mac- addr ess=FE: FD: 00: 00: 00: 04
[adm n@fficel] > interface eoip print
Flags: X - disabled, R - running
0 R name="eoi p-tunnel 2" nt u=1500 nac- addr ess==FE: FD: 00: 00: 00: 04 ar p=enabl ed
\... renote-address=10.1.0.112 tunnel -id=2

* for Office2 through ISP1

[adm n@ffice2] > interface eoip add renpte-address=10.1.0.111 tunnel -i d=2
\'... mac-address=FE: FD: 00: 00: 00: 02

[admi n@ffice2] > interface eoip print

Fl ags: X - disabled, R - running

0 R name="eoi p-tunnel 2" nm u=1500 nac- addr ess=FE: FD: 00: 00: 00: 02 ar p=enabl ed
\... renote-address=10.1.0.111 tunnel -id=2

° for Officelthrough ISP2

[adm n@fficel]l] > interface eoi p add renote-address=2.2.2.1 tunnel-id=1
... mac-addr ess=FE: FD: 00: 00: 00: 03
[adm n@fficel] interface eoip> print
Flags: X - disabled, R - running
0 R nane="eoi p-tunnel 1" ntu=1500 nac-addr ess=FE: FD: 00: 00: 00: 03 ar p=enabl ed
renot e- address=2.2.2. 1 tunnel -id=1

1 R name="eoi p-tunnel 2" ntu=1500 nmac- addr ess=FE: FD: 00: 00: 00: 04 ar p=enabl ed
renot e- addr ess=10. 1. 0. 112 tunnel -i d=2

° for Office2through ISP2

[adm n@ffice2] > interface eoip add renote-address=1.1.1.1 tunnel -id=1
. mac- addr ess=FE: FD: 00: 00: 00: 01
[adm n@ffice2] interface eoip> print
Flags: X - disabled, R - running
0 R nanme="eoi p-tunnel 1" nt u=1500 nac- addr ess=FE: FD: 00: 00: 00: 01 ar p=enabl ed
renot e-address=1.1.1.1 tunnel -id=1

1 R name="eoi p-tunnel 2" ntu=1500 mac- addr ess=FE: FD: 00: 00: 00: 02 ar p=enabl ed
renot e- addr ess=10. 1. 0. 111 tunnel -i d=2

* Bonding confguration
* for Officel

[adm n@fficel] interface bondi ng> add sl aves=eoi p-tunnel 1, eoi p-tunnel 2
[adm n@fficel] interface bondi ng> print
Flags: X - disabled, R - running
0 R nane="bondi ngl" ntu=1500 nac- addr ess=00: 0C: 42: 03: 20: E7 ar p=enabl ed
sl aves=eoi p-tunnel 1, eoi p-tunnel 2 node=bal ance-rr pri mary=none
| i nk- moni t ori ng=none ar p-i nterval =00: 00: 00. 100 arp-i p-targets=""
mi-interval =00: 00: 00. 100 down- del ay=00: 00: 00 up- del ay=00: 00: 00
| acp-rat e=30secs
[adm n@fficel] ip address> add address=3. 3. 3. 1/ 24 interface=bondi ngl
[adm n@fficel] ip address> print

Fl ags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 1.1.1.1/24 1.1.1.0 1.1.1.255 i sp2
1 10. 1. 0. 111/ 24 10.1.0.0 10. 1. 0. 255 i spl
2 3.3.3.1/ 24 3.3.3.0 3.3.3.255 bondi ngl
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° for Office2

[adm n@ffice2] interface bondi ng> add sl aves=eoi p-tunnel 1, eoi p-tunnel 2
[adm n@ffice2] interface bondi ng> print
Flags: X - disabled, R - running
0 R nane="bondi ngl" ntu=1500 nac- addr ess=00: 0C: 42: 03: 20: E7 ar p=enabl ed
sl aves=eoi p-t unnel 1, eoi p-tunnel 2 node=bal ance-rr pri mary=none
| i nk- moni t ori ng=none ar p-i nterval =00: 00: 00. 100 arp-i p-targets=""
mi-interval =00: 00: 00. 100 down- del ay=00: 00: 00 up- del ay=00: 00: 00
| acp-rat e=30secs
[adm n@ffice2] ip address> add address=3. 3. 3.2/ 24 interface=bondi ngl
[adm n@ffice2] ip address> print

Flags: X - disabled, | - invalid, D - dynamc

#  ADDRESS NETWORK BROADCAST | NTERFACE
0 2.2.2.1/ 24 2.2.2.0 2.2.2.255 i sp2

1 10.1.0. 112/ 24 10.1.0.0 10. 1. 0. 255 i spl

2 3.3.3.2/24 3.3.3.0 3.3.3.255 bondi ngl
[admi n@ffice2] ip address> /ping 3.3.3.1

3.3.3.1 64 byte ping: ttl=64 tinme=2 nms

3.3.3.1 64 byte ping: ttl=64 tinme=2 s

2 packets transmtted, 2 packets received, 0% packet |oss
mudtnpmmawhm<:ﬂ2m2
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CISCO/Aironet 2.4GHz 11Mbps Wireless Interface
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General Information

Summary

The MikroTik RouterOS supports the following CISCO/Aironet 2.4GHz Wireless ISA/PCI/PC Adapter
hardware:

* Aironet ISA/PCI/PC4800 2.4GHz DS 11Mbps Wireless LAN Adapters (100mWwW)

° Aironet ISA/PCI/PC4500 2.4GHz DS 2Mbps Wireless LAN Adapters (100mW)

* CISCO AIR-PCI340 2.4GHz DS 11Mbps Wireless LAN Adapters (30mW)

*  CISCO AIR-PCI/PC350/352 2.4GHz DS 11Mbps Wireless LAN Adapters (100mW)

Specifications

Packages required: wireless

License required: level4

Home menu level: /interface pc

Standards and Technologies. | EEE802.11b
Hardware usage: Not significant

Additional Documents

. CISCO Aironet 350 Series

For more information about the CISCO/Aironet PCI/ISA adapter hardware please see the relevant User's
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Guides and Technical Reference Manuals in PDF format:

° 710-003638a0.pdffor PCI/ISA 4800 and 4500 series adapters
° 710-004239B0.pdffor PC 4800 and 4500 series adapters

Documentation about CISCO/Aironet Wireless Bridges and Access Points can be found in archives:

* AP48MAN.exe for AP4800 Wireless Access Point
° BR50MAN.exe for BR500 Wireless Bridge

Wireless Interface Configuration
Home menu level: /interface pc

Description

CISCO/Aironet 2.4GHz card is an interface for wireless networks operating in IEEE 802.11b standard. If the
wireless interface card is not registered to an AP, the green status led is blinking fast. If the wireless
interface card is registered to an AP, the green status led is blinking slow. To set the wireless interface for
working with an access point (register to the AP), typically you should set the following parameters:

° The service set identifier. It should match the ssid of the AP. Can be blank, if you want the wireless
interface card to register to an AP with any ssid. The ssid will be received from the AP, if the AP is
broadcasting its ssid.

° The data-rate of the card should match one of the supported data rates of the AP. Data rate 'auto'
should work in most cases.

Loading the Driver for the Wireless Adapter

PCI and PC (PCMCIA) cards do not require a 'manual’ driver loading, since they are recognized automatically
by the system and the driver is loaded at the system startup.

The ISA card requires the driver to be loaded by issuing the following command:

[ adm n@M kroTi k] > dri ver add name=pc-isa i 0=0x180
[adm n@M kroTi k] > driver print

Flags: | - invalid, D - dynanic
# DRI VER IRQ 10O MEMORY | SDN- PROTOCCOL
0 D PCl NE2000
1 Ai ronet | SAxx00 0x180

[adm n@M kroTi k] driver>
There can be several reasons for a failure to load the driver:

* The driver cannot be loaded because other device uses the requested IRQ.
Try to set different IRQ using the DIP switches.

° The requested I/0 base address cannot be used on your motherboard
Try to change the I/O base address using the DIP switches

Property Description
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apl (MAC address) - forces association to the specified access point
ap2 (MAC address) - forces association to the specified access point
ap3 (MAC address) - forces association to the specified access point
ap4 (MAC address) - forces association to the specified access point
arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol

beacon-period (integer: 20..976; default: 100) - Specifies beaconing period (applicable to ad-hoc
mode only)

card-type (read-only: text) - your CISCO/Aironet adapter model and type
client-name (text; default: ") - client name
data-rate (1Mbit/s | 2Mbit/s | 5.5Mbit/s | 11Mbit/s | auto; default: 1M bit/s) - datarate in Mbit/s

fragmentation-threshold (integer: 256..2312; default: 2312) - this threshold controls the packet
size at which outgoing packets will be split into multiple fragments. If a single fragment transmit
error occurs, only that fragment will have to be retransmitted instead of the whole packet. Use alow
Setting in areas with poor communication or with agreat deal of radio interference

frequency - Channel Frequency in MHz (applicable to ad-hoc mode only)

join-net (time; default: 10) - an amount of time,during which the interface operating in ad-hoc
mode will try to connect to an existing network rather than create a new one
* 0 - do not create own network

long-retry-limit (integer: 0..128; default: 16) - specifies the number of times an unfragmented
packet isretried beforeit is dropped

mode (infrastructure | ad-hoc; default: infrastructure) - operation mode of the card
modulation (cck | default | mbok; default: cck) - modulation mode
* cck - Complementary Code Keying
» mbok - M-ary Bi-Orthogonal Keying
mtu (integer: 256..2048; default: 1500) - Maximum Transmission Unit
name (name) - descriptive interface name

rts-threshold (integer: 0..2312; default: 2312) - determines the packet size at which the interface
issues a request to send (RTS) before sending the packet. A low value can be useful in areas where
many clients are associating with the access point or bridge, or in areas where the clients are far
apart and can detect only the access point or bridge and not each other

rx-antenna (both | default | left | right; default: both) - receive antennas

short-retry-limit (integer: 0..128; default: 16) - specifies the number of times a fragmented packet
isretried beforeit is dropped

ssid1 (text; default: tsunami) - establishes the adapter's service set identifier This value must match
the SSID of the system in order to operate in infrastructure mode

ssid2 (text; default: " ") - service set identifier 2

ssid3 (text; default: " ") - service set identifier 3

tx-antenna (both | default | left | right; default: both) - transmit antennas
tx-power (1]5]20 |50 |100; default: 100) - transmit power in mwW

world-mode (yes | no; default: no) - if set, client adapter automatically inherit channel
configuration properties directly from the access point to which they associate. This feature enables
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auser to use a client adapter around the world while still maintaining regulatory compliance

Example

Interface informational printouts

[adm n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running

# NAME TYPE MruU
0 Retherl et her 1500
1 X ether2 et her 1500
2 X pcl pc 1500
[adm n@M kroTi k] interface> set 2 name aironet
[adm n@M kroTi k] interface> enabl e aironet
[adm n@M kroTi k] > interface print
Fl ags: X - disabled, D - dynamic, R - running
# NAVE TYPE Mru
0 Retherl et her 1500
1 X ether2 et her 1500
2 R aironet pc 1500
[adm n@M kroTi k] > interface pc
[adm n@M kroTi k] interface pc> print
Fl ags: X - disabled, R - running
0 R nanme="aironet" ntu=1500 nac- addr ess=00: 40: 96: 29: 2F: 80 ar p=enabl ed

client-name="" ssidl="tsunam " ssid2="" ssid3="" node=infrastructure

dat a-rate=1Moit/s frequency=2437MHz nodul ati on=cck t x- power =100

ap1=00: 00: 00: 00: 00: 00 ap2=00: 00: 00: 00: 00: 00 ap3=00: 00: 00: 00: 00: 00

ap4=00: 00: 00: 00: 00: 00 rx-ant enna=ri ght tx-antenna=ri ght beacon-peri od=100
long-retry-limt=16 short-retry-limt=16 rts-threshol d=2312

fragnment ati on-t hreshol d=2312 j oi n-net =10s car d-t ype=PC4800A 3. 65

[adm n@M kroTi k] interface pc>

Interface status monitoring

[adm n@M kroTi k] interface pc> nonitor O
synchroni zed: no
associ ated: no
error-nunber: 0

[adm n@M kroTi k] interface pc>
Example

Suppose we want to configure the wireless interface to accomplish registration on the AP with a ssid 'mt'.
We need to change the value of ssid property to the corresponding value.

To view the results, we can use monitor feature.

[adm n@M kroTi k] interface pc> set 0 ssidl nt
[adm n@M kroTi k] interface pc> nonitor O
synchroni zed: yes
associ ated: yes
frequency: 2412MHz
data-rate: 11Moit/s
ssid: "nmt"
access-point: 00:02: 6F: 01: 5D: FE
access- poi nt - name: ""
signal -quality: 132
si gnal -strength: -82
error-nunber: 0
[adm n@M kroTi k] interface pc>

Troubleshooting
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Description

Keep in mind, that not all combinations of I/O base addresses and IRQs may work on particular
motherboard. It is recommended that you choose an IRQ not used in your system, and then try to find an
acceptable I/O base address setting. As it has been observed, the IRQ 5 and I/O 0x300 or 0x180 will work in
most cases.

* The driver cannot be loaded because other device uses the requested IRQ.
Try to set different IRQ using the DIP switches.

* The requested I/0 base address cannot be used on your motherboard.
Try to change the I/O base address using the DIP switches.

° The pc interface does not show up under the interfaces list
Obtain the required license for 2.4/5GHz Wireless Client feature.

° The wireless card does not register to the Access Point
Check the cabling and antenna alignment.

Application Examples

Point-to-Multipoint Wireless LAN

Let us consider the following network setup with CISCO/Aironet Wireless Access Point as a base station and
MikroTik Wireless Router as a dlient:
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R

Viireless
Accesspoint =< Internst
ssid: mt
frequency; 24472 Internet
address 10.1.1.250/24 'y Gateway
'y
2.4GHz \ 10.1.1.254
Wyireless Metwork 11Mbps
10.1.1.0/24 ! | |
Y interface aironet
| ssid1: mt
YWireless Router i mode: infrastruchure
[mikrotilk] address 10.1.1.12/24

interface Local
address 192 168 0 254724

Local Mebwork
192 168.0.0/24

YWyorkstation Laptop
192.168.0.1 192 168.0.2

The access point is connected to the wired network's HUB and has IP address from the network 10.1.1.0/24.
The minimum configuration required for the AP is:

1. Setting the Service Set Identifier (up to 32 alphanumeric characters). In our case we use ssid "mt".
2. Setting the allowed data rates at 1-11Mbps, and the basic rate at 1Mbps.

3. Choosing the frequency, in our case we use 2442MHz.
4

(For CISCO/Aironet Bridges only) Set Configuration/Radio/Extended/Bridge/mode=access_point. If you
leave it to 'bridge_only', it wont register clients.

S.  Setting the identity parameters Configuration/Ident: Inaddr, Inmask, and Gateway. These are required
if you want to access the AP remotely using telnet or http.

The IP addresses assigned to the wireless interface should be from the network 10.1.1.0/24:

[adm n@M kroTi k] ip address> add address 10.1.1.12/24 interface aironet
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
#  ADDRESS NETWORK BROADCAST | NTERFACE
0 10.1.1.12/24 10.1.1.0 10.1. 1. 255 ai ronet
1 192. 168. 0. 254/ 24  192.168.0.0 192. 168. 0. 255 Local

[adm n@M kroTi k] ip address>

The default route should be set to the gateway router 10.1.1.254 (! not the AP 10.1.1.250 !):
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[adm n@M kroTi k] ip route> add gateway=10.1. 1. 254

[adm n@M kroTi k] ip route> print

Flags: X - disabled, A - active, D - dynam c,

C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,

B bl ackhol e, U - unreachable, P - prohibit
# DST- ADDRESS PREF- SRC G GATEVAY DI STANCE | NTER. . .
0 ASO0.0.0.0/0 r 10.1.1.254 1 ai r onet
1 ADC 192.168. 0.0/ 24 192. 168. 0. 254 r 0.0.0.0 0 Local
2 ADC 10.1.1.0/24 10.1.1.12 r 0.0.0.0 0 ai r onet

[adm n@M kroTi k] ip route>
Point-to-Point Wireless LAN

Point-to-Point links provide a convenient way to connect a pair of clients on a short distance.

Let us consider the following point-to-point wireless network setup with two MikroTik wireless routers:

T

|Nternet

. Internet
interface Public I\ Wirslers Router Gateway

address'l[].'].'l.’lif?élmj [wnet_gw] =" 52,
_______ PR .

interface pc1

Y
ssid1: b_link , 2.4GHz
mode: ad-hoc \K']']MbDS
address 192 16811 .2/30 \\ intertacs. aironet

Wireless Metwork  Wireless Router
192 16811 .0/30 [mikrotik]

mode: ad-hoc
address 192 162.11.1/30

interface Local
address 192 163.0.254/24

i ssid1: b_link

Local Metworlk
192 168.0.0/24

Wyorkstation Laptop
19216801 19216802

To establish a point-to-point link, the configuration of the wireless interface should be as follows:

* A unique Service Set Identifier should be chosen for both ends, say "mt"
° A channel frequency should be selected for the link, say 2412MHz
* The operation mode should be set to ad-hoc

° One of the units (slave) should have wireless interface property join-net set to Os (never create a
network), the other unit (master) should be set to 1s or whatever, say 10s. This will enable the master
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unit to create a network and register the slave unit to it.

The following command should be issued to change the settings for the pc interface of the master unit:

n@ kroTi K]
... bitrate=auto
[ adm n@M kr oTi k]

[ adm interface pc> set 0 npde=ad- hoc ssidl=nt frequency=2442MHz \
\

i nterface pc>

For 10 seconds (this is set by the property join-net) the wireless card will look for a network to join. The
status of the card is not synchronized, and the green status light is blinking fast. If the card cannot find a
network, it creates its own network. The status of the card becomes synchronized, and the green status led
becomes solid.

The monitor command shows the new status and the MAC address generated:

[adm n@M kroTi k] interface pc> nonitor O

synchroni zed: yes
associ ated: yes
frequency: 2442MHz
data-rate: 11Moit/s
ssid: "nmt"
access-poi nt: 2E: 00: B8: 01: 98: 01
access- poi nt - nane: ""
signal -quality: 35
si gnal -strength: -62
error-nunmber: 0

[adm n@M kroTi k] interface pc>

The other router of the point-to-point link requires the operation mode set to ad-hoc, the System Service
Identifier set to 'mt, and the channel frequency set to 2412MHz. If the cards are able to establish RF
connection, the status of the card should become synchronized, and the green status led should become
solid immediately after entering the command:

[adm n@wmnet _gw] interface pc> set 0 npbde=ad-hoc ssidl=b_|ink frequency=2412M+#z \

\... bitrate=auto
[adm n@wmet _gw] interface pc> nonitor O

synchroni zed: yes
associ ated: no
frequency: 2442Mz
data-rate: 11Moit/s
ssid: "b_link"

access- poi nt:
access- poi nt - nane:

2E: 00: B8: 01: 98: 01

signal -quality: 131
signal -strength: -83
error-nunber: 0

[ adm n@wmet _gwi

i nterface pc>

As we see, the MAC address under the access-point property is the same as on the first router.

If desired, IP addresses can be assigned to the wireless interfaces of the pint-to-point linked routers using a
smaller subnet, say 30-bit one:

[adm n@M kr oTi k]
[ adm n@M kr oTi k]

i p address> add address 192.168. 11. 1/ 30 interface aironet
i p address> print

Flags: X - disabled, |I - invalid, D - dynamc
# ADDRESS NETWORK BROADCAST | NTERFACE
0 192.168.11. 1/ 30 192.168.11.0 192.168.11.3 ai ronet
1 192. 168. 0. 254/ 24 192.168.0.0 192. 168. 0. 255 Local

[adm n@M kroTi k] ip address>

The second router will have address 192.168.11.2. The network connectivity can be tested by using ping or
bandwidth test:
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[adm n@wmnet _gw] ip address> add address 192.168.11.2/30 interface aironet
[adm n@wmet _gw] ip address> print

Fl ags: X - disabled, I - invalid, D - dynanic
#  ADDRESS NETVORK BROADCAST | NTERFACE
0 192.168.11.2/30 192.168. 11. 0 192.168. 11. 3 ai r onet
1 10.1.1.12/ 24 10.1.1.0 10.1.1. 255 Publ i c

[adm n@wmnet _gw] ip address> /ping 192.168.11.1

192.168.11.1 64 byte ping: ttl=255 time=3 ns

192.168.11.1 64 byte ping: ttl=255 time=1 ns

192.168.11.1 64 byte ping: ttl=255 tine=1 ns

4 packets transmtted, 3 packets received, 25% packet | oss

round-trip mn/avg/mex = 1/1.5/3 s

[adm n@wmet _gw] interface pc> /tool bandw dth-test 192.168.11.1 protocol tcp

status: running
rx-current: 4.61Mops

r x- 10- second- aver age: 4. 25Mps
rx-total -average: 4.27Mps

[adm n@wmet _gw] interface pc> /tool bandw dth-test 192.168.11.1 protocol udp size 1500

status: running
rx-current: 5.64Mps

rx- 10- second- aver age: 5. 32Mops
rx-total -average: 4.87Mps

[adm n@wmet _gw] interface pc>
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Cyclades PC300 PCI Adapters

Document revision 1.3 (February 6, 2008, 2:58 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

The MikroTik RouterOS supports the following Cydades PC300 Adapter hardware:

* RSV/V.35 (RSV models) with 1 or 2 RS-232/V.35 interfaces on standard DB25/M.34 connector, 5Mbps,
internal or external clock

° T1/E1 (TE models) with 1 or 2 T1/E1/G.703 interfaces on standard RJ48C connector, Full/Fractional,
internal or external dock

° X.21 (X21 models) with 1 or 2 X.21 on standard DB-15 connector, 8Mbps, internal or external clock

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface cyclades

Standards and Technologies: X.21, X.35, TI/E1/G.703, Frame Relay, PPP, Cisco-HDLC
Hardware usage: Not significant

Synchronous Interface Configuration
Home menu level: /interface cyclades

Description

You can install up to four Cycdades PC300 PCI Adapters in one PC box, if you have so many adapter slots
and IRQs available.
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The Cydades PC300/RSV Synchronous PCI Adapter comes with a V.35 cable. This cable should work for all
standard modems, which have V.35 connections. For synchronous modems, which have a DB-25 connection,
you should use a standard DB-25 cable.

(onnect a communication device, e.g., a baseband modem, to the V.35 port and turn it on. The MikroTik
driver for the Cydades Synchronous PCI Adapter allows you to unplug the V.35 cable from one modem and
plug it into another modem with a different dock speed, and you do not need to restart the interface or
router.

Property Description

chdlc-keepalive (time; default: 10s) - Cisco-HDL C keepalive interval in seconds
clock-rate (integer; default: 64000) - internal clock rate in bps
clock-sour ce (internal | external | tx-internal; default: external) - source clock

frame-relay-dce (yes | no; default: no) - specifies whether the device operates in Data
Communication Equipment mode. The value yesis suitable only for T1 models

frame-relay-Imi-type (ans | ccitt; default: ansi) - Frame Relay Line Management Interface
Protocol type

framing mode (CRC4 | D4 | ESF | Non-CRC4 | Unframed; default: ESF) - for TI/E1 channels only.
The frame mode:

* CRC4 - Cyclic Redundancy Check 4-bit (E1 Signaling, Europe)

* D4 - Fourth Generation Channel Bank (48 Voice Channelson 2 T-1sor 1 T-1c)
» ESF - Extended Superframe Format

* Non-CRC4 - plain Cyclic Redundancy Check

» Unframed - do not check frame integrity

line-build-out (0dB | 7.5dB | 15dB | 22.5dB; default: 0) - for T1 channels only. Line Build Out
Signal Level.

line-code (AMI | B8ZS | HDB3 | NRZ; default: B8ZS) - for TL/EL channels only. Line modulation
method:

* AMI - Alternate Mark Inversion

* B8ZS - Binary 8-Zero Substitution

* HDB3 - High Density Bipolar 3 Code (ITU-T)

* NRZ - Non-Return-To-Zero
line-protocol (cisco-hdlc | frame-relay | sync-ppp; default: sync-ppp) - line protocol
media-type (E1| T1| V24 | V35 | X21; default: V35) - the hardware media used for thisinterface
mtu (integer; default: 1500) - Maximum Transmission Unit for the interface
name (name; default: cycladesN) - descriptive interface name

rx-sensitivity (long-haul | short-haul; default: short-haul) - for TI/E1 channels only. Numbers of
active channels (up to 32 for E1 and up to 24 for T1)

Troubleshooting
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Description

* The cyclades interface does not show up under the interfaces list
Obtain the required license for synchronous feature

° The synchronous link does not work
Check the V.35 cabling and the line between the modems. Read the modem manual

RSV/V.35 Synchronous Link Applications

Example

Let us consider the following network setup with MikroTik Router connected to a leased line with baseband
modems and a CISCO router at the other end:

@
interface Ethernetd

= address 10.1.1.12/24

Interface Sernald
address 1.1.1.2/32

Baseband Modern CISC0 V.3

aEsd m ii_lii'-'/

interface cyclades“l [MIkI’DTII{] Baseband Modem
address 1.1.1.1/32

interface ether?
address 10.0.0.254/24

av

10.0.0 0524

interface ether?
address 192 168.0.25424

LAMN
192.168.0 024

The driver for the Cydades PC300/RSV Synchronous PCI Adapter should load automatically. The interface
should be enabled according to the instructions given above. The IP addresses assigned to the cydades
interface should be as follows:

[adm n@M kroTi k] ip address> add address=1.1.1.1/32 interface=cycl adesl
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[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
#  ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 0. 0. 219/ 24 10.0.0.0 10. 0. 0. 255 et herl
1 1.1.1.1/32 1.1.1.1 1.1.1.1 cycl ades1
2 192. 168. 0. 254/ 24  192.168.0.0 192.168.0.255 ether2
[adm n@M kroTi k] ip address> /ping 1.1.1.2
1.1.1.2 64 byte ping: ttl=255 tine=12 ns
1.1.1.2 64 byte ping: ttl=255 tine=8 ns
1.1.1.2 64 byte ping: ttl=255 tine=7 s
3 packets transmtted, 3 packets received, 0% packet |oss
round-trip mn/avg/ max = 7/9.0/12 ns
[adm n@M kroTi k] ip address> /tool flood-ping 1.1.1.2 size=1500 count =50
sent: 50
recei ved: 50
mn-rtt: 1
avg-rtt: 1
max-rtt: 9

[adm n@M kroTi k] ip address>

Note that for the point-to-point link the network mask is set to 32 bits, the argument network is set to the
IP address of the other end, and the broadcast address is set to 255.255.255.255. The default route should
be set to gateway router 1.1.1.2:

[adm n@M kroTi k] ip route> add gateway=1.1.1.2 interface=cycl adesl

[adm n@M kroTi k] ip route> print
Flags: X - disabled, A - active, D - dynamc

C - connect, S - static, r - rip, b - bgp, o - ospf, m- mme,

B - bl ackhole, U - unreachable, P - prohibit

# DST- ADDRESS PREF- SRC G GATEVAY DI STANCE | NTER. . .
0OAS 0.0.0.0/0 r 1.1.1.2 1 cycl ades1
1 ADC 10.0.0.0/24 10. 0. 0. 219 r 0 etherl

2 ADC 192.168.0.0/24 192.168.0.254 r 0 et her 2

3 ADC 1.1.1.2/32 1.1.1.1 r 0 cycl ades1

[adm n@M kroTi k] ip route>

The configuration of the CISCO router at the other end (part of the configuration) is:

Cl SCO#show runni ng- confi g
Bui | di ng configuration..

Current configuration:

=
i nterface EthernetO

description connected to Ethernet LAN
i p address 10.1.1.12 255. 255. 255.0

|

interface Serial0
description connected to M kroTi k
ip address 1.1.1.2 255.255. 255. 252

serial restart-delay 1
I

ip cl assl ess
ip route 0.0.0.0 0.0.0.0 10.1.1.254
I

end
Cl SCO#
Send pi ng packets to the M kroTik router

CISCO#ping 1.1.1.1

Type escape sequence to abort.

Sendi ng 5, 100-byte ICWP Echos to 1.1.1.1, tineout is 2 seconds:
I

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/ 32/ 40 ns
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Driver Management
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This document applies to MikroTik RouterOS V3.0
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Description
General Information

Summary

Device drivers represent the software interface part of installed network devices. Some drivers are included
in the system software package and some in additional feature packages.

For complete list of supported devices and respective device driver nhames please consult the 'Related

Documents' section.

The device drivers for PCI, miniPCI, PC (PCMCIA) and CardBus cards are loaded automatically. Other
network interface cards (most ISA and PCI ISDN cards) require the device drivers to be loaded manually

using the /driver add command.

Users cannot add their own device drivers, only drivers included in the Mikrotik RouterOS software packages
can be used. If you need a support for a device, which hasn't a driver yet, you are welcome to suggest it at

suggestion page on our web site.
Home menu level: /driver

Standards and Technologies. PCI, | SA, PCMCI A, miniPCI, CardBus

Hardware usage: Not significant
Loading Device Drivers
Home menu level: /driver

Description
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In order to use network interface card which has a driver that is not loaded automatically, exempli gratia
NE2000 compatible ISA card, you need to add driver manually. This is accomplished by issuing add
command under the driver submenu level.

To see system resources occupied by the installed devices, use the [system resource io print and

/system resource irq print commands.

Property Description

io (integer) - input-output port base address

irq (integer) - interrupt request number

isdn-protocol (euro | german; default: euro) - line protocol setting for ISDN cards

memory (integer; default: 0) - shared memory base address
name (name) - driver name

Notes
Not all combinatios of irq and io base addresses might work on your particular system. It is recommended,
that you first find an acceptable irq setting and then try different i/o base addresses.

If you need to specify hexadecimal values instead of decimal for the argument values, put 0x before the
number.

To see the list of available drivers, issue the /driver add name ? command.
The resource list shows only those interfaces, which are enabled.

Typical io values for ISA cards are 0x280, 0x300 and 0x320
Example

To view the list of available drivers, do the following:

[admi n@M kroTi k] driver> add name ?
3c509 c¢101 |ance ne2k-isa pc-isa
[adm n@M kroTi k] driver> add nane

To see system resources occupied by the devices, use the /system resource io print and /system
resource irq print commands:

[adm n@M kroTi k] system resource> io print
RANGE OMNER

PORT-

0x20- 0x3F API C

0x40- OX5F timer

0x60- OX6F keyboard
0x80- Ox8F DVA

0xA0- 0xBF API C

0xC0- 0xDF DVA

0xF0- OxFF FPU

0x100- 0x13F [ prism_cs]
0x180- Ox1BF [ ori noco_cs]
0x1F0- Ox1F7 I DE 1
0x3D4- 0x3D5 [ cgal
0x3F6- 0x3F6 I DE 1
0x3F8- Ox3FF serial port
0xCF8- OxCFF [PCl conf1]
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0x1000- Ox10FF [ Nat i onal Sem conductor Corporation DP83815 (MacPhyter) Et...
0x1000- 0x10FF et herl

0x1400- Ox14FF [ Nat i onal Sem conductor Corporation DP83815 (MacPhyter) Et...
0x1400- Ox14FF et her 2

0x1800- 0x18FF PCl device 100b: 0511 (National Sem conductor Corporation)]
0x1C00- 0x1C3F PCl device 100b: 0510 (National Sem conductor Corporation)]
0x1C40- 0x1C7F PCl device 100b: 0510 (National Sem conductor Corporation)]
0x1C80- 0x1CBF PCl device 100b: 0515 (National Sem conductor Corporation)]
0x1CCO- 0x1CCF Nat i onal Seni conduct or Cor porati on SCx200 | DE]

0x4000- 0x40FF PCl CardBus #01]

0x4400- 0x44FF PCl Car dBus #01]

0x4800- 0x48FF PCl Car dBus #05]

0x4C00- 0x4CFF PCl Car dBus #05]

[adm n@M kroTi k] system resource> irq print
Fl ags: U - unused

[ RQ OANER
1 keyboard
2 AP| C
U3
4 serial port
U>5
U 6
U7
U8
9 et herl
10 ether2
11 [Texas Instruments PCl 1250 PC card Cardbus Controll er]
11 [Texas Instrunents PCl 1250 PC card Cardbus Controller (#2)]
11 [prisn2_cs]
11 [orinoco_cs]
12 [usb-ohci]
U 13

14 |1DE 1

[adm n@M kroTi k] system resource>

Suppose we need to load a driver for a NE2000 compatible ISA card. Assume we had considered the
information above and have checked avalable resources in our system. To add the driver, we must do the
following:

dmi n@M kroTi k] driver> add name=ne2k-i sa i 0=0x280
m n@ kroTi k] driver> print
s: | - invalid, D - dynanic
DRI VER IRQ 10O MEMORY | SDN- PROTOCCL
D Real Tek 8139
D Intel EtherExpressPro
D PClI NE2000
| SA NE2000 280
4 Moxa C101 Synchronous C8000
[adm n@M kroTi k] driver>

[a
[ ad
Fl a
#
0
1
2
3

Removing Device Drivers

Description
You can remove only statically loaded drivers, id est those which do not have the D flag before the driver
name. The device drivers can be removed only if the appropriate interface has been disabled.

To remove a device driver use the /driver remove command. Unloading a device driver is useful when you
swap or remove a network device - it saves system resources by avoiding to load drivers for removed
devices.

The device driver needs to be removed and loaded again, if some parameters (memory range, i/o base
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address) have been changed for the network interface card.

Notes on PCMCIA Adapters

Description

Currently only the following PCMCIA-ISA and PCMCIA-PCI adapters are tested to comply with MikroTik
RouterOS:

° RICOH PCMCIA-PCI Bridge with R5C475 II or RC476 II chip (one or two PCMCIA ports)
° CISCO/Aironet PCMCIA adapter (ISA and PCI versions) for CISCO/Aironet PCMCIA cards only

Other PCMCIA-ISA and PCMCIA-PCI adapters might not function properly.

Notes

The Ricoh adapter might not work properly with some older motherboards. When recognized properly by the
BIOS during the boot up of the router, it should be reported under the PCI device listing as "PCI/CardBus
bridge". Try using another motherboard, if the adapter or the PCMCIA card are not recognized properly.

The maximum number of PCMCIA ports for a single system is equal to 8. If you will try to install 9 or more
ports (no matter one-port or two-port adapters), no one will be recognized.

Troubleshooting

Description

° My router shows that the ISA interface is invalid
The system cannot load driver for the card. Try to specify different IO or IRQ number
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Ethernet Interfaces
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This document applies to MikroTik RouterOS V3.0

Table of Contents

Table of Contents
Genera Information

Summary
Specifications
Additional Documents
Ethernet Interface Configuration
Property Description
Command Description
Notes
Example
Monitoring the Interface Status
Property Description
Notes

Example
Troubleshooting

Description

General Information

Summary

MikroTik RouterOS supports various types of Ethernet Interfaces. The complete list of supported Ethernet
NICs can be found in the Device Driver List.

Specifications

Packages required: system

License required: level1

Home menu level: /interface ethernet

Standards and Technologies: | EEE 802.3
Hardware usage: Not significant

Additional Documents

o http://www.ethermanage.com/ethernet/ethernet.html

o http://www.dcs.gla.ac.uk/~liddellj/nct/ethernet_protocol.html

Ethernet Interface Configuration

Home menu level: /interface ethernet
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Property Description

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol

auto-negotiation (yes | no; default: yes) - when enabled, the interface "advertises' its maximum
capabilities to achieve the best connection possible

cable-setting (default | short | standard; default: default) - changes the cable length setting (only
applicable to NS DP83815/6 cards)

* default - suport long cables
« short - support short cables
* standard - same as default

disable-running-check (yes | no; default: yes) - disable running check. If this value is set to 'no’,
the router automatically detects whether the NIC is connected with a device in the network or not

full-duplex (yes | no; default: yes) - defines whether the transmission of data appears in two
directions simultaneously

mac-address (MAC address) - set the Media Access Control number of the card

mdix-enable (yes | no) - whether the MDI/X auto crosscable correction feature is enabled for the
port (if applicable)

mtu (integer; default: 1500) - Maximum Transmission Unit

name (name; default: etherN) - assigned interface name, whrere 'N' is the number of the ethernet
interface

speed (10 Mbps | 100 Mbps | 1 Gbps) - sets the data transmission speed of the interface. By default,
this value is the maximal data rate supported by the interface

Command Description

blink (name) - blink the port's LEDs for about 10 seconds. Useful if you want to discover, which of
the physical Ethernet portsis named as specified

reset-mac (name) - set the MAC address of the NIC to the factory default setting

Notes

When disable-running-check is set to no, the router automatically detects whether the NIC is connected
to a device in the network or not. When the remote device is not connected (the leds are not blinking), the
route which is set on the specific interface, becomes invalid.

Example

[admi n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running
# NAME

TYPE MIU
0 Xetherl et her 1500
[adm n@ kroTi k] > interface enable etherl
[adm n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running
# NAME TYPE MIU
0 Retherl et her 1500

[adm n@M kroTi k] > interface ethernet
[adm n@M kroTi k] interface ethernet> print
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Fl ags: X - disabled, R - running
# NAME MIU  MAC- ADDRESS ARP
0 Retherl 1500 00:0C: 42:03: 00: F2 enabl ed
[adm n@M kroTi k] interface ethernet> print detai
Fl ags: X - disabled, R - running
0 R nanme="ether1" ntu=1500 mac-address=00: 0C: 42: 03: 00: F2 ar p=enabl ed
di sabl e-runni ng- check=no aut o- negoti ati on=yes full - dupl ex=yes
cabl e-setti ngs=default ndi x-enabl e=yes speed=100Mops
[adm n@M kroTi k] interface ethernet>

Monitoring the Interface Status
Command name: /interface ethernet monitor

Property Description

auto-negotiation (done | incomplete) - fast link pulses (FLP) to the adjacent link station to
negotiate the SPEED and MODE of the link. Both stations choose the maximal speed boh support.

* done - negotiation done
* incomplete - negotiation failed

default-cable-setting (read-only: short | standard) - default cable length setting (only applicable to
NS DP83815/6 cards)

* short - support short cables
* standard - same as default

full-duplex (yes | no) - whether transmission of data occurs in two directions simultaneously
rate (10 Mbps | 100 Mbps | 1 Gbps) - the actual data rate of the connection

status (link-ok | no-link | unknown) - status of the interface, one of the:
* link-ok - the card is connected to the network

* no-link - the card is not connected to the network (cableis not plugged in or faulty)
» unknown - the connection is not recognized (if the card does not report connection status)

Notes

See the IP_Addresses and ARP section of the manual for information how to add IP addresses to the
interfaces.

Example

[adm n@M kroTi k] interface ethernet> nonitor etherl, ether2
status: |ink-ok |ink-ok
aut o- negoti ati on: done done
rate: 100Mops 100Mops
full -dupl ex: yes yes
def aul t - cabl e-setting: standard standard

Troubleshooting

Description
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° Interface monitor shows wrong information
In some very rare cases it is possible that the device driver does not show correct information, but it
does not affect the NIC's performance (of course, if your card is not broken)
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FarSync X.21 Interface
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Synchronous Link Applications
MikroTik router to MikroTik router
MikroTik router to MikroTik router P2P using X.21 line
MikroTik router to Cisco router using X.21 line
MikroTik router to MikroTik router using Frame Relay

General Information

Summary

The MikroTik RouterOS supports FarSync T-Series X.21 synchronous adapter hardware. These cards provide
versatile high performance connectivity to the Internet or to corporate networks over leased lines.

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface farsync

Standards and Technologies: X.21, Frame Relay, PPP
Hardware usage: Not significant

Additional Documents
. http://www.farsite.co.uk
Synchronous Interface Configuration

Home menu level: /interface farsync

Description
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You can change the interface name to a more descriptive one using the set command. To enable the
interface, use the enable command.

Property Description

clock-rate (integer; default: 64000) - the speed of internal clock

clock-sour ce (external | internal; default: external) - clock source

disabled (yes | no; default: yes) - shows whether the interface is disabled

frame-relay-dce (yes | no; default: no) - operate in Data Communications Equipment mode
frame-relay-Imi-type (ans | ccitt; default: ans) - Frame Relay Local Management I nterface type
hdlc-keepalive (time; default: 10s) - Cisco HDL C keepalive period in seconds

line-protocol (cisco-hdlc | frame-relay | sync-ppp; default: sync-ppp) - line protocol

media-type (V24 | V35 | X21; default: V35) - type of the media

mtu (integer; default: 1500) - Maximum Transmit Unit

name (name; default: farsyncN) - assigned interface name

Example

[adm n@M kroTi k] interface farsync> print
Flags: X - disabled, R - running
0 nane="farsyncl" mt u=1500 |i ne-protocol =sync-ppp nedi a-type=V35
cl ock-rat e=64000 cl ock-source=ext ernal chdl c-keepalive=10s
frame-rel ay-1 m -type=ansi frane-rel ay-dce=no

1 nane="farsync2" m u=1500 | i ne-protocol =sync- ppp nedi a-type=V35
cl ock-rat e=64000 cl ock-sour ce=ext ernal chdl c-keepal i ve=10s
frame-rel ay-1 m -type=ansi frane-rel ay-dce=no

[adm n@M kroTi k] i nterface farsync>

You can monitor the status of the synchronous interface:

[adm n@M kroTi k] interface farsync> nonitor 0
card-type: T2P FarSync T-Series
state: running
firmware-id: 2
firmnvare-version: 0.7.0
physi cal - medi a: V35
cabl e: detected
cl ock: not-detected
i nput -si gnal s: CTS
out put -si gnal s: RTS DIR
[adm n@M kroTi k] interface farsync>

Troubleshooting

Description

° The farsync interface does not show up under the interface list
Obtain the required license for synchronous feature

° The synchronous link does not work
Check the cabling and the line between the modems. Read the modem manual
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Synchronous Link Applications

MikroTik router to MikroTik router

Let us consider the following network setup with two MikroTik routers connected to a leased line with
baseband modems:

Internet

interface Public
address 10.1.1.12424

Tl vd =

Baseband Moderm

v.in .
interface farsync MlikeraTik

_ _ address 1.1.1.1/32 ’ _____________
interface ether? — interface ether
address 10.0.0.254/24 address 192 168.0.254724
AN LAMN
10.0.0024 192.168.00/24

The interface should be enabled according to the instructions given above. The IP addresses assigned to
the synchronous interface should be as follows:

[adm n@M kroTi k] ip address> add address=1.1.1.1/32 interface=farsyncl \
\... network=1.1.1. 2 broadcast=255. 255. 255. 255

[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc

#  ADDRESS NETWORK BROADCAST | NTERFACE
0 10.0.0. 254/ 24 10. 0. 0. 254 10. 0. 0. 255 et her 2

1 192. 168. 0. 254/ 24  192.168.0.254 192.168.0.255 etherl

2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 farsyncl
adm n@J kroTi k] ip address> /ping 1.1.1.2

1.1.2 64 byte ping: ttl=255 tinme=31 ns

1.1.2 64 byte ping: ttl=255 tinme=26 ns

1.1.2 64 byte ping: ttl=255 tinme=26 ns

packets transmtted, 3 packets received, 0% packet |oss
ound-trip mn/avg/ max = 26/27.6/31 ns

adm n@M kroTi k] i p address>

[
1
1
1
3
:
[
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Note that for the point-to-point link the network mask is set to 32 bits, the argument network is set to the
IP address of the other end, and the broadcast address is set to 255.255.255.255. The default route should
be set to the gateway router 1.1.1.2:

[adm n@M kroTi k] ip route> add gateway 1.1.1.2

[admi n@M kroTi k] ip route> print
Flags: X - disabled, A - active, D - dynanic,

C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,
B - bl ackhole, U - unreachable, P - prohibit
# DST- ADDRESS PREF- SRC G GATEVWAY DI STANCE | NTER. . .
0OAS 0.0.0.0/0 r 1.1.1.2 1 farsyncl
1 ADC 10.0.0.0/24 10. 0. 0. 254 r 0 et her 2
2 ADC 192.168.0.0/24 192.168.0.254 r 0 etherl
3 ADC 1.1.1.2/32 1.1.1.1 r 0 farsyncl
[adm n@M kroTi k] ip route>

The configuration of the MikroTik router at the other end is similar:

[adm n@M kroTi k] ip address> add address=1.1.1.2/32 interface=fsync \
\... network=1.1.1.1 broadcast=255. 255. 255. 255
[adm n@M kroTi k] ip address> print

Fl ags: X - disabled, I - invalid, D - dynanmic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.1.1.12/ 24 10.1.1.12 10.1.1. 255 Publ i c

1 1.1.1.2/32 1.1.1.1 255. 255. 255. 255 fsync
[adm n@M kroTi k] ip address> /ping 1.1.1.1
1.1.1.1 64 byte ping: ttl=255 tine=31 ns
1.1.1.1 64 byte ping: ttl=255 tine=26 ns
1.1.1.1 64 byte ping: ttl=255 tine=26 ns
3 packets transmtted, 3 packets received, 0% packet |oss
round-trip m n/avg/ max = 26/27.6/31 ns
[adm n@M kroTi k] ip address>

MikroTik router to MikroTik router P2P using X.21 line

(onsider the following example:

Headquarters Remaote
famynzi Oiffi
1112032 Ice
e netwoi=1.1.1.1
farmynct
1.1.1.1/32
network=1.1.1.2

II..-—-
—

=

The default value of the property clock-source must be changed to internal for one of the cards. Both
cards must have media-type property set to X21.

IP address configuration on both routers is as follows (by convention, the routers are named hq and office
respectively):
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[adm n@q] ip address> pri

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWWORK BROADCAST | NTERFACE
0 192. 168.0. 1/ 24 192.168.0.0 192. 168. 0. 255 et her1
1 1.1.1.1/32 1.1.1.2 1.1.1.2 farsyncl

[adm n@q] ip address>
[adm n@ffice] ip address>

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWWORK BROADCAST | NTERFACE
0 10.0.0. 112/ 24 10.0.0.0 10. 0. 0. 255 et her1
1 1.1.1.2/32 1.1.1.1 1.1.1.1 farsyncl

[adm n@ffice] ip address>
MikroTik router to Cisco router using X.21 line

Assume we have the following configuration:

MT
router

famynci
1111724
line-protocol=cisco hdo

ID |SD D senald
router

The configuration of MT router is as follows:

[adm n@M kroTi k] interface farsync> set farsyncl |ine-protocol =cisco-hdlc \
\... nedia-type=X21 cl ock-source=i nter nal

[adm n@M kroTi k] interface farsync> enable farsyncl

[adm n@M kroTi k] interface farsync> print
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Flags: X - disabled, R - running
0 R name="farsyncl" ntu=1500 | i ne-protocol =ci sco-hdl c nedi a-type=X21
cl ock-rat e=64000 cl ock-source=i nternal chdl c-keepalive=10s
frame-rel ay-1m -type=ansi frane-rel ay-dce=no

1 X nanme="farsync2" ntu=1500 |i ne-protocol =sync-ppp nedi a-type=V35
cl ock-rat e=64000 cl ock-sour ce=ext ernal chdl c-keepal i ve=10s
frame-rel ay-1m -type=ansi frane-rel ay-dce=no
[adm n@M kroTi k] interface farsync>
[adm n@M kroTi k] interface farsync> /ip address add=address=1.1.1.1/24 \
\... interface=farsyncl

The essential part of the configuration of Cisco router is provided below:

interface Serial 0

ip address 1.1.1.2 255.255.255.0
no i p route-cache

no i p nroute-cache

no fair-queue

|

i p classless

iproute 0.0.0.0 0.0.0.0 1.1.1.1

MikroTik router to MikroTik router using Frame Relay

(onsider the following example:

Headquarters

H I_ —
ji=
=

The default value of the property clock-source must be changed to internal for one of the cards. This
card also requires the property frame-relay-dce set to yes. Both cards must have media-type property
set to X21 and the line-protocol set to frame-relay.

Now we need to add pvc interfaces:

[admi n@q] interface pvc> add dlci =42 interface=farsyncl
[admi n@q] interface pvc> print
Fl ags: X - disabled, R - running
# NAVE MIU DLCl | NTERFACE

0 X pvcl 1500 42 farsyncl
[adm n@nqg] interface pvc>

Similar routine has to be done also on office router:
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[adm n@ffice] interface pvc> add dlci =42 interface=farsyncl
[adm n@ffice] interface pvc> print
Flags: X - disabled, R - running
# NAME MIU DLCl | NTERFACE
0 X pvcl 1500 42 farsyncl
[adm n@ffice] interface pvc>

Finally we need to add IP addresses to pvc interfaces and enable them.

On the hq router:

[adm n@q] interface pvc> /ip addr add address 2.2.2.1/24 interface pvcl
[admi n@q] interface pvc> /ip address print

Fl ags: X - disabled, | - invalid, D - dynanmic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.0.0. 112/ 24 10.0.0.0 10. 0. 0. 255 et her1l
1 192.168.0. 1/ 24 192.168.0.0 192. 168. 0. 255 et her 2
2 2.2.2.1/ 24 2.2.2.0 2.2.2.255 pvcl

[adm n@q] interface pvc> enable 0O
[adm n@q] interface pvc>

and on the office router:

[adm n@ffice] interface pvc> /ip addr add address 2.2.2.2/24 interface pvcl
[admi n@ffice] interface pvc> /ip address print

Fl ags: X - disabled, | - i1nvalid, D- dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 0. 0. 112/ 24 10.0.0.0 10. 0. 0. 255 et herl
1 2.2.2.2/24 2.2.2.0 2.2.2.255 pvcl

[adm n@ffice] interface pvc> enable O
[adm n@ffice] interface pvc>

Now we can monitor the synchronous link status:

[admi n@q] interface pvc> /ping 2.2.2.2

2.2.2.2 64 byte ping: ttl=64 tinme=20 ns

2.2.2.2 64 byte ping: ttl=64 tinme=20 ns

2.2.2.2 64 byte ping: ttl=64 tinme=21 ns

2.2.2.2 64 byte ping: ttl=64 tinme=21 ns

4 packets transmtted, 4 packets received, 0% packet |oss
round-trip nln/avg/nax = 20/20.5/21 s

[adm n@q] interface pvc> /interface farsync nmonitor O

card-type: T2P FarSync T-Series
state: runni ng-normal |y
firmvare-id: 2
firmvare-version: 1.0.1
physi cal : X 21
cabl e: detected
cl ock: detected
i nput - si gnal s: CTS
out put - si gnal s: RTS, DTR
[adm n@q] interface pvc>
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Description

General Information

Summary

Frame Relay is a multiplexed interface to packet switched network and is a simplified form of Packet
Switching similar in principle to X.25 in which synchronous frames of data are routed to different
destinations depending on header information. Frame Relay uses the synchronous HDLC frame format.

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface pvc

Standards and Technologies: Frame Relay (RFC1490)
Hardware usage: Not significant

Description

To use Frame Relay interface you must have already working synchronous interface. Please read how to set
up your synchronous boards with MikroTik RouterOS first.

Additional Documents
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o Frame Relay Forum

o http://www2.rad.com/networks/1994/fram rel/frame.htm

Configuring Frame Relay Interface
Home menu level: /interface pvc

Description
To configure frame relay, at first you should set up the synchronous interface, and then the PVC interface.

Property Description

dlci (integer; default: 16) - Data Link Connection Identifier assigned to the PV C interface
interface (name) - Frame Relay interface

mtu (integer; default: 1500) - Maximum Transmission Unit of an interface

name (name; default: pvcN) - assigned name of the interface

Notes

A DLCI is a channel number (Data Link Connection Identifier) which is attached to data frames to tell the
network how to route the data. Frame Relay is "statistically multiplexed"”, which means that only one frame
can be transmitted at a time but many logical connections can co-exist on a single physical line. The DLCI
allows the data to be logically tied to one of the connections so that once it gets to the network, it knows
where to send it.

Frame Relay Configuration

Example with Cyclades Interface

Let us consider the following network setup with MikroTik router with Cyclades PC300 interface connected to
a leased line with baseband modems and a Cisco router at the other end.

[adm n@M kroTi k] ip address> add interface=pvcl address=1.1.1.1/24
[adm n@M kroTi k] ip address> print

Fl ags: X - disabled, I - invalid, D - dynanic
#  ADDRESS NETVORK BROADCAST | NTERFACE
0 1.1.1.1/24 1.1.1.0 1.1.1.255 pvcl

[adm n@M kroTi k] ip address>
PVC and Cyclades interface configuration

° Cyclades

[adm n@M kroTi k] interface cycl ades> print
Flags: X - disabled, R - running
0 R nanme="cycl ades1" ntu=1500 | i ne-protocol =frane-relay nedi a-type=V35
cl ock-rat e=64000 cl ock-source=external |ine-code=B8ZS framn ng- nbde=ESF
| i ne-bui | d-out=0dB rx-sensitivity=short-haul frame-relay-Im-type=ans
frame-rel ay-dce=no chdl c- keepal i ve=10s
[adm n@M kroTi k] interface cycl ades>
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¢ PVC

[admi n@M kroTi k] interface pvc> print
Fl ags: X - disabled, R - running
# NAME MIU DLCl | NTERFACE
0 R pvcil 1500 42 cycl ades1
[adm n@M kroTi k] interface pvc>

° Cisco router setup
Cl SCO# show runni ng-config

Bui | di ng configuration..

Current configuration...

-
i p subnet-zero

no i p domai n-| ookup
frame-relay swtching
|

interface Ethernet0

description connected to Ethernet LAN
i p address 10.0. 0. 254 255. 255. 255. 0
|

interface Serial O

description connected to |nternet
no i p address

encapsul ation franme-relay | ETF
serial restart-delay 1
frame-relay | ni-type ansi
frame-relay intf-type dce

I

interface Serial 0.1 point-to-point
ip address 1.1.1.2 255.255.255.0
no arp frame-rel ay

frame-relay interface-dlci 42

!
end.

Send ping to MikroTik router
Cl SCO#ping 1.1.1.1

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 1.1.1.1, tinmeout is 2 seconds:
1

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/ 31/ 32 ns
Cl sco#

Example with MOXA Interface

Let us consider the following network setup with MikroTik router with MOXA C502 synchronous interface
connected to a leased line with baseband modems and a Cisco router at the other end.

[adm n@M kroTi k] ip address> add interface=pvcl address=1.1.1.1/24
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWORK BROADCAST | NTERFACE
0 1.1.1.1/24 1.1.1.0 1.1.1.255 pvcl

[adm n@M kroTi k] ip address>
PVC and Moxa interface configuration

° Moxa
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[adm n@M kroTi k] interface npbxa-c502> print
Flags: X - disabled, R - running
0 R nanme="nobxal" ntu=1500 | i ne-protocol =frane-relay cl ock-rate=64000
cl ock-source=external frame-relay-Im-type=ansi frane-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nt erval =10s

1 X nane="noxa-c502-2" ntu=1500 |i ne-protocol =sync-ppp cl ock-rat e=64000
cl ock-source=external frane-relay-Inm-type=ansi frame-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nt erval =10s

[adm n@M kroTi k] interface noxa-c502>

* PVC

[adm n@M kroTi k] interface pvc> print
Flags: X - disabled, R - running
# NAMVE MIU DLCl | NTERFACE
0 R pvcl 1500 42 noxal
[adm n@M kroTi k] interface pvc>

Cl SCO router setup
Cl SCO# show runni ng-config
Bui | di ng configuration...

Current configuration...

ip subnet - zero

no i p donai n-1 ookup
frame-relay sw tching
|

interface Ethernet0

description connected to EthernetLAN
i p address 10.0. 0. 254 255. 255. 255. 0

|

interface Serial O
description connected to |nternet
no i p address
encapsul ation frame-relay | ETF
serial restart-delay 1
frame-relay | m-type ansi
frame-relay intf-type dce

|

interface Serial0.1 poi nt -t 0- poi nt
ip address 1.1.1.2 255.255.255.0
no arp frame-rel ay

frame-relay interface-dlci 42
!

end.
Send ping to M kroTi k router
ClSCO#ping 1.1.1.1

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICMP Echos to 1.1.1.1, tineout is 2 seconds:
111l

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/31/32 s
Cl SCo#

Example with MikroTik Router to MikroTik Router

Let us consider the following example:
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R1 R2
IP address: 4.4.4.1/24 IP address: 4.4.4.2/24

In this example we will use two Moxa C101 synchronous cards.

Do not forget to set line-protocol for synchronous interfaces to frame-relay. To achieve proper result,
one of the synchronous interfaces must operate in DCE mode:

[admi n@ 1] interface nbxa-cl01> set O frame-rel ay-dce=yes
[admi n@1] interface nbxa-cl101> print
Fl ags: X - disabled, R - running
0 R name="noxa-cl101-1" ntu=1500 | i ne-protocol =franme-relay cl ock-rate=64000
cl ock-source=external frame-relay-Im-type=ansi frane-rel ay-dce=yes
ci sco- hdl c- keepal i ve-i nt erval =10s i gnor e-dcd=no
[adm n@ 1] interface nbxa-cl1l01>

Then we need to add PVC interfaces and IP addresses.

On the R1:

[adm n@1] interface pvc> add dl ci =42 interface=noxa-c101-1
[admi n@1] interface pvc> print
Flags: X - disabled, R - running
# NAMVE MIU DLCl | NTERFACE
0 X pvcl 1500 42 noxa- c101-1
[adm n@1] interface pvc> /ip address add address=4.4.4.1/24 interface=pvcl

on the R2:

[adm n@2] interface pvc> add dl ci =42 interface=npbxa-c101-1
[admi n@2] interface pvc> print
Fl ags: X - disabled, R - running
# NAME MIU DLCl | NTERFACE
0 X pvcl 1500 42 nmoxa- c101-1
[admi n@2] interface pvc> /ip address add address 4.4.4.2/24 interface=pvcl

Finally, we must enable PVC interfaces:

[admi n@1] interface pvc> enable pvcl
[admi n@ 1] interface pvc>
[admi n@2] interface pvc> enable pvcl
[adm n@2] interface pvc>

Troubleshooting

Description

* I cannot ping through the synchronous frame relay interface between MikroTik router and
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a Cisco router
Frame Relay does not support address resolving and IETF encapsulation should be used. Please check
the configuration on the Cisco router
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General Information

Summary

MikroTik RouterOS supports a variety of Network Interface Cards as well as some virtual interfaces (like
Bonding, Bridge, VLAN etc.). Each of them has its own submenu, but there is also a list of all interfaces
where some common properties can be configured.

Description
The Manual describes general settings of MikroTik RouterQOS interfaces.

Interface Status
Home menu level: /interface
Property Description

mtu (integer) - maximum transmission unit for the interface (in bytes)
name (text) - the name of the interface

type (read-only: arlan | bonding | bridge | cyclades | eoip | ethernet | farsync | ipip | isdn-client |
isdn-server | 12tp-client | 12tp-server | moxa-c101 | moxa-c502 | mtsync | pc | ppp-client | ppp-server |
pppoe-client | pppoe-server | pptp-client | pptp-server | pvc | radiolan | sbe | vian | wavelan | wireless
| xpeed) - interface type

Example

To see the list of all available interfaces:
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[adm n@M kroTi k] interface> print
Flags: X - disabled, D - dynamc, R - running

# NANE TYPE MruU
0 Retherl et her 1500
1 R bridgel bri dge 1500
2 R ether2 et her 1500
3 R wanl w an 1500
[adm n@M kroTi k] interface>

Traffic Monitoring
Command name: /interface monitor-traffic

Description
The traffic passing through any interface can be monitored.

Property Description

recelved-bits-per-second (read-only: integer) - number of bits that interface has received in one
second

received-packets-per-second (read-only: integer) - number of packets that interface has received
in one second

sent-bits-per-second (read-only: integer) - number of bits that interface has sent in one second

sent-packets-per-second (read-only: integer) - number of packets that interface has sent in one
second

Notes

One or more interfaces can be monitored at the same time.

To see overall traffic passing through all interfaces at time, use aggregate instead of interface name.
Example

Multiple interface monitoring:

/interface nonitor-traffic etherl, aggregate
recei ved- packet s- per - second: 11
recei ved- bi t s- per-second: 4. 39bps 6. 19kbps
sent - packet s- per-second: 16 17
sent - bi t s- per-second: 101kbps 101kbps
-- [Qquit|D dunmp| Gz pause]
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GPRS PCMCIA

Document revision 1.1 (February 6, 2008, 2:56 GMT)
This document applies to MikroTik RouterOS V3.0

Table of Contents

Table of Contents

How to make a GPRS connection
Description
Example

How to make a GPRS connection

Description

Let us consider a situation that you are in a place where no internet connection is available, but you have
access to your mobile network provider. In this case you can connect MikroTik router to your mobile phone
provider using GPRS (General Packet Radio Service) and so establish an internet connection.

Example

* Plug the GPRS PCMCIA card (with your SIM card) into the router, turn on the router and after it has
started, see if a new port has appeared. In this case it is the seriall port which is our GPRS device:

[adm n@M kroTi k] port> print

# NAMVE USED- BY BAUD- RATE
0 serialO Seri al Consol e 115200
1 seriall 9600

[adm n@M kr oTi k] port>

* Enter the pin code from serial-terminal (in this case, PIN code is 3663) :

/system serial -term nal seriall

AT+CPI N="3663"

Now you should see OK on your screen. Wait for about 5 seconds and see if the green led started to
blink. Press Ctrl+Q to quit the serial-terminal.

° Change remote-address in /ppp profile, in this case to 212.93.96.65 (you should obtain it from your
mobile network operator):
I ppp profile set default renote-address=212.93. 96. 65

° Add a ppp dlient:

/interface ppp-client add di al - conmand=ATD phone=*99*** 1# \
\... nmodeminit="AT+CGDCONT=1,\"I P\" , \"internet\"" port=seriall

* Now enable the interface and see if it is connected:

[adm n@M kroTi k] interface ppp-client> enable 0
[adm n@M kroTi k] interface ppp-client> no 0
status: dialing...
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status: |ink established

status: authenticated
uptinme: Os
idle-tinme: Os

status: authenticated
uptinme: 1s
idle-tinme: 1s

status: connected
uptinme: 2s
ide-tine: 2s
[adm n@M kroTi k] interface ppp-client>

Check the IP addresses:
[adm n@M kroTi k] ip address> print
Fl ags: X - disabled, I - invalid, D - dynamic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 192. 168. 0. 5/ 24 192.168.0.0 192. 168. 0. 255 et herl
1 D 10. 40. 205. 168/ 32 212.93. 96. 65 0.0.0.0 ppp-out 1

[adm n@M kroTi k] ip address>
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ISDN Examples
ISDN Dial-out
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General Information

Summary

The MikroTik router can act as an ISDN dient for dialing out, or as an ISDN server for accepting incoming
calls. The dial-out connections may be set as dial-on-demand or as permanent connections (simulating a
leased line). The remote IP address (provided by the ISP) can be used as the default gateway for the
router.

Specifications

Packages required: isdn, ppp

License required: level1

Home menu level: /interface isdn-server, /interface isdn-client
Standards and Technologies: PPP (REC 1661)

Hardware usage: Not significant
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Additional Documents

o PPP over ISDN
. RFC3057 - ISDN Q.921-User Adaptation Layer

ISDN Hardware and Software Installation
Command name: /driver add

Description

Please install the ISDN adapter into the PC accordingly the instructions provided by the adapter
manufacturer.

Appropriate packages have to be downloaded from MikroTik web page http://www.mikrotik.com. After all,
the ISDN driver should be loaded using the /driver add command.

MikroTik RouterOS supports passive PCI adapters with Siemens chipset:

° Eicon. Diehl Diva - diva

° Sedlbauer Speed - sedlbauer

° ELSA Quickstep 1000 - quickstep
* NETjet - netjet

* Teles - teles

* Dr. Neuhaus Niccy - niccy

* AVM - avm

o Gazel - gazel

° HFC 2BDS0 based adapters - hfc
° W6692 based adapters - w6692

For example, for the HFC based PCI card, it is enough to use /driver add name=hfc command to get the
driver loaded.

Note! ISDN ISA adapters are not supported!

Property Description

isdn-protocol (euro | german; default: euro) - data channel protocol
name (name) - name of the driver

ISDN Channels

ISDN channels are added to the system automatically when the ISDN card driver is loaded. Each channel
corresponds to one physical 64K ISDN data channel.
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The list of available ISDN channels can be viewed using the /isdn-channels print command. The channels
are named channell, channel2, and so on. E.g., if you have two ISDN channels, and one of them
currently used by an ISDN interface, but the other available, the output should look like this:

[adm n@ kr oTi k] isdn-channel s> print
Fl ags: X - disabled, E - exclusive

# NANVE CHANNEL DIR . TYPE PHONE
0 channel 1 0
1 channel 2 1

[adm n@M kr oTi k] isdn-channel s>

ISDN channels are very similar to PPP serial ports. Any number of ISDN interfaces can be configured on a
single channel, but only one interface can be enabled for that channel at a time. It means that every ISDN
channel is either available or used by an ISDN interface.

MSN and EAZ numbers

In Euro-ISDN a subscriber can assign more than one ISDN number to an ISDN line. For example, an ISDN
line could have the numbers 1234067 and 1234068. Each of these numbers can be used to dial the ISDN
line. These numbers are referred to as Multiple Subscriber Numbers (MSN).

A similar, but separate concept is EAZ numbering, which is used in German ISDN networking. EAZ number
can be used in addition to dialed phone number to specify the required service.

For dial-out ISDN interfaces, MSN/EAZ number specifies the outgoing phone number (the calling end). For
dial-in ISDN interfaces, MSN/EAZ number specifies the phone number that will be answered. If you are
unsure about your MSN/EAZ numbers, leave them blank (it is the default).

For example, if your ISDN line has numbers 1234067 and 1234068, you could configure your dial-in server
to answer only calls to 1234068 by specifying 1234068 as your MSN number. In a sense, MSN is just your
phone number.

ISDN Client Interface Configuration
Home menu level: /interface isdn-client

Description

The ISDN dient is used to connect to remote dial-in server (probably ISP) via ISDN. To set up an ISDN
dial-out connection, use the ISDN dial-out configuration menu under the submenu.

Property Description

add-default-route (yes | no; default: no) - add default route to remote host on connect

allow (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl, chap, pap) -
the protocol to alow the client to use for authentication

bundle-128K (yes | no; default: yes) - use both channels instead of just one
dial-on-demand (yes | no; default: no) - use dialing on demand

|2-protocol (hdic | x75i | X75ui | x75bui; default: hdlc) - level 2 protocol to be used
mru (integer; default: 1500) - Maximum Receive Unit
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msn (integer; default: " ") - MSN/EAZ of ISDN line provided by the line operator
mtu (integer; default: 1500) - Maximum Transmission Unit

name (name; default: isdn-outN) - interface name

password (text) - password that will be provided to the remote server

phone (integer; default: " ") - phone number to dial

profile (name; default: default) - profile to use when connecting to the remote server
use-peer-dns (yes | no; default: no) - use or not peer DNS

user (text) - user name that will be provided to the remote server

Example

ISDN dlient interfaces can be added using the add command:

[adm n@M kroTi k] interface isdn-client> add nsn="142" user="test" \

\... password="test" phone="144" bundl e- 128K=no

[adm n@M kroTi k] interface isdn-client> print

Fl ags: X - disabled, R - running

0 X name="isdn-out1" ntu=1500 nru=1500 msn="142" user="test"

password="test" profil e=default phone="144" |2-protocol =hdl c
bundl e- 128K=no di al - on- demand=no add- def aul t - r out e=no use- peer - dns=no

[adm n@M kroTi k] interface isdn-client>

ISDN Server Interface Configuration
Home menu level: /interface isdn-client

Description
ISDN server is used to accept remote dial-in connections form ISDN clients.

Property Description

authentication (pap | chap | mschapl | mschap2; default: mschap2, mschapl, chap, pap) - used
authentication

bundle-128K (yes | no; default: yes) - use both channels instead of just one
[2-protocol (hdic | x75i | X75ui | x75bui; default: hdlc) - level 2 protocol to be used
mru (integer; default: 1500) - Maximum Receive Unit

msn (integer; default: " ") - MSN/EAZ of ISDN line provided by the line operator
mtu (integer; default: 1500) - Maximum Transmission Unit

name (name; default: isdn-inN) - interface name

phone (integer; default: " ") - phone number to dial

profile (name; default: default) - profile to use when connecting to the remote server

Example

ISDN server interfaces can be added using the add command:

[adm n@M kroTi k] interface isdn-server> add nsn="142" bundl e- 128K=no
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[adm n@M kroTi k] interface isdn-server> print
Flags: X - disabled, R - running
0 X name="isdn-inl" ntu=1500 nru=1500 nmsn="142"
aut henti cati on=nschap2, chap, pap profil e=default | 2-protocol =x75bui
bundl e- 128K=no
[adm n@M kroTi k] interface isdn-server>

ISDN Examples

ISDN Dial-out

Dial-out ISDN connections allow a local router to connect to a remote dial-in server (ISP's) via ISDN.

Let's assume you would like to set up a router that connects your local LAN with your ISP via ISDN line. First
you should load the corresponding ISDN card driver. Supposing you have an ISDN card with a
W6692-based chip:

[admi n@M kroTi k] > /driver add nanme=w6692
Now additional channels should appear. Assuming you have only one ISDN card driver loaded, you should
get following:

[adm n@M kr oTi k] isdn-channel s> print
Fl ags: X - disabled, E - exclusive

# NAMVE CHANNEL DR . TYPE PHONE
0 channel 1 0
1 channel 2 1

[ adm n@M kr oTi k] i sdn-channel s>

Suppose you would like to use dial-on-demand to dial your ISP and automatically add a default route to it.
Also, you would like to disconnect when there is more than 30s of network inactivity. Your ISP's phone
number is 12345678 and the user name for authentication is ‘john'. Your ISP assigns IP addresses
automatically. Add an outgoing ISDN interface and configure it in the following way:

[admi n@n krotik]> /interface isdn-client add nanme="i sdn-i sp" phone="12345678"
user ="j ohn" passwor d="31337!)" add-default-route=yes dial - on-demand=yes
[adm n@ kroTi k] > /interface isdn-client print
Fl ags: X - disabled, R - running
0 X name="isdn-isp" ntu=1500 nru=1500 msn="" user="j ohn" password="31337!)"
profil e=default phone="12345678" | 2-prot ocol =hdl ¢ bundl e- 128K=no
di al - on- demand=yes add- def aul t -r out e=yes use- peer - dns=no

(Gonfigure PPP profile.
[adm n@M kr oTi k] ppp profile> print
Flags: * - default
0 * name="defaul t" use-conpressi on=default use-vj-conpressi on=def aul t
use-encrypti on=default only-one=default change-tcp-nmss=yes
1 * name="defaul t-encryption” use-conpressi on=def aul t
use-vj - conpr essi on=defaul t use-encrypti on=yes onl y- one=def aul t
change-t cp- nes=yes
[adm n@M kroti k] ppp profile> set default idle-tineout=30s

If you would like to remain connected all the time, i.e., as a leased line, then set the idle-timeout to Os.

All that remains is to enable the interface:

[adm n@M kroTi k] /interface set isdn-isp disabl ed=no

You can monitor the connection status with the following command:
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[adm n@ kroTi k] /interface isdn-client nmonitor isdn-isp
ISDN Dial-in

Dial-in ISDN connections allow remote clients to connect to your router via ISDN.

Let us assume you would like to configure a router for accepting incoming ISDN calls from remote dlients.
You have an Ethernet card connected to the LAN, and an ISDN card connected to the ISDN line. First you
should load the corresponding ISDN card driver. Supposing you have an ISDN card with an HFC chip:

[adm n@M kroTi k] /driver add name=hfc

Now additional channels should appear. Assuming you have only one ISDN card driver loaded, you should
get the following:

[adm n@M kr oTi k] isdn-channel s> print
Fl ags: X - disabled, E - exclusive

# NANVE CHANNEL DR . TYPE PHONE
0 channel 1 0
1 channel 2 1

[adm n@M kr oTi k] i sdn-channel s>

Add an incoming ISDN interface and configure it in the following way:

[adm n@M kroTi k] interface isdn-server> add nsn="7542159" \
\... authenticati on=chap, pap bundl e- 128K=no
[adm n@M kroTi k] interface |sdn-server> print
Fl ags: X - disabl ed
0 X nanme="isdn-inl" nmtu=1500 nru=1500 nmsn="7542159" aut henti cati on=chap, pap
profil e=default |2-protocol =hl dc bundl e- 128K=no

Configure PPP settings and add users to router's database.

[adm n@M kroTi k] ppp profile> print
Fl ags: * - default
0 * name="defaul t" use-conpressi on=default use-vj-conpressi on=def aul t
use-encrypti on=default only-one=default change-tcp-nmss=yes

1 * nane="defaul t-encryption" use-conpressi on=def aul t
use-vj - conpr essi on=defaul t use-encrypti on=yes onl y- one=def aul t
change-t cp- nes=yes
[adm n@M kroti k] ppp profile> set default idle-tineout=5s |ocal-address=10.99.8.1 \
\... renote-address=10.9.88.1

Add user 'john' to the router's user database. Assuming that the password is '31337!)":
[adm n@M kroTi k] ppp secret> add nane=j ohn password="31337!)" service=i sdn
[ adm n@M kroTi k] ppp secret> print
Fl ags: X - disabl ed
# NAME SERVI CE CALLER-| D PASSWORD PROFI LE REMOTE- ADDRESS

0 john i sdn 31337!) default
[adm n@M kroTi k] ppp secret>

Check the status of the ISDN server interface and wait for the call:

[adm n@M kroTi k] interface isdn-server> nonitor isdn-inl

status: Wiiting for call...

ISDN Backup

Backup systems are used in specific cases, when you need to maintain a connection, even if a fault occurs.
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For example, if someone cuts the wires, the router can automatically connect to a different interface to
continue its work. Such a backup is based on an utility that monitors the status of the connection -
netwatch, and a script, which runs the netwatch.

This is an example of how to make simple router backup system. In this example we'll use an ISDN
connection for purpose to backup a standard Ethernet connection. You can, however, use instead of the
ISDN connection anything you need - PPP, for example. When the Ethernet fail (the router nr.1 cannot ping
the router nr.2 to 2.2.2.2 (see picture) the router nr.1 will establish an ISDN connection, so-called backup
link, to continue communicating with the nr. 2.

You must keep in mind, that in our case there are just two routers, but this system can be extended to
support more different networks.

The backup system example is shown in the following picture:

DST-ADDRESS/GATEWAY

1.1.1.0/24 10.0.0.125
S
S
S
Router 1 backup backup = Router 2
ﬁ 3.3.3.1/32 3.3.3.254/32 etharz
Client 10.0.0125
|= T ether2 etheari etheari
l 1112|E=8| 2221 2222 =
— o =, =,
FI-.E— =X = KK
DEFALLT GATEWAY DST-ADDRESS/GATEWAY DST-ADDRESS/GATEWAY
1142 0.0.0.0/0 2222 0.0.0.0/0 10.0.0.1

1.1.1.0/24 2221

In this case the backup interface is an ISDN connection, but in real applications it can be substituted by a
particular connection. Follow the instructions below on how to set up the backup link:

*  Atfirst, you need to set up ISDN connection. To use ISDN, the ISDN card driver must be loaded:
[adm n@M kroTi k] driver> add nanme=hfc

The PPP connection must have a new user added to the routers one and two:
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[adm n@M kroti k] ppp secret> add nane=backup passwor d=backup servi ce=i sdn

An ISDN server and PPP profile must be set up on the second router:

[adm n@M kroTi k] ppp profile> set default |ocal -address=3. 3. 3. 254
r enot e- address=3. 3. 3. 1
[adm n@M kroTi k] interface isdn-server> add nane=backup msn=7801032

An ISDN client must be added to the first router:

[adm n@M kroTi k] interface isdn-client>
add nane=backup user="backup" passwor d="backup"” phone=7801032 nsn=7542159

* Then, you have to set up static routes
Use the /ip route add command to add the required static routes and comments to them. Comments
are required for references in scripts.
The first router:

[adm n@ kroti k] ip route> add gateway=2.2.2.2 coment="routel"

The second router:
[adm n@M kroti k] ip route> add gateway=2.2.2.1 coment="routel" dst-address=1.1.1.0/24

° And finally, you have to add scripts.
Add scripts in the submenu /system script using the following commands:
The first router:

[adm n@M kroti k] system script> add nane=connecti on_down \

\... source={/interface enabl e backup; /ip route set routel gateway=3. 3. 3. 254}
[adm n@M kroti k] system script> add nanme=connecti on_up \
\... source={/interface disable backup; /ip route set routel gateway=2.2.2.2}

The second router:
[admi n@ kroti k] system script> add name=connecti on_down \

\... source={/ip route set routel gateway=3.3.3.1}
[adm n@M kroti k] system script> add nane=connecti on_up \
\... source={/ip route set routel gateway=2.2.2.1}

* To get all above listed to work, set up Netwatch utility. To use netwatch, you need the advanced tools
feature package installed. Please upload it to the router and reboot. When installed, the advanced-tools
package should be listed under the /system package print list.

Add the following settings to the first router:
[adm n@M kroti k] tool netwatch> add host=2.2.2.1 interval =5s \
\... up-script=connection_up down-scri pt=connecti on_down

Add the following settings to the second router:

[admi n@M kroti k] tool netwatch> add host=2.2.2.2 interval =5s \
\... up-script=connection_up down-scri pt=connecti on_down
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Summary

The MikroTik Packet Packer Protocol (M3P) optimizes the data rate usage of links using protocols that have a
high overhead per packet transmitted. The basic purpose of this protocol is to better enable wireless
networks to transport VoIP traffic and other traffic that uses small packet sizes of around 100 bytes.

M3P features:

° enabled by a per interface setting
° other routers with MikroTik Discovery Protocol enabled will broadcast M3P settings
° significantly increases bandwidth availability over some wireless links by approximately four times

* offer configuration settings to customize this feature

Specifications

Packages required: system
License required: level1

Home menu level: /ip packing
Standards and Technologies: M3P
Hardware usage: Not significant

Description

The wireless protocol IEEE 802.11 and, to a lesser extent, Ethernet protocol have a high overhead per
packet as for each packet it is necessary to access the media, check for errors, resend in case of errors
occured, and send network maintenance messages (network maintenance is applicable only for wireless).
The MikroTik Packet Packer Protocol improves network performance by aggregating many small packets into
a big packet, thereby minimizing the network per packet overhead cost. The M3P is very effective when the
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average packet size is 50-300 bytes the common size of VoIP packets.

Features:

° may work on any Ethernet-like media
° is disabled by default for all interfaces

° when older version on the RouterOS are upgraded from a version without M3P to a version with
discovery, current wireless interfaces will not be automatically enabled for M3P

° small packets going to the same MAC level destination (regardless of IP destination) are collected
according to the set configuration and aggregated into a large packet according to the set size

° the packet is sent as soon as the maximum aggregated-packet packet size is reached or a maximum
time of 15ms (+/-5ms)

Setup
Home menu level: /ip packing

Description

M3P is working only between MikroTik routers, which are discovered with MikroTik Neighbor Discovery
Protocol (MNDP). When M3P is enabled router needs to know which of its neighbouring hosts have enabled
M3P. MNDP is used to negotiate unpacking settings of neighbours, therefore it has to be enabled on
interfaces you wish to enable M3P. Consult MNDP manual on how to do it.

Property Description

aggregated-size (integer; default: 1500) - the maximum aggregated packet's size
interface (name) - interface to enable M3P on
packing (none | ssimple | compress-all | compress-headers; default: simple) - specifies the packing
mode
* none - no packing is applied to packets

» simple - aggregate many small packets into one large packet, minimizing network overhead per
packet

» compress-headers - further increase network performance by compressing IP packet header
(consumes more CPU resources)

» compress-all - increase network performance even more by using header and data compression
(extensive CPU usage)

unpacking (none | simple | compress-all | compress-headers; default: simple) - specifies the
unpacking mode

* none - accept only usual packets

» simple - accept usual packets and aggregated packets without compression

» compress-headers - accept all packets except those with payload compression

e compress-all - accept all packets

Page 102 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Notes

Level of packet compression increases like this: none -> simple -> compress-headers ->
compress-all.

When router has to send a packet it choses minimum level of packet compression from what its own
packing type is set and what other router's unpacking type is set. Same is with aggregated-size setting
- minimum value of both ends is actual maximum size of aggregated packet used.

aggregated-size can be bigger than interface MTU if network device allows it to be (i.e., it supports
sending and receiving frames bigger than 1514 bytes)

Example

To enable maximal compression on the etherl interface:

[admi n@M kroTi k] ip packi ng> add interface=etherl packi ng=conpress-all \
\'... unpacki ng=conpress-al |
[adm n@M kroTi k] ip packing> print
Fl ags: X - disabl ed
# | NTERFACE PACKI NG UNPACKI NG AGCREGATED- SI ZE
0 et herl conpr ess-al | conpr ess-al | 1500

[adm n@M kroTi k] ip packi ng>
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MOXA C101 Synchronous Interface

Document revision 1.3 (February 6, 2008, 2:58 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

The MikroTik RouterOS supports MOXA C101 Synchronous 4Mb/s Adapter hardware. The V.35 synchronous
interface is the standard for VSAT and other satellite modems. However, you must check with the satellite
system supplier for the modem interface type.

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface moxa-c101

Standards and Technologies: Cisco/HDL C-X.25 (REC 1356), Frame Relay (RFC1490), PPP
(REC-1661), PPP (RFC-1662)

Hardware usage: Not significant

Description

You can install up to four MOXA C101 synchronous cards in one PC box, if you have so many slots and IRQs
available. Assuming you have all necessary packages and licenses installed, in most cases it should to be
done nothing at that point (all drivers are loaded automatically). However, if you have a non Plug-and-Play
ISA card, the corresponding driver requires to be loaded.
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MOXA C101 PCI variant cabling

The MOXA C101 PCI requires different from MOXA C101 ISA cable. It can be made using the following table:

Additional Documents

DB25f Signal Direction V.35m
4 RTS ouT C
5 CTS IN D
6 DSR IN E
7 GND - B
8 DCD IN F
10 TxDB ouT S
11 TxDA ouT P
12 RxDB IN T
13 RxDA IN R
14 TxCB IN AA
16 TXCA IN Y

20 DTR ouT H

22 RxCB IN X

23 RxCA IN V
short 9 and 25 pin

For more information about the MOXA C101 synchronous 4Mb/s adapter hardware please see:

° http://www.moxa.com/product/sync/C101.htm - the product on-line documentation

° C101 SuperSync Board User's Manual the user's manual in PDF format

Synchronous Interface Configuration

Home menu level: /interface moxa-c101

Description

Moxa c101 synchronous interface is shown under the interfaces list with the name moxa-c101-N

Property Description

cisco-hdlc-keepalive-interval (time; default: 10s) - keepalive period in seconds

clock-rate (integer; default: 64000) - speed of internal clock
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clock-source (external | internal | tx-from-rx | tx-internal; default: external) - clock source
frame-relay-dce (yes | no; default: no) - operate or not in DCE mode

frame-relay-Imi-type (ans | ccitt; default: ansl) - Frame-relay Local Management I nterface type:
e ans - set LMI typeto ANSI-617d (also known as Annex A)

* ccitt - set LMI typeto CCITT Q933a (also known as Annex A)

ignore-dcd (yes | no; default: no) - ignore or not DCD

line-protocol (cisco-hdic | frame-relay | sync-ppp; default: sync-ppp) - line protocol name
mtu (integer; default: 1500) - Maximum Transmit Unit

name (name; default: moxa-c101-N) - interface name

Notes

If you purchased the MOXA C101 Synchronous card from MikroTik, you have received a V.35 cable with it.
This cable should work for all standard modems, which have V.35 connections. For synchronous modems,
which have a DB-25 connection, you should use a standard DB-25 cable.

The MikroTik driver for the MOXA C101 Synchronous adapter allows you to unplug the V.35 cable from one
modem and plug it into another modem with a different dock speed, and you do not need to restart the
interface or router.

Example

[adm n@M kroTi k] interface> noxa-c101
[adm n@M kroTi k] interface nobxa-cl101> print
Flags: X - disabled, R - running
0 R name="noxa-c101-1" ntu=1500 | i ne-protocol =sync-ppp cl ock-rate=64000
cl ock-source=external frame-relay-Im-type=ansi frane-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nt erval =10s i gnor e- dcd=no
[adm n@M kroTi k] interface noxa-cl101>

You can monitor the status of the synchronous interface:

[adm n@M kroTi k] interface noxa-cl101> nonitor 0
dtr: yes
rts: yes
cts: no
dsr: no
dcd: no
[adm n@M kroTi k] interface noxa-cl101>

(onnect a communication device, e.g., a baseband modem, to the V.35 port and turn it on. If the link is
working properly the status of the interface is:

[adm n@M kroTi k] interface noxa-c101> nmonitor O
dtr: yes
rts: yes
cts: yes
dsr: yes
dcd: yes
[adm n@M kroTi k] interface noxa-cl01>

Troubleshooting
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Description

* The synchronous interface does not show up under the interfaces list
Obtain the required license for synchronous feature

° The synchronous link does not work
Check the V.35 cabling and the line between the modems. Read the modem manual

Synchronous Link Application Examples

MikroTik Router to MikroTik Router

Let us consider the following network setup with two MikroTik Routers connected to a leased line with
baseband modems:

|nternet

Interface Fublic
address 10.1.1.12/24

interface moxa

Baseband Modem MikroTik 13 gddress 1.1.1.2/32

Heaad w dbaEd m ’

V.35 MilkroTik Baseband Modem

Interface wan
address 1.1.1.1/32

iNnterface ether?
address 10.0.0.254/24

Interface ether
address 192 168.0.254/24

LAMN
192 168.0.0/24

LASMN
10.0.0.0/24

The driver for MOXA C101 card should be loaded and the interface should be enabled according to the

Page 107 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



instructions given above. The IP addresses assigned to the synchronous interface should be as follows:

[adm n@M kroTi k] ip address> add address=1.1.1.1/32 interface=wan \

\... network=1.1.1.2 broadcast =255. 255. 255. 255

[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWWORK BROADCAST | NTERFACE
0 10. 0. 0. 254/ 24 10. 0. 0. 254 10. 0. 0. 255 et her 2

1 192. 168. 0. 254/ 24 192. 168. 0. 254 192. 168. 0. 255 et herl
2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 wan
adm n@ kroTi k] ip address> /ping 1.1.1.2
.1.1.2 64 byte pin | =255 ti me=31 ns
.1.1.2 64 byte pin | =255 ti me=26 ns
.1.1.2 64 byte ping: | =255 ti me=26 ns

packets transmtted, 3 packets received, 0% packet |oss
ound-trip mn/avg/ max = 26/27.6/31 ns
[adm n@M kroTi k] ip address>

[ dr
1 g: tt
1 g: tt
1 tt
3
r

The default route should be set to the gateway router 1.1.1.2:

[adm n@M kroTi k] ip route> add gateway 1.1.1.2
[adm n@M kroTi k] ip route> print
Flags: X - disabled, A - active, D - dynam c,

C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,
B - bl ackhole, U - unreachable, P - prohibit
# DST- ADDRESS PREF- SRC G GATEVWAY DI STANCE | NTER. . .
0AS 0.0.0.0/0 r 1.1.1.2 1 wan
1 ADC 10.0.0.0/24 10. 0. 0. 254 r 0 et her 2
2 ADC 192.168.0.0/24 192. 168. 0. 254 r 0 et herl
3 ADC 1.1.1.2/32 1.1.1.1 r 0 wan
[adm n@M kroTi k] ip route>

The configuration of the MikroTik router at the other end is similar:

[adm n@M kroTi k] ip address> add address=1.1.1.2/32 interface=npxa \
\... network=1.1.1.1 broadcast =255. 255. 255. 255
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWWORK BROADCAST | NTERFACE
0 10.1.1.12/ 24 10.1.1.12 10.1. 1. 255 Publ i c
1.1.1.2/32 1.1.1.1 255. 255. 255. 255 npbxa

1

[adm n@M kroTi k] ip address> /ping 1.1.1.1

1.1.1.1 64 byte ping: ttl=255 tine=31 ns

1.1.1.1 64 byte ping: ttl=255 tine=26 ns

1.1.1.1 64 byte ping: ttl=255 tine=26 ns

3 packets transmtted, 3 packets received, 0% packet |oss
round-trip mn/avg/ max = 26/27.6/31 ns

[adm n@M kroTi k] ip address>

MikroTik Router to Cisco Router

Let us consider the following network setup with MikroTik Router connected to a leased line with baseband
modems and a CISCO router at the other end:
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Internet

interface Ethernetd
address 10.1.1.12/24

interface Senalld
CSC0 address 1.1.1.2/32

Easeband Modem V.38
V35 | :
e MikroTik Baseband Modem
address 1.1.1.1/32 2 ’
iNnterface ether? | == —— Interface ether
address 10.0.0.254/24 / address 192 168.0.254/24
LA
10 0.0 0724 192 168.0.0/24

The driver for MOXA C101 card should be loaded and the interface should be enabled according to the
instructions given above. The IP addresses assigned to the synchronous interface should be as follows:
[adm n@M kroTi k] ip address> add address 1.1.1.1/32 interface wan \

\... network 1.1.1.2 broadcast 255.255.255. 255
[adm n@M kroTi k] ip address> print

Fl ags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 0. 0. 254/ 24 10. 0. 0. 254 10. 0. 0. 255 et her 2
1 192. 168. 0. 254/ 24 192. 168. 0. 254 192. 168. 0. 255 etherl
2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 wan

[adm n@M kroTi k] ip address> /ping 1.1.1.2

1.1.1.2 64 byte ping: ttl=255 tinme=31 ns

1.1.1.2 64 byte ping: ttl=255 tinme=26 ns

1.1.1.2 64 byte ping: ttl=255 tinme=26 ns

3 packets transmtted, 3 packets received, 0% packet |oss

round-trip mn/avg/ max = 26/27.6/31 ns

[adm n@M kroTi k] ip address>

The default route should be set to the gateway router 1.1.1.2:

[ adm n@M kr oTi k]
[ adm n@M kr oTi k]
b

i oute> add gateway 1.1.1.2
i
Fl ags: X - disable

oute> print
A - active, D - dynamc,

= =

p
p
d,
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C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,
B - bl ackhole, U - unreachable, P - prohibit
# DST- ADDRESS PREF- SRC G GATEVAY DI STANCE | NTER. . .
0OAS 0.0.0.0/0 r 1.1.1.2 1 wan
1 ADC 10.0.0.0/24 10. 0. 0. 254 r 0 et her 2
2 ADC 192.168.0.0/24 192. 168. 0. 254 r 0 et her1
3 ADC 1.1.1.2/32 1.1.1.1 r 0 wan

[adm n@M kroTi k] ip route>

The configuration of the Cisco router at the other end (part of the configuration) is:

Cl SCO#show runni ng- confi g
Bui | di ng configuration...

Current configuration:

interface Ethernet0

description connected to Ethernet LAN
ip address 10.1.1.12 255. 255. 255.0

|

interface Serial0

description connected to M kroTi k
ip address 1.1.1.2 255.255. 255. 252
serial restart-delay 1

'p cl assl ess

|
i
ip route 0.0.0.0 0.0.0.0 10.1.1.254
|

end
Cl SCO#

Send ping packets to the MikroTik router:

Cl SCO#ping 1.1.1.1

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 1.1.1.1, tinmeout is 2 seconds:
I

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/32/40 ns
Cl SCo#

Note! Keep in mind that for the point-to-point link the network mask is set to 32 bits, the argument
network is set to the IP address of the other end, and the broadcast address is set to 255.255.255.255.
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MOXA C502 Dual-port Synchronous Interface

Document revision 1.3 (February 6, 2008, 2:58 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

The MikroTik RouterOS supports the MOXA C502 PCI Dual-port Synchronous 8Mb/s Adapter hardware. The
V.35 synchronous interface is the standard for VSAT and other satellite modems. However, you must check
with the satellite system supplier for the modem interface type.

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface moxa-c502

Standards and Technologies: Cisco/HDL C-X.25 (RFEC 1356), Frame Relay (RFC1490), PPP
(REC-1661), PPP (RFC-1662)

Hardware usage: Not significant

Description

You can install up to four MOXA C502 synchronous cards in one PC box, if you have so many PCI slots
available. Assuming you have all necessary packages and licences installed, in most cases it should to be
done nothing at that point (all drivers are loaded automatically).
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Additional Documents

For more information about the MOXA C502 Dual-port Synchronous 8Mb/s Adapter hardware please see:

* http://www.moxa.com/product/sync/C502.htm - the product on-line documentation

* C502 Dual Port Sync Board User's Manuall the user's manual in PDF format

Synchronous Interface Configuration
Home menu level: /interface moxa-c502

Description
Moxa c502 synchronous interface is shown under the interfaces list with the name moxa-c502-N

Property Description

cisco-hdlc-keepalive-interval (time; default: 10s) - keepalive period in seconds
clock-rate (integer; default: 64000) - speed of internal clock

clock-source (external | internal | tx-fromerx | tx-internal; default: external) - clock source
frame-relay-dce (yes | no; default: no) - operate or not in DCE mode

frame-relay-Imi-type (ans | ccitt; default: ansi) - Frame-relay Local Management Interface type:
* ans - set LMI typeto ANSI-617d (also known as Annex A)

e ccitt - set LMI typeto CCITT Q933a (also known as Annex A)

ignore-dcd (yes | no; default: no) - ignore or not DCD

line-protocol (cisco-hdlc | frame-relay | sync-ppp; default: sync-ppp) - line protocol name
mtu (integer; default: 1500) - Maximum Transmit Unit

name (name; default: moxa-c502-N) - interface name

Notes

There will be TWO interfaces for each MOXA C502 card since the card has TWO ports.

The MikroTik driver for the MOXA C502 Dual Synchronous adapter allows you to unplug the V.35 cable from
one modem and plug it into another modem with a different clock speed, and you do not need to restart the
interface or router.

Example

[adm n@M kroTi k] interface> noxa-c502
[adm n@M kroTi k] interface npbxa-c502> print
Flags: X - disabled, R - running
0 R nanme="nobxa-c502-1" ntu=1500 | i ne-protocol =sync-ppp cl ock-rat e=64000
cl ock-source=external frame-relay-In-type=ansi frane-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nt erval =10s
1 R nanme="noxa-c502-2" ntu=1500 | i ne-protocol =sync- ppp cl ock-rat e=64000
cl ock-source=external frane-relay-Ini-type=ansi frame-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nt erval =10s
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[adm n@M kroTi k] interface noxa-c502>

You can monitor the status of the synchronous interface:

[adm n@M kroTi k] interface nmoxa-c502> nmonitor 0O

dtr: yes
rts: yes
cts: no
dsr: no
dcd: no

[adm n@M kroTi k] interface noxa-c502>

(onnect a communication device, e.g., a baseband modem, to the V.35 port and turn it on. If the link is
working properly the status of the interface is:

[adm n@M kroTi k] interface noxa-c502> nmonitor 0

dtr: yes
rts: yes
cts: yes
dsr: yes
dcd: yes

[adm n@M kroTi k] interface noxa-c502>

Troubleshooting

Description

° The synchronous interface does not show up under the interfaces list
Obtain the required license for synchronous feature
