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3. Instruction 

This manual is used to guide users to understand the product, install the product, and complete the configuration. 

The example of the port type may be different from the actual situation. Please proceed with configuration 

according to the port type supported by the product. 

The example of display information may contain the content of other product series (such as model and 

description). Please refer to the actual display information. 

The routers and router product icons involved in this manual represent common routers and layer-3 switches 

running routing protocols. 

The manual offers configuration information (including model, description, port type, software interface) for 

indicative purpose only. In case of any discrepancy or inconsistency between the manual and the actual version, 

the actual version prevails.
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1 Product Introduction 

1.1   Reyee ES2 Series Switch 

Ruijie Reyee smart surveillance switches offer a variety of port options to meet the needs of video surveillance 

networks of different scales. Ruijie Reyee smart surveillance switches support full-power PoE output to ensure 

that all cameras can be powered simultaneously when connected to the switch at maximum capacity. In addition, 

Ruijie Real-easy Series smart surveillance switches provide simple and easy-to-use management features while 

offering plug and play with default factory configuration, which can quickly locate the surveillance network faults, 

initiate PoE port restart, perform VLAN configuration, etc. Ruijie Cloud app and Ruijie Cloud platform remote 

management is also supported, making the operation and maintenance of the surveillance network easier and 

more convenient, while reducing operation and maintenance costs. 

 

 

 

Product List 

Model 
10/100 Base-T Auto-

sensing Ethernet Port 

10/100/1000 Base-T Auto-

sensing Ethernet Port 

1000Base-X SFP 

Port 

Console 

Port 

RG-

ES205GC-P 
N/A 

5 (Ports 1-4 support 

PoE+/PoE�h  
N/A N/A 

RG-

ES209GC-P 
N/A 

9 (Ports 1-8 support 

PoE+/PoE�h  
N/A N/A 

RG-

ES218GC-P 
N/A 16 (Support PoE+/PoE�h  2 N/A 

RG-

ES226GC-P 
N/A 24 (Support PoE+/PoE) 2 N/A 
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Model 
10/100 Base-T Auto-

sensing Ethernet Port 

10/100/1000 Base-T Auto-

sensing Ethernet Port 

1000Base-X SFP 

Port 

Console 

Port 

RG-ES224GC N/A 24  N/A N/A 

RG-ES216GC N/A 16 N/A N/A 

RG-ES106D-

P V2 
6 N/A N/A N/A 

RG-ES126S-

LP V2 
24 1 1 combo port N/A 

RG-ES126S-P 

V2 
24 1 1 combo port N/A 

 

The SPF ports cannot be downward compatible with 100Base-FX.  

1000Base-T is compatible with 100Base-TX and 10Base-T in the downlink direction. 

LED Indicator 

LED State Meaning 

System status LED 

Off The switch is not receiving power. 

Blinking green 

The PoE power exceeds the power of the entire device 

(370 W). The new connected PD cannot be powered up 

due to insufficient power. The switching function is 

operational. 

Solid green The switch is operational. 

RJ45 port PoE status 

LED 

Off PoE is not enabled. 

Solid green PoE is enabled. The port is operational. 

Blinking green Indicates PoE overload.  

1000Mbps RJ-45 port 

status LED 

Off The port is not connected. 

Solid green The port is connected at 10/100/1000 Mbps. 

Blinking green 
The port is receiving or transmitting traffic at 

10/100/1000 Mbps. 

SFP port status LED 

Off The port is not connected. 

Solid green The port is connected at 1000 Mbps. 

Blinking green 
The port is receiving or transmitting traffic at 1000 

Mbps. 
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Button 

Botton Description 

Port mode LED 

Switch-Over button 

When the button is turned to the left position (Mode 1), the LED indicates the 

switching status of the port: when the LED is solid green, it indicates that the link 

is up; when the LED blinks green, data is being transmitted or received. 

When the button is turned to the right position (Mode 2), the LED indicates the 

PoE status of ports: when the LED is solid green, it indicates that the PoE-

supported ports are supplying power; when the LED blinks green, the power of the 

ports is overloaded. 

System reset 

button 

The switch reboots after the reset button is pressed for less than 2 seconds. 

The switch restores the default factory settings after the reset button is pressed for 

more than 5 seconds (until the status LED blinks). 

 

1.2   Reyee NBS Series Switch 

Reyee RG-NBS3100 series of managed switches are Reyee's 4 switches tailored for SME customer applications, 

which can meet the different levels of network access needs of SME customers. Covering basic VLAN division 

and advanced security features such as ACL,etc. The model with the suffix '-P' is a model that supports PoE 

output, and can meet the PoE power supply requirements of wireless APs, digital cameras and other devices in 

various occasions. 

RG-NBS3200 series switch is a new generation of high-performance, strong security and integrated multi-

service layer 2 Ethernet switch launched by Reyee. This series of switches adopts an efficient hardware 

architecture design, providing larger entry specifications and faster Hardware processing performance, more 

convenient operation experience. The RG-NBS3200 series provides flexible Gigabit access to 10 Gigabit uplink 

ports. The entire series of switches all have 4-port 10 Gigabit optical and high-performance port uplink 

capabilities. 

Ruijie RG-NBS5100&5200 Series Switches are the next-generation high-performance, high-security and multi-

service Layer 3 Ethernet switches. Adopting an efficient hardware architecture design, this switch series 

provides larger MAC address table size, faster hardware processing performance, and more convenient 

operating experience. RG-NBS5100 series provides Gigabit access and Gigabit uplink, while RG-NBS5200 

series provides Gigabit access and 10G uplink ports. Every switch of this series offers 4 fixed 10G fiber ports 

with high-performance uplink capability. 

RG-NBS5100&5200 series switches provide comprehensive end-to-end QoS as well as flexible and rich security 

settings for small and medium-sized networks at an extremely high price-performance ratio to meet the needs 

of high-speed, secure and smart enterprise networks. 

RG-NBS6002 switch is 1U swappable box-type network switch independently developed by Ruijie Networks. It 

provides two line card slots for four types of line cards and two power supply module slots for 1+1 power 

redundancy. The following table describes components of an RG-NBS6002 switch. 

The RG-NBS7000 series switches are next-generation switches launched by Ruijie independently. The switch 

comes into two models: RG-NBS7006 and RG-NBS7006. RG-NBS7003: Any line card can work as a supervisor 
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engine in slot 1 (slot 1 must be occupied). The switch provides three line card slots. RG-NBS7006: The switch 

provides two supervisor engine slots and six line card slots.   

 

 

 

 

Product List 

Model 10/100/1000 

Base-T Ethernet Port 

1000Base-X 

SFP  

Port 

10G SFP+ 

Port 

Console 

Port 

Power 

Suppl

y 

RG-

NBS3100-

24GT4SFP 

24 4 N/A N/A Single 

RG-

NBS3100-

24GT4SFP-P 

24 (Support PoE+) 4 N/A N/A Single 

RG-

NBS3100-

8GT2SFP 

8 2 N/A N/A Power 

adapte

r 

RG-

NBS3100-

8GT2SFP-P 

8 (Support PoE+) 2 N/A N/A Single 

RG-

NBS3200-

24GT4XS 

24 N/A 4 N/A Single 
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Model 10/100/1000 

Base-T Ethernet Port 

1000Base-X 

SFP  

Port 

10G SFP+ 

Port 

Console 

Port 

Power 

Suppl

y 

RG-

NBS3200-

24SFP/8GT4

XS 

8 (combo) 24 4 N/A Single 

RG-

NBS3200-

24GT4XS-P 

24 (Support PoE+) N/A 4 N/A Single 

RG-

NBS3200-

48GT4XS 

48 N/A 4 N/A Single 

RG-

NBS3200-

48GT4XS-P 

48 (Support PoE+) N/A 4 N/A Single 

RG-

NBS5100-

24GT4SFP 

24 4 N/A N/A Single 

RG-

NBS5100-

48GT4SFP 

48 4 N/A N/A Single 

RG-

NBS5200-

24GT4XS 

24 N/A 4 N/A Single 

RG-

NBS5200-

24SFP/8GT4

XS 

8 (combo) 24 4 N/A Single 

RG-

NBS5200-

48GT4XS 

48 N/A 4 N/A Single 

RG-

NBS3100-

48GT4SFP-P 

48 4 N/A N/A Single 
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Model 10/100/1000 

Base-T Ethernet Port 

1000Base-X 

SFP  

Port 

10G SFP+ 

Port 

Console 

Port 

Power 

Suppl

y 

RG-

NBS5100-

24GT4SFP-P 

24 4 N/A N/A Single 

RG-

NBS5200-

24GT4XS-P 

24 N/A 4 N/A Single 

RG-

NBS5200-

48GT4XS-UP 

48 N/A 4 N/A Single 

RG-NBS6002 

Two service 

module slots 

N/A N/A N/A N/A 2, 1+1 

power 

redund

ancy is 

suppor

ted 

M6000-

24GT2XS 

24 N/A 2 N/A N/A 

M6000-

24SFP2XS 

N/A 24 2 N/A N/A 

M6000-

16GT8SFP2

XS 

16 8 2 N/A N/A 

M6000-

16SFP8GT2

XS 

8 16 2 N/A N/A 
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Model 10/100/1000 

Base-T Ethernet Port 

1000Base-X 

SFP  

Port 

10G SFP+ 

Port 

Console 

Port 

Power 

Suppl

y 

RG-NBS7003 

Three line 

card slots 

Any line card 

can work as a 

supervisor 

engine in slot 

1 (slot 1 must 

be occupied). 

N/A N/A N/A No console 

but has one 

manageme

nt port 

2, 1+1 

power 

supply 

redund

ancy 

RG-NBS7006 

Two 

supervisor 

engine slots 

and six line 

card slots 

Supervisor 

Engine 

M7006-CM 

N/A N/A N/A N/A 4, 

Suppor

ts 1+1 

and 

2+2 

power 

supply 

redund

ancy 

M7006-CM 

The 

supervisor 

engine of the 

RG-NBS7006 

switch 

N/A N/A N/A 10/100 

Mbps 

MGMT port 

N/A 

M7000-16XS-

EA 

N/A N/A 16 N/A N/A 

M7000-

24GT24SFP2

XS-EA 

24 24 2 N/A N/A 

M7000-

48GT2XS-EA 

48 N/A 2 N/A N/A 

M7000-

24GT2XS-EA 

24 N/A 2 N/A N/A 
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Model 10/100/1000 

Base-T Ethernet Port 

1000Base-X 

SFP  

Port 

10G SFP+ 

Port 

Console 

Port 

Power 

Suppl

y 

M7000-

48SFP2XS-

EA 

N/A 48 2 N/A N/A 

M7000-

24SFP2XS-

EA 

N/A 24 2 N/A N/A 

M7000-8XS-

EA 

N/A N/A 8 N/A N/A 

 

SFP port is downward compatible with 100Base-FX. 

1000Base-T is downward compatible with 100Base-TX and 10Base-T. 

Combo port consists of one 1000Base-X SFP port and one 10/100/1000Base-T Ethernet port. That is, only one 

port of them is available at a particular time. 

 

Line Cards for 7K Series 
10/100/1000 Base-T 

Ethernet Port 

1000Base-X SFP Port 10G SFP+ Port 

M7000-16XS-EA - - 16 

M7000-24GT24SFP2XS-

EA 
24 24 2 

M7000-48GT2XS-EA 48 - 2 

M7000-48SFP2XS-EA - 48 2 

M7000-24SFP2XS-EA - 24 2 

M7000-8XS-EA - - 8 

 

RG-NBS6002 switch is 1U swappable box-type network switch independently developed by Ruijie Networks. It 

provides two line card slots for four types of line cards and two power supply module slots for 1+1 power 

redundancy. The following table describes components of an RG-NBS6002 switch. 

The RG-NBS7000 series switches are next-generation switches launched by Ruijie independently. The switch 

comes into two models: RG-NBS7006 and RG-NBS7006. RG-NBS7003: Any line card can work as a supervisor 

engine in slot 1 (slot 1 must be occupied). The switch provides three line card slots. RG-NBS7006: The switch 

provides two supervisor engine slots and six line card slots.   
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LED Indicator 

LED State Meaning 

System status LED 

Off The switch is not receiving power. 

Blinking green  

(0.5 Hz) 

The switch is running, but the alarm of 
insufficient PoE power prompts. 

Blinking green 
(10Hz) 

The switch is being upgraded or initialized. 

Solid green The switch is connected to Ruijie Cloud. 

10/100/1000Base-T  
Ethernet port status LED 

Off The port is not connected. 

Solid green The port is connected at 10/100/1000 Mbps. 

Blinking green 
The port is receiving or transmitting traffic at 
10/100/1000 Mbps. 

RJ45 port PoE status 
LED 

Off PoE is not enabled. 

Solid green PoE is enabled. The port is operational. 

Blinking green The port has a PoE fault of overload. 

SFP port status LED 

Off The port is not connected. 

Solid green The port is connected. 

Blinking green The port is receiving or transmitting traffic. 

SFP+ port status LED 

Off The port is not connected. 

Solid green The port is connected. 

Blinking green The port is receiving or transmitting traffic. 

 

Button 

Botton Description 

PoE mode switch-

over button 

Press PoE Mode Switch-Over Button for above 3 seconds to switch the display 

mode between PoE mode and port rate mode. 

Reset button 

The switch reboots after the reset button is pressed for less than 2 seconds. 

The switch restores the default factory settings after the reset button is pressed for 

more than 5 seconds (until the status LED blinks). 

 

1.3   Reyee NIS Series Switch 

Product List 

Model 

10/100/1000BASE-T 

Ethernet Port with 

Auto-Negotiation 

1000BASE-X 

SFP Port 

Console 

Port 

10GE 

SFP+ 

Port 

Power 

Supply 

RG-NIS3100-

8GT4SFP-HP 
8 4 

N/A 
N/A 

1+1 

redundancy 
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RG-NIS3100-

8GT2SFP-HP 
8 2 

N/A N/A 1+1 

redundancy 

RG-NIS3100-

4GT2SFP-HP 
4 2 

N/A N/A 1+1 

redundancy 

 

 Note 

1000BASE-T ports are downward compatible with 100BASE-T and 10BASE-T. 

 

LED Indicator 

1.  Front Panel 

Figure 1-1 Front Panel of RG-NIS3100-8GT4SFP-HP 

 

1. Power status LED P1   

2. Power status LED P2 

3. System status LED 

4. Reset button 

5. 10/100/1000BASE-T Ethernet ports with 

auto-negotiation 

6. GE SFP ports 

 

�a  Reset button: Press and hold the button for less than 2 seconds to restart the system. Press and hold the 
button for over 5 seconds until the system status LED starts blinking to restore factory settings and restart 
the system. 

 

2.  LEDs 

LED 
Silkscreen 

Label 
Status Description 
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System status 

LED 
SYS 

Off The switch is not powered on. 

Fast blinking green (8�±10 

Hz) 
The switch is starting up. 

Solid green The switch is running properly. 

Slow blinking green (0.5 

Hz) 

The switch is not connected to the 

cloud. 

Blinking green (2 Hz) 

The switch is restoring factory settings 

and will be powered off or is being 

upgraded. 

Blinking green at different 

time points (cycle: 1s on 

and 1s off, 0.25s on and 

0.25s off, 0.25s on and 

0.25s off, 0.25s on and 

1.75s off) 

The main program is lost or damaged, 

or specific functions are abnormal. 

Electrical port 

and optical 

port LEDs 

LINK/ACT 

Off The port is Down. 

Solid green The port is Up. 

Blinking green 
The port is Up and is receiving or 

sending data. 

PoE/PoE+ 

Off PoE power supply is off. 

Solid yellow PoE power supply is on. 

Power status 

LEDs 

P1 

Off PWR1 power supply is off. 

Solid on PWR1 power supply is on. 

P2 

Off PWR2 power supply is off. 

Solid on PWR2 power supply is on. 
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3.  Top Panel 

Figure 1-2 Top Panel of NIS3100-8GT4SFP-HP 

 

1. Grounding stud 

3. Alarm port 

2. DC power connector PWR2 

4. DC power connector PWR1 

 

4.  Rear Panel 

The switch supports two installation modes: DIN rail mounting and wall mounting. 

Figure 1-3 Rear Panel for DIN Rail Mounting 
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Figure 1-4 Rear Panel for Wall Mounting 

 

1. DIN rail clamp 2. Mounting holes 

 

Bottom Panel 

Figure 1-5 Bottom Panel of NIS3100-8GT4SFP-HP 

 

 

1. Nameplate  

 



Reyee Cookbook  Product Introduction  

14 

Cooling 

The RG-NIS3100-8GT4SFP-HP adopts natural cooling to ensure that it works properly in a specified 

environment. Maintain a minimum clearance of 100 mm (3.94 in.) around the device to ensure proper ventilation. 
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2 Device Management 

2.1   Logging in 

Web is a Web-based network management system used to manage or configure devices. You can access 

eWeb via browsers such as Google Chrome.Web-based management involves a Web server and a Web 

client. The Web server is integrated in a device, and is used to receive and process requests from the client, 

and return processing results to the client. The Web client usually refers to a browser, such as Google 

Chrome IE, or Firefox. 

The Reyee managed switches not only support Web interface management, but also support life-time-free 

Ruijie Cloud App and Ruijie Cloud platform remote management. Users can view the network status, modify 

the configuration, and troubleshooting at home. 

Case Demonstration 

Network Topology  

As shown in the figure below, you can access the eWeb management system of an access or aggregation 

switch via  PC browser to manage and configure the device.  

 

 

Set PC�¶s IP assignment mode to obtain the IP address automatically.  

Visit http://192.168.110.1 by Chrome browser.  

Enter the password on the login page and click �³Login� .́  

Default Password: admin 
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For the Reyee EG device, you may use either 192.168.110.1 or 10.44.77.254 to access the device.  

For the Reyee switches, you may use 10.44.77.200 to access the device.  

For the Reyee AP, you may use either 192.168.120.1 or 10.44.77.254 to access the device.  

For the EST, you may use 10.44.77.254 to access the device. 

The default login password for all Reyee devices is admin.  

You may visit https://10.44.77.253 to login to the master device of Reyee network.  

2.2   Configuring Password 

 

2.3   Upgrading 

Login to the eWeb of the device and choose Local Device > System > Upgrade. 
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2.4   Backing up and Resetting 

Login in the eWeb of the device and choose Local Device > System > Backup. 

 

 

Login in the eWeb of the device and click Local Device > System > Reboot, then you can reset your devices. 
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2.5   Restoring Factory Settings 

Login in the eWeb of the device Reset all device in the network. 
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3 Getting Start 

3.1   Preparing for Installation 

 Safety Suggestions 

To avoid personal injury and equipment damage, please carefully read the safety suggestions before you install 

each device. The following safety suggestions do not cover all possible dangers 

1.  Installation 

a) Keep the chassis clean and free from any dust. 

b) Do not place devices in a walking area. 

c) Do not wear loose clothes or accessories that may be hooked or caught by devices during installation and 

maintenance 

2.  Movement 

a) Do not frequently move devices. 

b) When moving devices, note the balance and avoid hurting legs and feet or straining the back. 

c) Before moving devices, turn off all power supplies and dismantle all power modules. 

3.  Electricity 

a) Observe local regulations and specifications when performing electric operations. Relevant operators must 

be qualified. 

b) Before installing the device, carefully check any potential danger in the surroundings, such as ungrounded 

power supply, and damp/wet ground or floor. 

c) Before installing the device, find out the location of the emergency power supply switch in the room. First cut 

off the power supply in the case of an accident. 

d) Try to avoid maintaining the switch that is powered-on alone. 

e) Be sure to make a careful check before you shut down the power supply. 

f) Do not place the equipment in a damp location. Do not let any liquid enter the chassis 

4.  Static Discharge Damage Prevention 

To prevent damage from static electricity, pay attention to the following: 

a) Proper grounding of grounding screws on the back panel of the device. Use of a three-wire single-phase 

socket with protective earth wire (PE) as the AC power socket. 

b) Indoor dust prevention 

c) Proper humidity conditions 
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5.  Laser 

Some devices support varying models of optical modules sold on the market which are Class I laser products. 

Improper use of optical modules may cause damage. Therefore, pay attention to the following when you use 

them: 

a) When a fiber transceiver works, ensure that the port has been connected with an optical fiber or is covered 

with a dust cap, to keep out dust and avoid burning your eyes. 

b) When the optical module is working, do not pull out the fiber cable and stare into the transceiver interface or 

you may hurt your eyes. 

 Installation Site Requirement 

To ensure the normal working and a prolonged durable life of the equipment, the installation site must meet the 

following requirements 

1.  Ventilation 

For installing devices, a sufficient space (at least 10 cm distances from both sides and the back plane of the 

cabinet) should be reserved at the ventilation openings to ensure the normal ventilation. After various cables 

have been connected, they should be arranged into bundles or placed on the cabling rack to avoid blocking the 

air inlets. It is recommended to clean the switch at regular intervals (like once every 3 months). Especially, avoid 

dust from blocking the screen mesh on the back of the cabinet. 

2.  Temperature and Humidity 

To ensure the normal operation and prolong the service life of router, you should keep proper temperature and 

humidity in the equipment room. 

If the equipment room has temperature and humidity that do not meet the requirements for a long time, the 

equipment may be damaged. 

In an environment with relatively high humidity, the insulating material may have bad insulation or even leak 

electricity. Sometimes the materials may suffer from mechanical performance change and metallic parts may 

get rusted. 

In an environment with relatively low humidity, however, the insulating strip may dry and shrink. Static electricity 

may occur easily and endanger the circuit on the equipment. 

In an environment with high temperature, the equipment is subject to even greater harm, as its performance 

may degrade significantly and various hardware faults may occur. 

3.  Cleanness 

Dust poses a severe threat to the running of the equipment. The indoor dust falling on the equipment may be 

adhered by the static electricity, causing bad contact of the metallic joint. Such electrostatic adherence may 

occur more easily when the relative humidity is low, not only affecting the useful life of the equipment, but also 

causing communication faults. 

4.  Grounding 

A good grounding system is the basis for the stable and reliable operation of devices. It is the chief condition to 

prevent lightning stroke and resist interference. Please carefully check the grounding conditions on the 

installation site according to the grounding requirements, and perform grounding operations properly as required 
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Lightning Grounding 

The lightning protection system of a facility is an independent system that consists of the lightning rod, download 

conductor and the connector to the grounding system, which usually shares the power reference ground and 

yellow/green safety cable ground. The lightning discharge ground is for the facility only, irrelevant to the 

equipment. 

EMC Grounding 

The grounding required for EMC design includes shielding ground, filter ground, noise and interference 

suppression, and level reference. All the above constitute the comprehensive grounding requirements. The 

�U�H�V�L�V�W�D�Q�F�H���R�I���H�D�U�W�K���Z�L�U�H�V���V�K�R�X�O�G���E�H���O�H�V�V���W�K�D�Q�����
 

5.  EMI 

Electro-Magnetic Interference (EMI), from either outside or inside the equipment or application system, affects 

the system in the conductive ways such as capacitive coupling, inductive coupling, and electromagnetic radiation.  

There are two types of electromagnetic interference: radiated interference and conducted interference, 

depending on the type of the transmission path.  

When the energy, often RF energy, from a component arrives at a sensitive component via the space, the energy 

is known as radiated interference. The interference source can be either a part of the interfered system or a 

completely electrically isolated unit. Conducted interference results from the electromagnetic wire or signal cable 

connection between the source and the sensitive component, along which cable the interference conducts from 

one unit to another. Conducted interference often affects the power supply of the equipment, but can be 

controlled by a filter. Radiated interference may affect any signal path in the equipment and is difficult to shield. 

a) For the AC power supply system TN, single-phase three-core power socket with protective earthing 

conductors (PE) should be adopted to effectively filter out interference from the power grid through the filtering 

circuit. 

b) The grounding device of the switch must not be used as the grounding device of the electrical equipment or 

anti-lightning grounding device. In addition, the grounding device of the switch must be deployed far away from 

the grounding device of the electrical equipment and anti-lightning grounding device. 

c) Keep the equipment away from high-power radio transmitter, radar transmitting station, and high-frequency 

large-current device. 

d) Measures must be taken to shield static electricity. 

e) Interface cables should be laid inside the equipment room. Outdoor cabling is prohibited, avoiding damages 

to device signal interfaces caused by over-voltage or over-current of lightning 

 Network Planning 

The DHCP server has two address pools on the egress gateway: 

192.168.110.0/24 in VLAN 1 for devices of this network 

192.168.10.0/24 in VLAN 10 for clients of this network  
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Following ports are used for Ruijie Cloud management. To let devices go online on Ruijie Cloud, ensure these 

ports are available and the data stream is permitted in this network. 
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3.2   Quick Provisioning 

 Quick provisioning via Ruijie Cloud APP 

The network topology shown in the below picture includes the Reyee gateway, Reyee POE switch and Reyee 

RAP.  

 

 

1.  Create a project  

Open Ruijie Cloud App and Click Create a Project, then select Connect to Wi-Fi.  
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After click Yes, then Cloud App will prompt you to connect @Ruijie-mxxxx SSID.  

Note: 

@Ruijie-mxxxx is generated after network self-organization established successfully, while @Ruijie-sxxxx is 

generated on a standalone device, xxxx is the last four letters of mac address of device. 
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Connect the @Ruijie-mxxxx SSID on your phone.  
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After connected the @Ruijie-mxxxx SSID, the Cloud App will prompt to generate topology and detect all devices 

in this SON.  
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After all devices were detected, Cloud App will display them and show the topology, shown in the below picture. 

Click Start Config to perform the basic configuration of this project. 
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2.  Configure the project 

Input the Project Name and Management Password. 
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Then select the scenario of this project based on your requirement. 
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3.  Configure the internet 

For configuring WAN, you can chose PPPoE, DHCP and Static IP. 
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4.  Configure the SSID 

For SSID settings, input the name of SSID and configure it as open or configure password for this SSID. Select 

the region code. 
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The configuration will be synchronized to the network  

 

After about 3s, Ruijie Cloud App will prompt that the configuration is delivery succeed. 
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Connect to the SSID created just now to manage the whole network on Cloud App. 

 

  Quick provisioning via Reyee EWeb 

The network topology shown in the below picture includes the Reyee gateway, Reyee POE switch and Reyee 

RAP. 
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Connect PC to POE switch, set the ip address of PC as static ip address 192.168.110.x, then input 192.168.110.1 

on the browser to login the EWEB of EG. All devices in this networks will display in EWEB. Click the Start Setup 

to perform the quick start of this network. 

 

Show in the below picture, to finish the quick start of this network, you need to input the network name, configure 

the manner to access internet of this network and input the password of SSID or set the SSID as open. After 

select the Country/Region and click Create Network & Connect, the configuration will be delivery and activated, 

shown as the below two picture. 
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After the configuration has been delivery and activated, you can enter the overview interface to manage the 

SON of Reyee devices. 
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Reyee Cookbook  ES Series Switches Port Settings  

37 

4 ES Series Switches Port Settings 

4.1   Managing Port Information 

Port Status Bar 

The port status bar is at the top of the web page, showing port ID, port attribute (uplink/downlink), and the 

connection status. Click Collapse to hide the port status bar. 

 

Different colors and shapes of the port icons represent different port statuses. SeeTable 4-1 Port Icons for details. 

Move the cursor over a port icon and the port status will be displayed, including the connection status, port rate, 

duplex mode, and flow control status. 

 

Table 4-1 Port Icons 

Port Icon Description 

 

The port icon is in the shape of a square, showing the port is a 

fiber port. 

 

The port icon is in the shape of an RJ-45 connector, showing the 

port is a copper port. 

 

The color of the port icon is black, showing the port is 

disconnected. 
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The color of the port icon is gray, showing the port is disabled 

and cannot receive or transmit packets. 

 

The color of the port icon is yellow, showing there is a loop. 

 

The color of the port icon is green, showing the port is working 

normally. 

 

The number above the port icon is the port ID used to identify 

the device port. With the port ID, users can specify the port they 

want to configure.  

 

The device port is classified into the uplink port and the downlink 

port. The uplink port is used to connect network devices in the 

upper layer and access the core network. The downlink port is 

used to connect the endpoints. 

When port isolation is enabled, the downlink ports of the device 

are isolated from each another, and they can only communicate 

with the uplink ports. For details, see Chapter 4.4   Port 

Isolation.  

 

Port Info Overview 

Choose Homepage. 

The homepage displays the global port information, including the port status, the packet receiving/transmission 

rate (Rx/Tx rate), port isolation status and loop detection status. Besides, it supports searching for the downlink 

device. 

Click Port Status to configure the basic port attributes. For details, see Chapter 4.2   Setting and Viewing Port 

Attributes. 

Click Isolation Status to configure port isolation so that the downlink ports of the device are isolated from each 

other. For details, see Chapter4.4   Port Isolation. 

Click Loop Status to enable loop guard function. After a loop occurs, the port causing the loop will be shut down 

automatically. For details, see 6.3   Loop Guard. 

Click Search in the Downlink Device column to search for the downlink device of the selected port. After the 

search is done, click View to view the MAC address of the downlink device. 
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Click Refresh List to fetch the latest port information. 

 

Port Packet Statistics 

Choose Monitoring > Packet Statistics. 

The Packet Statistics page displays the port status, the connection status, Rx/Tx rate (kbps), Rx/Tx packets 

(KB), Rx/Tx success, and Rx/Tx failure. 

Click Clear to clear current packet statistics of all ports and reset the statistics. 

 

4.2   Setting and Viewing Port Attributes 

Choose Switch Settings > Port Settings. 

Port Settings 

Users can set the basic attributes of the Ethernet ports in batches. 

Click Select in the Port column to display options of all device ports. Select the ports you want to configure, and 

then select the port status, port rate, port duplex mode, flow control status, and click Save. 
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Enter MAC address and VLAN ID, and then click Search. The MAC address entries that meet the search criteria 

will be displayed in table right below the Search button. Moreover, users can enter partial characters of the MAC 

address for fuzzy search. 

 

Configuring Static MAC Address 

Choose Switch Settings > Static MAC. 

By configuring a static MAC address, users can manually bind the MAC address of a downlink network device 

with a port of the switch. After you add a static MAC address, when the device receives a packet destined to this 

address from VLAN, it forwards the packet to the specified port. 

 Caution 

If you disable VLAN, the VLAN ID will not be recorded in the MAC address table. It is not allowed to configure 

a VLAN to which the static MAC address belongs. 

 

Enter a MAC address, specify a VLAN ID and select the outbound port. Then click Add to add a static MAC 

address. The MAC address entries will be updated accordingly in the MAC address table.  

 

If you want to delete a static MAC address, select the MAC address entry you want to delete in the table and 

click Delete. 

 

5.2   VLAN Settings 

Global VLAN Settings 

Choose Homepage > Device Info. 

This page displays the status of VLAN settings. Toggle the on-off switch to enable or disable VLAN settings. 
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Port VLAN Settubgs 

 Caution 

Users can configure port VLAN only when the global VLAN settings feature is enabled. For details, see 

Chapter 5.2.1  Global VLAN Settings. 

 

Choose VLAN Settings > VLAN Settings. 

Configure the port mode and VLAN members of a port, and you will know the allowed VLANs of the port and 

whether the packets forwarded by the port carry tags. 

 Note 

You are advised to create VLAN members (refer to Chapter 5.2.2  Static VLANs Settings) before configuring 

the port based on VLANs. Click VLAN Members to access VLAN Members page where you can add VLAN 

members. 

 

Select the port you want to configure and the port mode. If you select the access mode, select Access VLAN 

for the port and click Save. If you select the trunk mode, select Native VLAN for the port and enter the VLAN ID 

range allowed by the port and click Save. 

 

Table 5-1 Port Modes 

Port Mode Description 

Access  One access port can belong to only one VLAN and allow frames from this VLAN only 

to pass through. This VLAN is called an access VLAN. 

The frames from the access port do not carry VLAN tag. When the access port 

receives an untagged frame from a peer device, the local device determines that the 

frame comes from the access VLAN and adds the access VLAN ID to the frame. 

Access port is connected to the endpoints.  
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Port Mode Description 

Trunk One trunk port supports one Native VLAN and several Permit VLANs. Native VLAN 

frames forwarded by a trunk port do not carry tags while Permit VLAN frames 

forwarded by the trunk port carry tags. Trunk port is connected to switches. 

Users can set the Permit VLAN range to limit VLAN frames that can be forwarded. 

Make sure the trunk ports at the two ends of the link are configured with the same 

Native VLAN. 

 

 Note 

Improper configuration of VLANs on a port (especially uplink port) may cause failure to log in to the web 

management system. Exercise caution when configuring VLANs. 
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6 ES Series Switches Security 

6.1   DHCP Snooping 

Overview 

The Dynamic Host Configuration Protocol (DHCP) snooping function allows a device to snoop DHCP packets 

exchanged between clients and a server to record and monitor the IP address usage and filter out invalid DHCP 

packets, including request packets from the clients and response packets from the server. 

Configuration Steps 

Choose Switch Settings > DHCP Snooping Settings. 

Toggle the switch to On to enable DHCP snooping,  select the trusted ports, and then click Save. When DHCP 

snooping is enabled, request packets from DHCP clients are forwarded only to the trusted ports. For response 

packets from DHCP servers, only those from the trusted ports are forwarded. 

 Note 

The uplink port connected to the DHCP server is configured as the trusted port generally. 

 

 

 

6.2   Storm Control 

Overview 

When a local area network (LAN) has excess broadcast, multicast, or unknown unicast data flows, the network 

speed will slow down and packet transmission will have an increased timeout probability. This situation is called 

a LAN storm, which may be caused by topology protocol execution errors or incorrect network configuration.  

Users can perform storm control separately for the broadcast, unknown multicast, and unknown unicast data 

flows. When the rate of broadcast, unknown multicast, or unknown unicast data flows received over a device 

port exceeds the specified range, the device transmits only packets in the specified range and discards packets 

beyond the range until the packet rate falls within the range. This prevents flooded data from entering the LAN 

and causing a storm.  
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7 ES Series Switches PoE Settings 

 Caution 

Only RG-ES226GC-P, RG-ES218GC-P, RG-ES209GC-P, RG-ES209C-P, RG-ES205GC-P, RG-ES205C-P, 

and RG-FS306-P switches support the PoE function. 

 

Choose PoE Settings. 

The device supports PoE power supply. Users can view and configure the current power status. 

Device status: The total power, used power, remaining power, and current work status of the PoE system are 

displayed. 

 

Port status: The voltage, current, output power, and current power status of the device ports are displayed. Users 

can enable or disable PoE function through the on-off toggle switch. When PoE is disabled, the port will not 

supply power to external devices. 

If a PD device fails, please power on the port connected to the PD device again to reboot it. 

 

 

 Note 

The fiber ports of RG-ES226GC-P, RG-ES218GC-P, and RG-FS306-P switches do not support the PoE 

function. 
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8 ES Series Switches System Settings 

8.1   Managing Device Information 

Viewing Device Information 

Choose Homepage > Device Info. 

The device information is displayed on the homepage, including hostname, device model, serial number, 

firmware version, IP address, MAC address, cloud status, and uptime. Click Device Info to access the Device 

Info page (System Settings > Device Info) to view more detailed information. 

 

 

 

Editing the Hostname 

Choose Homepage > Device Info. 

Enter the hostname and click Edit to edit the hostname in order to distinguish different devices. 
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8.4   System Upgrade 

Local Upgrade 

Choose System Settings > Upgrade. 

Click Select File to select the upgrade package from the local files (the upgrade package is a bin file. If it is a 

tar.gz file, users need to decompress the package and select the bin file for upgrade). 

Keep Old Config is selected by default. That means the current configuration will be saved after device upgrade. 

If there is a huge difference between the current version and the upgrade version, you are advised not to select 

Keep Old Config. 

 

Online Upgrade 

Choose System Settings > Upgrade. 

When there is a new version in the cloud, the version number of the latest version will be displayed on this page, 

and the Upgrade button will become available. The device will download the installation package of the 

recommended version from the cloud and it will be updated to the latest version. Online upgrade will keep the 

old configuration by default. 

 

 Note 

The time that online upgrade takes depends on the current network speed. It may take some time. Please be 

patient. 

8.5   Restoring Factory Configuration 

Choose System Settings > Restore Default. 

Click Restore to restore factory configuration and reboot the device. 
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10 NBS and NIS Series Switches Network 

management 

10.1   Overviewing Network Information 

In network mode, the Overview page displays the current network topology, uplink and downlink real-time traffic, 

network connection status, and number of users and provides short-cut entries for configuring the network and 

devices. Users can monitor and manage the network status of the entire network on the page. 

 

 

10.2   Viewing Networking Information 

Choose Network > Overview. 

The networking topology contains information about online devices, connected port numbers, device SNs, and 

uplink and downlink real-time traffic. 
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10.3   Adding Networking Devices 

Wired Connection 

(1)  �:�K�H�Q�� �D�� �Q�H�Z�� �G�H�Y�L�F�H�� �F�R�Q�Q�H�F�W�V�� �W�R�� �D�Q�� �H�[�L�V�W�L�Q�J�� �G�H�Y�L�F�H�� �R�Q�� �W�K�H�� �Q�H�W�Z�R�U�N���� �W�K�H�� �V�\�V�W�H�P�� �G�L�V�S�O�D�\�V�� �W�K�H�� �P�H�V�V�D�J�H�� �³�$��

�G�H�Y�L�F�H���Q�R�W���L�Q���6�2�1���L�V���G�L�V�F�R�Y�H�U�H�G���´���D�Q�G���W�K�H���Q�X�P�E�H�U���R�I���V�X�F�K���G�H�Y�L�F�H�V���L�Q���R�U�D�Q�J�H���X�Q�G�H�U���³�'�H�Y�L�F�H�V�´���R�Q���W�K�H���X�S�S�H�U-

left corner of the [Overview] page. You can click Manage to add this device to the current network. 

 

 

 

 

(2)  After the system switches to the Network List page, click Other Network. In the Other Network section, 

select the device to be added to the network and click Add to My Network. 
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(3)  You do not need to enter the password if the device to add is newly delivered from factory. If the device has 

a password, enter the configuring password of the device. Device addition fails if the password is incorrect. 
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AP Mesh 

If the AP supports the AP Mesh (Reyee Mesh) function, you do not need to connect cables after powering on 

the AP. The AP can be added to the current network in Reyee Mesh mode, establish a mesh networking with 

other wireless devices, and automatically synchronize Wi-Fi configuration. 

 Caution 

To scan the AP, the Reyee Mesh function must be enabled on the current network. (For details, see 21.9   

Enabling the Reyee Mesh Function.) The AP should be powered on nearby. It may fail to be scanned in case 

of long distance or obstacle blocking. 

 

(1)  Place the powered new AP near an existing AP, where the new AP can receive Wi-Fi signals from the existing 

AP. Log in to a device in the network. On the Overview page, click +AP in the upper-right corner of the 

topology to scan nearby APs that do not belong to the current network and are not connected to a network 

cable. 

 

 

(2)  Select the target AP to add it to the current network. You do not need to enter the password if the device to 

add is new. If the device has a password, enter the management password of the device. 

10.4   Managing Networking Devices 

On the Overview page, click List in the upper-left corner of the topology or click Devices in the menu bar to 

switch to the device list view. Then, you can view all the device information in the current networking. Users only 

need to log in to one device in the network to configure and manage devices in the entire network. 
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Configuring the Wired Network 

(1)  Click Add Wired VLAN to add wired network configuration, or select an existing wired VLAN and click Setup 

to modify its configuration. 

 

 

(2)  Configure a VLAN for wired access, specify the address pool server for access clients in this VLAN, and 

determine whether to create a new DHCP address pool. A switch or gateway device can be selected as the 

address pool server. After setting the service parameters, click Next. 
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(3)  Select the switch to configure in the topology, select the switch ports added to this VLAN, and click Next. 

 

 

(4)  Confirm that the configuration items to be delivered are correct and then click Save. Wait a moment for the 

configuration to take effect. 
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Configuring the Wireless Network 

(1)  Click Add Wi-Fi VLAN to add wireless network configuration, or select an existing Wi-Fi VLAN and click 

Setup to modify its configuration. 

 

 

(2)  Set the Wi-Fi name, Wi-Fi password, and applicable bands. Click Next. 
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(3)  Configure a VLAN for wireless access, specify the address pool server for access clients in this VLAN, and 

determine whether to create a new DHCP address pool. A switch or gateway device can be selected as the 

address pool server. After setting the service parameters, click Next. 

 

 

(4)  Confirm that the configuration items to be delivered are correct and then click Save. Wait a moment for the 

configuration to take effect. 
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10.6   Processing Alerts 

Choose Network > Overview. 

If a network exception occurs, alert message on this exception and the corresponding solution are displayed on 

the Overview page. Click the alert message in the Alert Center section to view the faulty device, problem details, 

and its solution. Troubleshoot and process the alert according to the solution. 
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10.7   Viewing Online Clients 

The Clients in the upper-left corner of the Overview page displays the total number of online clients in the 

current network; moving the cursor to the number of users will display the number of current wired users, wireless 

users in the 2.4GHz band, and wireless users in the 5GHz band. 

Click to switch to the online clients page (or click Clients > Online Clients). 
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Table 10-1 Description of Online Client Information 

Field Description 

Username/Type 
Indicate the name and access type of the client. The access type can 

be wireless or wired. 

Access Location 
Indicate the SN of the device that the user accesses to. You can click 

it to view the access port during wired access. 

IP/MAC The IP address and the MAC address of the client. 

Current Rate Indicate the uplink and downlink data transmission rates of the client. 

Wi-Fi 
Wireless network information associated with wireless clients, 

including channel, signal strength, online time, negotiation rate, etc. 

 

10.8   Smart Device Network 

 Caution 

Currently, the function is supported by RG-NBS6002 Series, RG-NBS7003 Series and RG-NBS7006 Series 

devices. 
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Overview 

The smart device network is used to quickly plan and set up an isolation network for smart clients, so as to 

isolate the client network from the normal service network and other types of clients, and improve the stability of 

the network. The smart device network supports rapid identification of various types of clients (such as cameras, 

access control, background broadcasting, smart charging piles, etc.) and batch execution of isolation planning 

on clients. Compared with traditional client network planning and deployment steps, it eliminates the tedious 

process, collects information and simplifies the steps to set up client isolation. 

After setting up the smart device network, the page visually displays client information, and actively alerts 

abnormality, which can effectively improve the efficiency of troubleshooting. 

Procedure 

Choose Network > Clients > Smart Device Network. 

(1)  Click Identify Client. 

 

 

(2)  Click +Client Subnet, enter the client type (which can be selected or customized in the drop-down box), the 

network segment of the client, the planned number and the corresponding server IP address to identify the 

client. Multi-type client network segments can be set. Click Identify Client after filling in. 
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(3)  Display the identified client and client server information, including IP address, MAC address, SN number of 

the connected switch and connection port. Click to view the detailed information. If the connection information 

to the client server is not identified, you need to click Configure and fill in the relevant information manually. 

After confirming that the client device information is correct, click Isolate Client. 
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(4)  Input the name of the VLAN, VLAN ID, gateway address, and subnet mask of the isolated client. Check the 

target network segment and click Generate Config. 

 

 

(5)  After confirming the configuration, click Deliver Config. If you need to modify it, you can click Previous to 

return to the setting page. 

 

 

(6)  The page displays that the configuration has been delivered successfully, indicating that the settings have 

been completed. Click the configuration item to view the configuration delivery details. After the configuration 
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is delivered, click View Details to switch to the page that displays monitoring information of the smart device 

network; click Add Client to continue setting the client network segment. 

 

 

(7)  After completing the smart device network settings, you can view the client monitoring information on the 

page, including client online status, connection information, device information, and online and offline time. 

Select the client entry and click Delete Client to remove the specified client from the current network. 

Click Batch Edit Hostnames to import a txt file containing client IP and client name (one line for each client, 

each line contains an IP and a name, and the IP and the name are separated by the Tab key), and modify 

the client names in batches. 

Click Client Subnet to modify servers and isolate VLAN information, or add a new client network segment. 

Click Delete Subnet to delete the corresponding smart device network configuration. 
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11 NBS and NIS Series Switches Basic Management 

11.1   Overviewing Switch Information  

Basic information about the Device 

Choose Local Device > Home > Basic Info. 

Basic information includes device name, device model, SN number, software version, management IP, MAC 

address, networking status, system time, working mode, power supply status, etc. 

 

 

1.  Setting the device name 

Click the device name to modify the device name in order to distinguish between different devices. 

 

 

2.  Switching the Work Mode 

Click the current work mode to change the work mode. 
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3.  Setting MGMT IP 

Click current management IP address to jump to the management IP configuration page. For more information, 

see 12.6   MGMT IP Configuration. 

 

 

 

Hardware Monitor Information 

 Caution 

Only RG-NBS6002 Series, RG-NBS7003 Series and RG-NBS7006 Series devices support displaying this type 

of information. 

 

Choose Local Device > Home > Smart Monitoring. 

Display the current hardware operating status of the device, such as the device temperature and power supply 

status, etc. 
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