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Copyright Statement

© 2015 Shenzhen Tenda Technology Co., Ltd. All rights reserved.

Tendais a registered trademark legally held by Shenzhen Tenda Technology Co., Ltd. Other brand
and product names mentionbdrein are trademarks or registered trademarks of their respective
holders. Copyright of the whole product as integration, including its accessories and software,
belongs to Shenzhen Tenda Technology Co., Ltd. No part of this publication can be reproduced
transmitted, transcribed, stored in a retrieval system, or translated into any language in any form or

by any means without the prior written permission of Shenzhen Tenda Technology Co., Ltd

Disclaimer

Pictures, images and product specifications heaeen for references only. To improve internal
design, operational function, and/or reliability, Tenda reserves the right to make changes to the
products without obligation to notify any person or organization of such revisions or changes.
Tenda does not asme any liability that may occur due to the use or application of the product
described herein. Every effort has been made in the preparation of this document to ensure accuracy
of the contents, but all statements, information and recommendations in odusneht do

notconstitute the warranty of any kind, express or implied.

Setup Wizard of Common Functions

How to access the Internet quickly?

How to extend your wireless range?

How to change your login password?

How to configure your WiFi password (security key)?

How to configure your WiFi Name (Wireless Network name)?

How to control your Internet speed?

How to prevent unknown device from connecting to your network?
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| Get to Know Your Router

Before youconnect to your Router, take a moment to become familiar with the package contents,
product label and the front and back panels. Pay particular attention to the LEDs on the front panel.
This sectiorcontains the following

Package Contents

LED Indicators

Buttons & Interfaces

Product Label

1 Package Cont ents

Unpack the package. Your box should contain the following items:

U Wireless Routet 1

U Power Adapter 1

U Ethernet Cablé& 1

U Install Guide* 1

* If any itemis incorrect missingor damagedplease keep the original package and corttaet

vendor for refacement immediately.

2 LED Indicators

SYS WiFi 1/2/3 WAN T WPS
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{} Blinking The system is working fine.
SYS Off There is no power supply, or the router malfunctions.
Solid WiFi is enabled.
WiFi ?, Blinking The Router is sending or receigilViFi data.
Off WiFi is disabled.
1213 Solid The LAN port is welconnected.
o [ Blinking The LAN port is transmitting data.
o Off No connections detected on the LAN port.
Solid The WAN port is wellconnected.
WAN Blinking The WAN port is tansmitting data.
Off No Ethernet cable is connected to the WAN port.
Solid WPS is enabled, or a WPS connection is established.
o The Router is performing WPS negotiation to a client device
wPs ! Blinking transmitting data.
off WPS is disabled.Or 5 minutes later after the WPS connection

established, th&/PS LED indicator will be off.

3 Buttons & Interfaces

Maad .

PWR WPS/RST

— '
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4 Product Label

This label is on the bottom panel of the router.

Wireless N300 Easy Setup Router

o v, 3
1 IP Address:192.168.0.1 MAC

Login Password:admin RoHs C83A35XXXXXX

Power:9V=600mA ‘°"" o

FCCID:V7TF3 1C:9034A-F3

- %%k %k ke ke ke ok
052 @) &4
c € m‘ [H[ % % % % %k e ke % ok e ke ok ok ke ok ke ok

J

1. Default Access:192.168.0.1

The default loginP addres®f the router. Type ik IP addres the address bar of a web browser

to | og i n Userinterface. r out er 0s

2. Default Login Password:admin

The router requires a login password when you access to its User Interface. If you access to the
r out e ridiesfac&fere¢he first time, use the default login passveaiiinn You 6 d bett er
it in Tools > Change Passwordbr security purpose, and write it down to avoid forgetting it.

3. MAC Address

This is the MAC address of the router.

The wirelesg o ud defaufi WiFi name is Tenda_XXXXXX, where XXXXXX represents the last

six characters of the MAC address.




B - A

Il Specify Your Internet Settings

This Chapter will instruciou to position, connect and configure your router.
It containsthe following sections:

Position Your Router

Connect Your Router

Access to the Router

Specify the Internet Sétigs

Join Your WiFi

1 Position Your Router

The router lets you access the Internet anywhere within the operating range of your wireless
network. However, the operating range of your wireless connection can vary sidghjifican

depending on the physical placement of your Router.

0 Put it on an elevated spot such as a high shelf, keeping the number of walls and ceilings to a

minimum between the Router and other clients sucwoegputes and smart phones.

—




U Place it around theentral area which your laptops, smart phones and other devices usually

surround, and preferably within line of sight to your wireless devices.

U Keep it away from electrical devices that are potential sources of interference, such as ceiling

fans, home saurity systems or microwaves.

— I
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U Keep it away from any large metal surfaces, such as a solid metal door or aluminum studs.
U Keep it away from other materials such as glass, insulated walls, fish tanks, mirrors, brick, and

concrete that may also affect your el@ss signal.

2 Connect Your Router

Connect your router to the Internet:

SelectADSL/Fiber/Cable or Ethernet Cable access according to your Internet access type.

ADSL/Fiber/Cable Access

e

WPS/RST

[_ = (WAN
\ 1 1

Modem

(" ®w o

In tern:t = Telephone Line/ Fiber Optics/Cable * F Ethernet Cable o T

Il nsert the power WH poqg, o plugthetbeyemdito a poveeuoutetr 6 s P
- Connect the modem to tN&AN port of your router using an Ethernet cable.

®iInsert your modembés power adapter to the pov

outlet.

Ethernet Cable




WPS/RST

‘ \@
, B
—

YT TIlEE
oty

= Ethemet Cable
Internet

—1 Insert the power adapter to you r o uWReportdand pRug the other end to a power outlet.
- Insert theEthernetcablei nt o t he router déds WAN port

Connect your computer to the router:

You can connect yowwzomputerto the router wirelessly or via an Ethernet cable.

Wired Wireless

i ) —

PA‘;GP“ 93‘;680! n
LoginPasow [Foms) CB3A35XXXXXX

FC(ID V7ITF3 |C 9034! F3
********
" Come s H
c € FC [H[ . *****************
A

WiFi Name: Tenda_XXXXXX (Default)
No WiFi passwordset by default.

XXXXXX is the | ast S i
MAC address.

H

Wired:

Connect pur computerto the router using the included Ethernet cable.

Wireless:

To connect with WiFi, use the WiFi name and password on the productAatuelour computer

MUST have a wireless adapter.

— '
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This label is on the bottom panel of the router.

- Tips

l1.fyou donét know how t o6JoioYoarWiFit.t s Wi Fi , pl ease

2. EitherWiFi (SSID) or WiFi password is changed, devices are required to reconnect with WiFi

manually once again.

3. The devices can only accessliternet afteyou finish Internet configuration.

3 Access to the Router

(- > e 192.168.0.1 1 m & Tenda 11N Wireless Rou... %
S

Tenda

Default: admin

Password: sssss

—1 Launchaweb browser on your connectedmputey say IE type192.168.0.1n the address bar,

andclick Enter on the keyboard.

- Type thedefault login passworddminin the Pasword field.

® Click OK.

- Tips

If you cannot access theroutes User | nterface aft erompuedo st ep
obtain an IP address automatically. RefeCtmfigure Yourcomputerfor details.

— '
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4 Specify the Internet Settings

After the steps ab@&y you will log in toHomepageof t he r out e.if§aur Intesnetr

connection type i®PPoEor DHCP (Dynamic IP), you can finish Internet setimpHome Page For

other Internet connection typeclick Advanced > Internet Connection Setup

Internet Connection Setup

Wireless Security Setup

Internet Connection Type () PPPeE (@ DHCP

For other connection types, click "Advanced”

security Key 8~63 characters

OK | | Cancel

Refer to the instructions in the form beltavselect your Internet connection type.

PPPoE

User name and password.

DHCP (Dynamic IP)

Nothing.

Static 1P Static IPaddresssubnetmask,gateway, DNS server.
PPTP PPTPserver addressiser name, gssword Sometimes static IP info is also provided.
L2TP L2TP server addresasser name, assword Sometimes static IP info is also provided.




PPPOE

Internet Connection Setup

Internet Connection Type (@ PPPoE ) DHCP
PPPOE Username Enter username provided by ISP
PPPOE Password Enter password provided by ISP e
Far other connection types, click "Advanced”

Wireless Security Setup

security Key 8~63 characters e
a| OK | | Cancel

—1 SelectPPPoE
- Type thePPPOE user name and password your ISP (Internet Senaeiler) provided.
® Ccustomizea WiFi password (Security Key) for your WiFi.

Click OK to save your settings
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DHCP (Dynamic IP)

Tenda

Internet Connection Setup

Wireless Security Setup

Security Key 8~63 characters

e | OK | | Cancel

Internet Connection Type () PPPoE @ DHCP 0

For other connection types, click "Advanced”

-1 SelectDHCP.

- Customizea WiFi password (Security Key) for your WiFi.

® Click OK to save your settings

Static IP

Click Advanced > Internet Connection Setup
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Ctome | nanced | wiss | qos | Appcaons

Status Internet Connection Setup
Internet Connection Type Static IP v
MAC Clone
IP Add

WAN Speed ress

Subnet Mask
WAN Medium Type

Gateway

LAN Settings DNS Server
DNS Settings Alternare DNS Server (Optional)
DHCP Server MTU

[The default value is 1300. Do not modify it unless
DHCP Client List required by your I5P.)

e| ok | | cancel |

-1 SelectStatic IP.

- Type thestatic IP info (IP address, subnet mask, gateway and etc.) your ISP (Internet Service

Provider) provided.
® Click OK to save your settings

PPTP

Click Advanced > Internet Connecion Setup
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*ome | atomces | vk || Qo5 | aptcaions.

Status Internet Connection Setup
Internet Connection Type FPTF v

MAC Clene
WAN Speed PFTP Server Address

Username
WAN Medium Type

Passwaord
LAN Settings MTU 1452
DNMS Settings Address Mode Dynamic r
DHCP Server IP Address | 0.0.0.0

Subnet Mask 0.000
DHCP Client List

Gateway 0.00.0

e[ oK | | cancel |

-1 SelectPPTP.

- Type thePPTP server address, use name and password your ISP (Internet Service Provider)

provided.
® Click OK to save your settings

If your ISP has assigned you a static IP address, follow the steps below:




-Tenda

Come [ ntncen | ks | o5 | sotns

Status Internet Connection Setup
Internet Connection Type PFTP v

MAC Clone
WAN Speed PPTP Server Address

Username
WAN Medium Type

Password
LAN Settings

MTU 1452
DN5 Settings Address Mode Static v e
DHCP Server IP Address
Subnet Mask
DHCP Client List
Gateway

°| oK | | Cancel

-1 SekctPPTP.

- Type thePPTP server address, use name and password your ISP (Internet Service Provider)

provided.

® selectstatic.
Type thelP address, subnet mask and gateway.
Click OK to save your settings

L2TP

Click Advanced > Internet Connection Seip.
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tome | v || wneess | aos | Appeatons

Status Internet Connection Setup
Internet Connection Type L2TP

MAC Clone
WAN Speed L2TP Server Address

Username
WAN Medium Type

Password
LAN Settings MTU 1452
DNS Settings Address Mode Dynamic
DHCP Server IF Address  0.0.0.0

Subnet Mask 0.0.00
DHCP Client List

Gateway 0000

e| ok | | cancel |

O
|0

—1 SelectL2TP.

- Type thelL2TP server address, use name and password your ISP (Internet Service Provider)

provided.

® Click OK to save your settings

If your ISP has assigned you a static IP address, follow the steps below:




Status Internet Connection Setup

IR, Internet Connection Type L2TF v
MAC Clone
WAN Speed L2TP Server Address
Username
WAMN Medium Type
Password
LAMN Settings MTU 1253
DMS Settings Address Mode Static v e
DHCP Server IP Address
Subnet Mask
DHCP Client List
Gateway

e | ok | | cancel |

—1 SelectL2TP.

- Type thelL2TP server address, use name and password your ISP (Internet Service Provider)

provided.

R selectStatic.

Type thelP address, subnet mask and gateway.

Click OK to save your settings

5. Done & Enjoy

After you complete theettings abo®, you can access the Internet now.

6 Join Your WiFi

This partinstructsyou how to connect to your wireless network via yootebookor otherwireless

devices. We take/Nindows § Windows 7 iPad/iPhoneandAndroid as examples here. Choose the

corresponding configuration steps according to your needs.
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Windows 8

=1 Click the icon El on the bottom right corner of your desktop.

322 PM

Links « [m % (i) ENG
= | ¢ 1/4/2015

- Tips
1. If you cannot find the icoilll, please move your cursor to the top right corner of your desktop,
selectSettings > Control Panel > Network and Internet > Network and Sharing Center >

Change adapter settingsright click Wi-Fi and selec€onnect/Disconnect
2. If you cannot find your WiFi from the list, ensure the Airplane Mode is not enabled on your

computer
- Select your WiFi from the list, clickonnectand then follow onscreen instructions.

® Connectedsuccessfully.

Networks
Wi-Fi 2
Tenda_123456

Tenda_XXXXXX

Networks

Connect automatically

| ConRect |

Tenda_XXXXXX Connected il

Wind ows 7

=1 Click the icon## onthe bottom right corner of your desktop. Select your WiFi from the list,

click Connect and then follow onscreen instructions.




Not connected

I:[[[g Connections are available

Wireless Network Connection -~

Tenda_office KL
Tenda_ XXXXXX N T
!“1

Tenda_123456 o
Tenda_office1 ‘ﬁﬂ
Tenda_C8DF5D

- Tips

If you cannot find the icor® ¥, please move your mouse to the bottom left corner of your desktop,
selectStart > Control Panel > Network and Internet > Network and Sharing Center > Change
adapter settings right click Wireless Network Connectionand selec€onnect/Disconnect

- Connectedsuccessfully.

4:16 PM
1/14/2015

Currently connected to:

Tenda_XXXXXX
Internet access

Wireless Network Connection

Tenda_XXXXXX Connected

Tenda_123456
Tenda_office

Tenda_office1

Tenda_C8DF5D

iPad/iPhone

—1 Click on Settings - Click Wi-Fi, and choose your SSID.

) 1

~

A
M
M
M
M

Open Network and Sharing Center

.| »




Settings

Wi-Fi

E3 Airolane Mode (T oFF)
Messages Camess B Bluetooth Off

Notifications

gl

‘ General

E Sounds

H Brightness & Wallpaper
@ Picture Frame

Reminders K3 Privacy

Photo Booth Calendar

()

DoNotDisturb () OFF

@ iCloud

Mail, Contacts, Calendars

=

P Notes

Reminders

a Messages

Lg FaceTime
T Maps

L4 safari

@ iTunes & App Stores
i Music
2 videos

Enter the password for "Tenda_J00XXX~

Enter Password

Password |

Android

Wi-Fi

.

Choose a Network...

ChinaNet-YJ3M a7 ©
v Tenda_XXXXXX a= g
dianshang AT ©
JOSHUA s 9|
Tenda_20D640 )
Tenda_88 [Icl(>)
Tenda_897 8= ©
zhongziyi AT ©
Other... > .

Ask to Join Networks

.

Known networks will be joined automatically. If no
known networks are available, you will be asked
before joining a new network.

—1 Click on Settings - Click WLAN to enter your WLAN settings.

S—



g\l}\‘{i'@‘ Ldl37% NG Lalz37% 2 10:36

|
5] [ Q -
Connections| My device  Accounts More

Network connections

& WLAN o

$ Bluetooth

ﬁ Data usage

=¥ More networks

Connect and share

__NFC
Allow data exchange when

S Beam
Send files via NFC and WLA

Direct

Nearby devices
Share your media files v

WLAN, WLAN Direct, and

®  Enable yourWLAN , and select your SSID.  Enter your wiredss password, and click

Connect

Tenda_ XXXXXX

Password
WLAN networks

Tenda_XXXXXX Show password

E—— Show advanced options

JY_FH307_liuli :
Tenda_12AB90 ‘

Tl W S il sl ) 7 e S (0

e 1 / - @ 3 H = A 2
bx_luozhihui CRYACATROR AR RO

Secured

IV ELVLL L

Tenda_00A198 — e
Oper T 2 4@ a2 il o <3

Scan WLAN Direct S 149 o — § Qe

When your WiFi is connected successfully, it will dispiégnnected




WLAN networks

bx_luozhihui

JY_CCC123830

JY_FH307_liuli

JY_LMT_AS_2.4

JY_ZHOUWEIXIN

WLAN Direct
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Il Specify Advanced Settings

This Chapter descritseethe advanced features of your Router, suctAesess Conbl, DDNS,

Bandwidth Contrgland etc.

Advanced
Wireless
QoS
Applications
Security

Tools

1 Advanced

Status

This section refers to WAN Status asybstemstatus, displayinghe current Internet Connection

Internet Connection Setup
MAC Clene

WAN Speed

WAN Medium Type

LAN Settings

DNS Settings

DHCP Server

DHCP Client List

Ctome | avmed | wiess | aus | etcaions

WAN Status

Connection Status
Internet Connection Type
WAN IP

Subnet Mask

Gateway

DMNS Server

Alternate DN5 Server

Connection Time

System Status

LAN MAC Address
WAN MAC Address
System Time
Running Time
Connected Client
System Version

Hardware Version

Connected
DHCP
192.168.1.152
255.255.255.0
192.168.1.1
192.168.1.1
§.8.8.8
01:55:18

Release |

| Refresh

C8:3A:35:00:9D:78
C8:3A:35:00:9D:78
2015-07-1010:21:42
01:55:32

2

VI11.13.01.06_en
V1.0
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TheRout er 6s s yst eAdvancedl>IStatssagepwhen gou finfste all needed settings
on theHome page. In theWAN statuspart you may find one of the three WAN statusésnnected
Disconnectedand Connecting Following parts help you to understand the indarei of these
WAN statuses.

Connected
When you findConnectedand a WAN IP address with the subnet mask, gateway, DNS server

address displayed as below, you can access the Int@riae Router

Advanced

Internet Connection Setup

Connection 5Status  Connected

MAC Clone Internet Connection Type DHCP
WANIP  192.168.1.152

i Subnet Mask  255.255.255.0
WAN Medium Type Gateway 192.168.1.1

- DNS Server  192.168.1.1
Sl Alternate DNS Server B.85.8.8
DNS Settings Connection Time  02:00:05
DHCP Server

_ Release | | Refresh

Disconnected
When you findDisconnectedand there is no YAN IP address displayed, you cannot access the

Internet.




Advanced

WAN Status

Internet Connection Setup Connection Status

MAC Clone Internet Connection Type
WAN IP
S Subnet Mask
WAN Medium Type Cateway
DNS Server
LAN Setti

L Alternate DNS Server
DNS Settings Connection Time

DHCP Server

Diagnose Connection

Status
DHCP Client List

Disconnected

DHCP

00:00:00

Please check hardware connection of the WAN port.

| Release |

| Refresh

Try following steps one by one to solve the problem:

1. Make sure that youwmomputeris well connected to the LAN port of the Router and the WAN port

is well connected to the Ethernet cable from lifiternet side.

2. Make sure that your Internet service is active and undue.

3. Click Refreshto renew the web page.

If nothing goes wrong, you will fin€onnectingor Connectedhere.

Connecting

If you find Connectinghere and see no WAN IP address, gannot access the Internet right now.

Try to refresh the web pageveratimes.
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Ctome | nover | s | s | aplcasons

Internet Connection Setu . -
B Connection 5tatus  Connecting

MAC Clone Internet Connection Type  DHCP
WAN IP
el Subnet Mask
WAN Medium Type Gareway
DMNS Server
LAM Setti
S Alternate DN5S Server
DNS Settings Connection Time  00:00:00
B | Release | | Refresh |
However, w@oanectingfolbw thesguidelines below:

1. Try cloning the MAC addres$/AAC Clone).
2. Check the information iDiagnostic Connection Status
3. Check the info you typed (if any).

4. Consult your ISP for help.

Internet Connection Setup

You can also set up yolmternet connection here by clickidglvanced > Internet Connection

Setup. For details, seBpecify the Internet Settings

Cvome | agomces | vk | Qs | aphcaions.

Status Internet Connection Setup
Internet Connection Type DHCP v
MAC Clone
MTU

WAN Speed 1500

(The default value is 1300. Do not modify it unless
WAN Medium Type required by your ISP.)
LAN Settings

| ok | | cancel
DNS5 Settings
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MTU Value

If you comeacross some troubles (cannot access some website, send or receive emails, visit the
FTP or POP servers), try to decrease the max MTU value from 1500 to 1400 step by step, till the

trouble is gone.

Note that changing the MTU Value for optimal performance of some specific websites or

application software on the other hand may bring downsideall the Internet connection types on

the Router, itds r ecohedefanldsettthgt o keep this val
1500 The most common setting wipen itds not PPP«

1492 Always for PPPOE dialip connection.

1472 The max value when using ping dm

1468 Some DHCP applications

1436 VPN or PPTP applications

MAC CI one

In general, if you cannot access the Internet via your connexgtputeror smartphone,
meanwhile you find you can only access the Internet daeaifiedcomputerdirectly without a
router, you can try cloning the MAC address onNt#C Clone page.

Click Advanced> MAC Clone to enter the configuration interface.

o
X

Advanced

Status MAC Clone
Internet Connection Setup

MAC Address CA3A35:00:9D:78
MAC Clone
WAN Speed Restore Default MAC | | Clone MAC Address
WAN Medium Type | OK | | Cancel
LAN Settings

DNS Settings
DHCF Server

DHCP Client List

If the specified computeconnected to your router via d&thernet cable, and you configure the

— I
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router on thespecified computgfollow the steps below:

Click Clone MAC address The specified computé MAC address will be entered in the
MAC Address field.

Click OK

If thecomputerconnected to your routé not thespecified computgfollow the steps below:
Enter the MAC address of theecified conputerin theMAC Address field.
Click OK.

Other Options may help:

Restore Default MAC: Click it to restore the current MAC address to factory defslfiC of the

Router

Clone MAC Address: Click it to copy the MAC addressf the connectedomputerto the MAC
Address field.

WAN Speed
Here you can set the speed and duplex mode for the WAN port. It is advisable to keep the default

AUTO setting to get the best spedtl.you select other option, you may fail to access some

websites.

{ e

Qos | Applications

Advanced Wireless

Status Choose The WAN Speed
Internet Connection Setup & AUTO
MAC Clone = 10M HALF-duplex

0 10M FULL-duplex
WAN Speed

& 100M HALF-duplex
" € 100M FULL-duplex
DMNS Settings

| Ok | | Cancel |

DHCP Server
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WAN Medium Type

Status WAN Medium Type

Internet Connection Setup
WAN Medium Type  (® Wired WAN () Wireless WAN

MAC Clone

ok | | cancel |

WAN Speed

WAN Medium Type

The device supports two WAN medium typedlired WAN and Wireless WAN. SelectWired

WAN if your router is connected to the Internet via a physical cable, and #8tetdss WAN if
your router is connected to the router wirelessliye default WAN Medium Type M/ired WAN, so
no settings are required hafeyour router is connected to the Internet via a physical cHbjeur

router is connected to the router wirelesdly as follows:

dome | o | wneess | aos | Appeatons

Status WAN Medium Type

Internet Connection Setup

WAN Medium Type () Wired WAN ® Wireless WAN c

Complete below settings to connect to WISP AP.

MAC Clone

WAN Speed
551D Tenda_009D78

WAN Medium Type
Channel AutoSelect v

LAN Settings Security Made WPA-PSK v
DNS Settings .
WPA Algorithms @ AES () TKIP TKIP&AES
DHCF Server Key | Enter WISP AP's security key
DHCP Client Li
| OK || cancel |

-1 SelectWirelessWAN .

- Click Open Scan




e | naven | wiess | o5 | Apcaions

Status WAN Medium Type

Internet Connection Setup
WAN Medium Type () Wired WAN (® Wireless WAN

MAC Clone
Complete below settings to connect to WISP AP,

WAN Speed
551D Tenda_009D78

WAN Medium Type
Channel AutoSelect L

LAN Settings

Security Mode WPA-PSK v
DN5 Settings
WFA Algorithms  (e) AES ) TKIP TKIP&AES
DHCP Server Key Enter WISP AP's security key
DHCP Cli Li o
lent List | Close Scan |
. >
celact | The page at 192.168.0.1 says: ity signal
Strength
Are you sure to connect to this AP?

® A -64

0] e ‘ OK ‘ | Cancel | A -4

@ 'S -63

e@ Tenda_b6bB666-ZL  C8:3A:35:52:60:10 11 WPAWPA . -5
® Findand select the witess network name (WiFi name) yisur Wireless ISP (WISP)

Click OK.
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Come | vt | s | aus | sppcatons

Status WAN Medium Type

Internet Connection Setup
WAN Medium Type () Wired WAN ® Wireless WAN

MAC Clone
Complete below settings to connect to WISP AP.

WAN Speed
551D Tenda_868666-ZL

WAN Medium Type
Channel 11 L

LAN Settings

Security Mode Mixed WPA/WPAZ - PSK v
S WPA Algerithms (8 AES O TKIP () TKIP&AES
DHCP Server Key | Enter WISP AP's security key e
DHCP Client List |'m'| e
Select 551D MAC Address Channel Security Signal
Strength
Q Tenda_yuanl123436 00:90:4C:12:34:56 11 WPAWFA .. -B4
o bayanDSLWIFI_4235 C8:3A:35:68:42:36 11 WPAWPA . -490
0 Tenda_4EOCF8 CE:3A:35:4E0C:FO 10 WPA/AES... -B3
- Tenda_B666666-ZL  CE:3A:35:52:60:10 11 WPAWPA .. -5

tome | noves || Wi | o5 | Apcaions |

Status WAN Medium Type

Internet Connection Setup
WAN Medium Type () Wired WAN () Wireless WAN

MAC Clone
Complete below settings to connect to WISP AP.

WAN Speed
551D Tenda_666656-ZL

WAN Medium Type
Channel 11 v

LAN Settings Security Mode | Mixed WPAMWPAZ - PSK v

DN5 Settings
WPA Algorithms (&) AES O TKIP () TKIP&AES

DHCF Server Key R

DHCP Client List ]
_— | Open Scan |

e| ok | | cancel |

Type the wireless security key (WiFi passwasfijhe wireless network name (WiFi name) of

—
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your WISPin theKey field.

+

Click Close Scan

2 Click OK.

The router will reboot@omatically.

Advanced

Status
Rebooting...12%
N

Internet Connection Setup
MAC Clone

WAN Speed

WAN Medium Type

Reboot the router to bring the settings into effect.

After the router rebost check the WAN status. If it displayg®onnectegit indicates that you can

accesdo the Internet now.

Cvome | svomces | vk | Qo5 | aptcaions.

WAN Status

Internet Connection Setup Connection Status

MAC Clone Internet Connection Type
WAN IP
e Subnet Mask
WAN Medium Type Gateway
DMNS Server
LAN Setti

i Alternate DNS Server
DNS Settings Connection Time

DHCP Server

Connected
DHCP
192.168.1.152
255.255.255.0
192.168.1.1
192.168.1.1
8.88.8
00:04:01

| Release | | Refresh |

If you failed toconnect tojour WISR try following steps below one by one to solve the problem:
1. Check tle security key (WiFi password), the SSID (wireless network name), channel, seurity

mode, and WPA Algorithms.
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Cdome | saomces | vk | Qo5 | aptcaions.

Status WAN Medium Type

Internet Connection Setup
WAN Medium Type () Wired WAN (®) Wireless WAN

MAC Clone
Complete below settings to connect to WISP AP,

WAN Speed
551D Tenda_666666-ZL

WAN Medium Type
Channel 11 v

LAN Settings

Security Mode Mized WPANPAZ - PSK v
DNS5 Settings
WPA Algorithms (@) AES ) TKIP () TKIP&AES
DHCP Server Key | wweeeees
DHCP Client Li M
lent List | Dpen Scan |
| OK | | cancel |

Generally, when you select the wireless network nanyewf WISR and type the correct security
key (WiFi password)the SSID (wireless networkame), channel, seurity mode, and WPA
Algorithms will bechanged tahe same as tiseof your WiSPautomatically If they are not the

same, correct themanually, and try to connect again.

_ Tips
I f you dondt k n oyaurWIBRyau eonnecd cantaettyorVISP far help.

2. Check the Internet connection type.

vome | novnen | wness | os | spicaons

Status Internet Connection Setup
Internet Connection Type DHCP L
MAC Clone
MTU

WAN Speed 1500

{The default value is 1300, Do not medify it unless
WAN Medium Type required by your ISP}
LAN Settings ) . ) .

| ok | | cancel
DNS Settings ' ' ) '
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Make surdhatyou select thearrect Interent conection ty@ecording tdhe parameters your
Wirelessinternet Service Providerprovided | f you dondét Kkndevformiow t o

Specify the Interent Settings

3. Check the LAN IP address of your router.

Advanced Applications

Status LAN Settings

Internet Connection 5etu . . .
b Thiz page is used to et the basic network parameters for LAN.

™ LAN MAC Address  C8:3A:35:00:9D-78

WAN Speed
IP Address 18216801

WAMN Medium Type

DMNS Settings

Subnet Mask 2552552550

OK Cancel

The LAN IP address of the router should not be in the same network segment aythatwiSP
you connected~or example, if th& AN IP address ofour WISPis 192.168).1, the LAN IP
address of your router can be 192.76B.

It will have apromptwhen there is an IP conflict. Juct cli€&, andremember the new LAN IP

address.

The page at 192.168.1.1 says:

IP conflict!The LAN IP address will be changed into
192.168.2.1 hutomatically and it will be the new login IP

address,

‘ OK H Cancel ‘

LAN Settings
You can change the IP address toilogp theUser Interfacef the Router here. Remember or note

down the new IP address for next login if you change it.

Click Advanced> LAN Settings to modify the login IP address.
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Ctome | nwvnces | widss | qos | Agpcasons

Status LAN Settings

Internet Connection Setu . . .
E This page is used to set the basic network parameters for LAN.

MAC Clone LAN MAC Address  C8:3A:35:00:9D:78

IP Address 192.168.2.1 G

WAN Speed

WAN Medium Type
Subnet Mask 2562552550

e| ok | | cancel |

DN5 Settings

DHCP Server

DHCP Client List

IPAddresssModi fy the | P adlregdhePadefi@RoA6B6D. 10

Subnet Mask: Enter a LAN subnet mask matching the IP addressis ay fAn255. 255.

(the default value).

Click OK.

DNS Settings
DNS settings page is for you to manually enable and set up the DNS settings.

Click Advanced> DNS Setingsto start the DNS setup.

Cvome | e | ks | oos | sophcaons

Status DNS Settings

Internet Connection Setup
Enable Manual DN5

MAC Clone Assignment
i 19216811

WAN Speed Primary DN5 Address
Alternate DN5 Address b.8.8.8 (Optional)

WAN Medium Type MNote: To activate new settings, you must reboot the device.

LAN Serttings

DNS Settings

Enable Manual DNS AssignmentCheck the box to enable DNS manual setup of the Router.

ok | | Cancel |

[
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Primary DNS Address: Enter the preferred address of the DNS server provided by your ISP.

Alternate DNS Address(optional) Enter thealternate DNS address if your ISP provides this
address.

Click OK and go to th@ools page tarebootthe device to activatiiesenew DNS settings

DHCP Server

DHCP server can automatically assign the broadband service info (IP Address, Subnet Mask,
Gateway and DNS Server Address) to tt@mmputeror smart phone, or other devices which are
connected to the Routelo not disable this function until you want to configure the IP address

manually for each device connected to the Router.

Click Advanced> DHCP Serverto modify the IP range and the lease time.

Advanced I Applications

Status DHCP Server

Internet Connection Setup
DHCF Server  |#) Enable

- IP Pool Start Address 192.168.0.| 100
WAN Speed IP Pool End Address | 92-168.0. 150
Leaze Time Cne day v

WAN Medium Type

LAN Settings
5 OK Cancel

DNS Settings

DHCP Server

DHCP Client List

DHCP Server:CheckEnablee (It 6s enabl ed by default.)

IP Pool Start/End Address: Configure the rightmost segment of the start address/end address,

say 100/150 shown in the picture.

Lease Time: Selectthe lease time of the IP assigned automaticalfy One day. When the

|l ease time is used up, the I'P wildl renew auto

Click OK.

DHCP Client List

This feature includes two parts, Static Assignment and DHCP Client List.
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Static Assignment
Here you canet a static IP address to a specified device manually for convenient management. The

static IP you set should be different from other IPs in use, or it will take no effect. Suggest you set
the static | P with the ri ghctumorsetntp alrAN wWiR hiisn
you can set the static I P within Al192.168.0. 2

Here we cite an example to explain how to set up a static IP to a specific device dsethe
Interface

Example

You hope thatyour notebook (MAC address8 DC:56:A4:06:FA) can always automatically get the
I P address f192.168.0.2010 to access the Inte

Configuration

In this case, Static Assignment feature of the Router can help you to get what you want.

Advanced

Status Static Assignment

Internet Connection Setup IP Address 192 168.0. S0 c e
MAC Clone MAC Address 18 Doiles A4 COE T FA e Add
WAN Speed

NO. IP Address MAC Address Delete
WaAN Medium Type

1 192.168.0.201 18:DC:56:A4-06:FA Delete
LAN Settings
DNS Settings DHCP Client List
DHCF Server Refresh
DHCP Client List

Host Name IP Address MAC Address Lease Time

192.168.0.201 18:DC:56:A4:00:FA 1Day(s)00:00:00

e OK Cancel

Click Advanced> DHCP Client List to enter the configuration page.
IPAddresssEnt er the rightmost segment of the | P &

MAC Address: Ent er the MAC address of notebook n18

— I
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Click Add and then the static IP route you set will be displayed on the Static Assignment
section.

Click OK to savethe settings.

Click Refresh one to three times and you will see the Static IP rules are displayed in the DHCP
Client List.

Verification

After the settings above, check and verify your notebook is set to obtain IP automatically. Then,
connect your notebodk the Router wirelessly or via an Ethernet cable, and your notebook will get
the IP A192.168.0.2010 and you can start surf

DHCP Client List
All connected devices to the Router will be listed on the DHCP Client Yast.can find the host

name, IP, MAC address and lease time about a working IP.

Status Static Assignment

Internet Connection Setup IP Address 192.168.0

MAC Clone MAC Address : : : : : Add
WAN Speed

NO. IP Address MAC Address Delete
WAN Medium Type

1 192.168.0.201 18:DC:56:A4:00:FA Delete
LAN Settings
DNS Settings DHCP Client List
DHCP Server Refresh
DHCP Client List

Host Name IP Address MAC Address Lease Time

192.168.0.201 18:DC:56:A4:00:FA 1Day(s)00:00:00
OK Cancel

Rules you set in th8tatic Assignmentsection will be displayed on the list but the host name is
absent when the device with the corresponding MAC address is not conwetttedRibuter (via an
Ethernet cable or wirelessly).

I f t hueknosvid deeices connextto your Router, you can check them the list easily. To




Y = A

stopthey from accesmg your routey go toWireless > Access Contrtd forbid its MAC address.
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2 Wireless

Wireless Basic Settings
Here you carthange the WiFi name (Primary SSID) and do some basic settings toai&aiaN

for easy recognitionr management.

Click Wireless> Wirel ess Basic Settingto start settings.

e

Wireless Basic Settings Wireless Basic Settings

Wireless Security

Enable Wireless ¥

Access Control
Primary 551D Tenda_009D78

Wireless Connection Status
Secondary S5ID

R Repeater Wireless Working Made (8 Wireless Access Point(AP) () WDS Bridge Mode

Network Mode 11b/gin mixed mode v

S5ID Broadcast (8 Enable () Disable

AP Isolation () Enable (#) Disable

Channel 2462MHz (Channel 11) v
Channel Bandwidth @ 20 Da0  ®3q40
Extension Channel 2442MHz (Channel 7) ¥

WMM Capable (8 Enable () Disable

APSD Capable () Enable (# Disable

D]  eCancel

Check theEnable Wirelessoption, and change the Primary SSID.

Suggestou leave other options the way they are.

Description of other options on the configuration page

1. Secondary SSID:The second name of your WjFan optional field. You can connect your

wirelessdevice to the secondary SSI@r accessing the Internet.

2. Network Mode: 4 modes supported on the Router.
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Mode

11bkyn Allows 802.11b, 802.11g, and 802.11n devices to foe Up to 300Mbps
network.
11b/g Allows 802.11b and 802.11g devices to join the network. Up to 54Mbps
11b Allows 802.11b devices to join the network. Up to 11Mbps
11g Allows 802.11g devices to join the network. Up to 54Mbps
3.SSID Broadcast:Whent 6 s enabl ed, the wireless device v

di sabl ed, your Routero6s SSID is hidden and yo
need to enter the SSID manually for connecting to it.

4. AP lIsolation: Wh e n i tlewls wiredessa devices connecting §wur device cannot

communicate with each other.

5. Channel: Do not change the channel unless you experience interference (shown by lost wireless
connection or slow data transfers). If this happens, experiment withegiffehannels to see which
the besis. The recommended channel spacing between adjacent access points is four channels (for

example, use channel 1 and 5, or 6 and 10).

6. Channel Bandwidth: Select any of these channel bandwiditionsto accommodate highe
transmission speeds:
U 40: Select this bandwidth to maximize the wireless throughput.

U 20: Select this bandwidth if you encounter some issues with your wireless connection.

c:

20/40 (defaulty Keep the default unless you encounter some issues with youressirel

connection.
. Extension Channel:l t 6 s used to determine the wireless

only take effect in 11b/ g/ m0/40.de when the cha

\‘

8. WMM Capable: | t 6s used to i mprove t hee Suggesethaeypss t r
keep this fieldEnable by default.

9. APSD Capable:l t 6 s tsdviag nodepamd can only take effect whgNMM Capable is
enabled. Suggest that you keep ARRSD Capablefield is disabled by default.

Wireless Working Mode

When your router performs as a wireless router, the wireless working mode vNitedess Access
Point (AP). However, wheryou want to usé as a repeater, you caelectWDS Bridge Mode




B - A

WDS Bridge Mode

Example

If you alreadypositiona routerin your housgbut s WiFi signal may nobestrong enough toover

both your home office and bedroomo extend your Routé& WiFi coverage, you cgorepare one

more router and enad\WDS Bridge Mode of the router.

Do the following preparation before configurilgDS Bridge Mode. For easy recognition, we call

the existingo u t remotefiout er 0 Rouwt ecralyyou hree e da d dbe ¢ rre@uatr eer
1. Verify theremoterouteris connectedo the Interneand provides proper Internet service

2. Keep the WAN port of theewly-added routeunplugged

3. Go to theUser Interfaceof the remoteaouter and ollect the followinginfo: WiFi Name (SSID),

security mode, encryption rule, the security key and LAMIe take a note.

- Tips
1. The router or AP you select mustWbS-capable This Router supports WDS.
2. WhenWDS setting arefinished, SSIDs oboth the remotedeviceand newlyadded devicavill

bethe same.

3. Do not change the SSID, channel, and security key in case the bridge disconnected.

(0
Remote Router \-&
PC1
Internet IP:192.168.1.101
2. T
1
\ WAN | LANIP:192.168.1.1 PC2

IP:192.168.1.100

[ ]
Newly-added Router \&

IP:192.168.1.102

| aad) 1) ‘ e
8.
= 1P:192.168.1.103
| LANIP:192.168.1.10 iﬂ
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Configure the newly-added router:

Change LAN IP of the newly added Rouisto another one, which should be in the same segment

as LAN IP of the remote Router but should not be the same LAN IR92a$68.1.10

Ctome | s | ks | Qo5 | Appcaons

Status LAN Settings

Internet Connection Setu . . .
B This page is used to set the basic network parameters for LAN.

MAC Clone LAN MAC Address  C8:3A:35:00:9D:78

WAN Speed
IP Address 192.168.1.10

WAN Medium Type

DNS Settings

Subnet Mask 255.255.255.0

Ok | | cCancel |

Click Wireless> WirelessBasic Settings




Wireless Basic Settings Wireless Basic Settings

Wireless Security
Enable Wireless

Access Control
Primary 551D Tenda_009D78

Wireless Connection Status
Secondary S5ID

Univerzal Repeater

Wireless Working Mode () Wireless Access Point(AP) (® WDS Bridge Mode e
MNetwork Maode 11b/g/n mixed mode v
S5ID Broadcast (@) Enable () Disable
AP Isolation () Enable (®) Disable
Channel AutoSelect v

Channel Bandwidth @ 20 D40  ®3g40

Extension Channel AutoSelect v

WMM Capable  (® Enable () Disable

APSD Capable () Enable (#) Disable

Wireless Working Mode: WD5(Repeater mode)

AP MAC Address

AP MAC Address

Mote: 5510 and channel will automatically set to match your selected AP. Mote that the AP
you select MUST also support WDS. WEP is recommended for the connection for better
compatibility with your selected AP.

(o] @)

| oK | | cancel |

SelectWDS Bridge Mode
Click Open Scan
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Close Scan
Select SSID MAC Address Chan... Security Signal
Strength
0 TG-METtest EC:D9:D1:CO:D3:41 3 NOMNE -61
Q0 B¥_awf_ceshi CH3A35:51:86:89 5 WPAZ JAES -39
9] Tenda_5364F8 CE-3A:35:53:64:F% 3 WPAAES. .. -46
9] » -37
The page at 192.168.0.1 says:
@ 5. -48
O Please click on OK to confirm that you want to connect -40
to this AP
@ -37
) e‘ oK ‘ ‘ Cancel ‘ -38
@ -56
Q0 Tenda_131380 CE3A35:13:13:81 2 WPAZ JAES  -36
(O] Tenda_bbbbab-ZL CE-3A:35:52:60:10 11 WPAWPA. .. -49

Wireless Working Mode: WD5(Repeater mode)

AP MAC Address C83A35:52:60:10

AP MAC Address

Mote: 5510 and channel will automatically set to match yvour selected AP. Mote that the AP
you select MUST also support WD5. WEF is recommended for the connection for better
compatibility with your selected AP.

| Open Scan |

e oK | Cancel |

The page at 192.168.0.1 says:

The S5I0 (network name) will be changed to
Tenda_p66666-ZL! Please reconnect to the new SSIDN

e ‘ oK H Cancel |

(R Select the SSID of the remote Router

Click OK on the popup window

Then clickOK on the bottom of the page.

1
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+ Click OK on the popup window

TheMAC address of the routavill be entered in ta AP MAC addressfield automatically

Wireless Working Mode: WDS({Repeater mode)

AP MAC Address CE3A3552:60:10

AP MAC Address

Mote: 5510 and channel will automatically set to match yvour selected AP. Note that the AP

yvou select MUST also support WD5. WEF is recommended for the connection for better

compatibility with vour selected AF.

Verify thatthe primary SSID (wireless network namejetwork mode, channel, channel bandwidth,

security modeYWPA Algorithmsandsecurity key (WiFi passwordre the same as the note §iai

taken.If not, change tém to the same.

Wireless Basic Settings Wireless Basic Settings

Wireless Security
Enable Wireless

Access Control
Primary 5510

Wireless Connection Status
Secondary 551D

R Hepeater Wireless Working Mode
Network Mode
551D Broadcast

AP Isolation

Channel

Channel Bandwidth

Extension Channel

WMM Capable
APSD Capable

[+

Tenda_g68666-ZL

11b/g/n mixed mode

~ Wireless A Point(AP o WDS B

v

(® Enable () Disable
() Enable #) Disable

2462MHz (Channel 11)

© 20 Qa0 ®39/40

2442MHz (Channel 7)

(® Enable () Disable
() Enable (#) Disable

Made




Wireless Basic Settings Wireless Security Setup
Wireless Security
Select SSID Tenda_005D78 v
Access Control
Security Mode WPAZ - PSK v

Wireless Connection Status
WPA Algerithms | (@ AES ) TKIP () TKIP&AES

Universal Repeater Security Key | | ssmen

Default: 12345678

Click Advanced> DHCP Server, and keefDHCP serveronthe newly adde®Routerdisabled.

Status DHCP Server

Internet Connection Setup

DHCP Server |[ | Enable

MAC Clone IP Pool Start Address  192.168.0.] 100

WAN Speed IP Pool End Address  192.168.0. 150

WAN Medium Type Lease Time Cne day v

LAN Settings °| OK | | cancel |

DNS Settings

DHCP Server

DHCP Client List

2 Uncheck theenable option.
2 Click OK.
Configure the remote router:

Refer to steps’ - £ to configure similar settings on the remoteter.

s Tips
Verify that the DHCP server dhe remoteRouter is enabled.
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Check whether the WDS mode is set successfully
Connect a wireless clientgmputer s mar t phone, etc.) tFioAnd he n

check whether the client can access the Internet.

Wireless Security

I f you diSecurify Key at éhé homehpage, you can come toWieeless Securitysection
to encrypt your WiFi password. Clickdvanced > Wireless Securityto set the WiFiprotected

access, for providing extremely strong data security and very effectively blocking eavesdropping.

Wireless

Wireless Basic Settings Wireless Security Setup

Wireless Security
Select 551D Tenda_009D78& v

Access Control

Security Mode Disable v
Wireless Connection Status

) To configure a wireless security key, disable the WPS below!
Universal Repeater

WPS Status Unconfigured

WPS Settings (@ Disable () Enable
Reset OOB

Notice

Wi-Fi Protected Setup (WP5) makes it easy for home users who know little of wireless
security to establish a secure wireless home network, as well as to add new devices to an
existing network without entering long passphrases or configuring complicated settings.
Simply enter a PIN code or press the software PBC button or hardware WPS buttan (if any)
and a secure wireless connection is established. The WPS can be used only when security
mode: None, WPAZ-P5K or Mixed WPA /WPAZ-P5K and cipher type: AES or TKIP&AES are
selecred.

ok | | cancel
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Common ly Used Encryption Methods

Wireless Basic Settings Wireless Security Setup

Wireless Security
Select SSID Tenda_009D78

Access Control

Security Mode WPRA - PSKiRecommended) v |
Wireless Connection Status e
TKIP&AES

WPA Algorithms (8 AES(Recommended) ) TKIP

Universal Repeater Security Key 8~63 characters
Default: 12345678

To configure a wireless security key, cisable the WPS below!

WPS Status Unconfigured
WFS Settings (8 Disable () Enable
Reset QOB

Notice

Wi-Fi Protected Setup (WPS) makes it easy for home users who know little of wireless
security to establish a secure wireless home network, as well as to add new devices to an
existing network without entering long passphrases or configuring complicated settings.
Simply enter a PIN code or press the software PEC button or hardware WPS button (if any)
and a secure wireless connection is established. The WPS can be used only when security
mode: None, WPAZ-P5K or Mixed WPA /'WPAZ2-P5K and cipher type: AES or TKIP&AES are

selected.
a| oK | | cancel |

P SelectSSID: Selectthe WiFiname( SS1 D) you wi sh t009D&n.cr ypt, s

~s

Security Mode, WPA Algorithms: Taking security, compatibility and wireless speed into
consideration, suggest you select WBA-PSK in the Security Mode field, andAES in the WPA
Algorithms option.

Security Key: Custonize the WiFi password.(Note: To configure a WiFi passworg|ease
verify thatthe WPS function is disabled.)

Click OK.
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Description of other options on the configuration page

V Security Modes

1. Open: Open mode, WEP encryption, up to 54Mbps wireless speed.

2. Shared: Shared mode, WEP encryption, up to 54Mbps wireless speed.

3. WPA-PSK: WPA personal security key, supporting AES and TKIP.

4. WPA2-PSK: WPA2 personal security key, supporting AES, TKIP aKdPRAES.

5. Mixed WPA/WPA2-PSK: Mixed mode. Wireless devices connect to the Internet by using
WPA-PSKor WPA2-PSK.

V  WPA Algorithms::
1. AES: When using this rule, wireless rate is up to 300Mbps.
2. TKIP: When using this rule, wireless rate is up to 54Mbps.

3. TKIP&AES: Compatible with TKIP and AES. Wireless devices connect to the Internet by using
AES or TKIP.

WPS Encryption

Wi-Fi Protected Setup (WPS) makes it easy for home users to establish a home network, as well as
to add new devices to an existing wetk without entering long passphrases or configuring
complicated settings.

Only use WPS when your wireless device supports WPS function.

Here in the Router, if you choose to use WPS encryption, other security modes listed above in the
pull-down menu camot be configured.

Click Wireless> Wireless Securityto enter the Wireless security setup page.




Wireless Basic Settings Wireless Security Setup

Wireless Security
Select 551D

Access Control
Security Mode

Wireless Connection Status
WPA Algorithms

Uni I R t .
niversal Repeater Security Key

WPS Status
WFS Settings
WP Mode

AP PIN Code

Tenda_009078 v
WPAZ - PSK v
= AES TKIP TKIP&AES

8~63 characters
Default: 12343678

To configure a wireless security key, disable the WPS below!

Configured

() Disable (#) Enable
») PEC () PIN
31931076

| Reset 0OE |

Use a WPS button

If your wireless client has a WPS push button, you can use it to connect to the router.

N
v

f

wui

} /

l ® - v

PWR  WRRRST " |
4
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P Press th&VPS button on the routdor 1~3 seonds and then release it

Within 2 minutes, enable WPS feature on your wireless clients.

Take SAMSUNG cellphone as an example:

Enter theWLAN setting page, and tap the icc on the bottom left corner on the cellphone.

Then selec?WPS push buttonontrepopup subpage. The cell phoneos

NG l75% @ 16:15 NG _4l74% @ 16:16

L

WLAN networks

dingwei

WPS setup

Tenda_C8FFFF Press the WLAN protected setup
Open button on your router. It may be

labeled WPS or show this
Jy_zhouweixin symbol.

S )
Tenda_C8FFFF_5G

P~ L

T =¥ WPS push button

[is WPS PIN entry

© Help

Use a PIN code

There are two ways to use PIN codeu can choose one to folloaccording to the WPS feature

type of your wireless device

Method 1:

Type the AP PIN Code to your wireledse vi ceb6s PI N required box, 31
OK in the bottom of this page..
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] Ta configure a wireless security key, disable the WPS below!
Universal Repeater

WPS Status Configured
WPS Settings () Disable (®) Enable

WPS Mode (@ PBC O PIN

AP PIN Code 31931076

Reset O0OB

Method 2:

Type your wireless devi ce6s OR Inhhe otboth ef this pagd. h e

) To configure a wireless security key, disable the WPS below!
Universal Repeater

WPS Status  Configured

WPS Settings () Disable (#) Enable

WP: Mode () PBC ® PIN

AP PIN Code 31931076

Reset OOB

Access Control

Here you can set rules to permit orldid wireless devices to connect to your WiFi. The rules refer
to these devicesd MAC addresses.

Example

You permit your computer (MAC: C8:9C.DC:54:90:77) to connect to theWiFi (SSID:
Tenda_135760).

P




Wireless Basic Settings Access Control

Wireless Security
= Select SSID Tenda_009078& v
Y e

MAC Address Filter Permit

Wireless Connection Status

Universal Repeater MAC Address Operate
C8 :|8C : DC [ A4 |80 77 e |Add|°

CB:9C:DC:54:90:77 | Delete |

e| oK | cancel |

P Select SSID:Select the WiFi namthatyou wantto permit,s ay i 00978 a

MAC Address Filter: SelectPermit mode from the puldown menu.

MAC address: Enter your MAC address (CBC.DC:54:90:77) into the MAC address box.
Click Add

°  Click OK.

i Tips
You can check t he \Wissesimgeses Codnectivn Stas®CP Mid&nCist a d
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Wireless Connection Status

Wireless

Wireless Basic Settings Wireless Connection Status

Wireless Security
Select SSID Tenda_009D78 L]

Access Control

The currently connected hosts list:] Refresh
Wireless Connection 5tatus

Universal Repeater NO. MAC Address Bandwidth

1 38:BC:TAAFDI:TF 20M

I f t hueknosvid wireless deviseto connect toyour Router, you can chedkemon the list

easily. To stoghemfrom accesmg your router go toWireless > Access Contrtd forbid its MAC

address.

Universal Repeater
This sectioninvolves wireless networkextension The example below is for you to better

understand how to extend the wireless network coverage.
Example

If you alreadypositiona routerin your housgbut its WiFi signal may nobestrong enough toover
bothyour home office and bedroomio extend your Routé& WiFi coverage, you caorepare one

more router and enabanywireless extendenode of the router.

Do the fdlowing preparation before configurindgJniversal Repeater function. For easy
recognition, we call theout er i n nerooter o ntoenre 0 A aRowter yo@ hekd tad h e

prepar eadidneedwlryout er 0.
1. Verify theremoterouteris connectedo the Interneaind provides proper Internet service
2. Keep the WAN port of the newhdded routeunplugged

3. Go to theUser Interfaceof both routers andatlect the following info: WiFi Name (SSID),
security mode, encryption rule, the security key and LAMI take a note.
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Remote Router \.g

PC1
Internet IP:192.168.1.101

1
\\ WAN LANIP: 192.168.1.1 ‘ PC2

IP:192.168.1.100

.
Newly-added Router \?

IP:192.168.1.102

e 7 =1\ T
} i .
el 5 ) 1P:192.168.1.103
| LANIP:192.168.1.10 [}

Configure the newly-added router:

Change LAN IP of the newly added Rouisto another one, which should be in the same segment

as LAN IP of the remote Router but should not be the same LAN IR92a$681.10

m— e | s | o5 || aplcaions

Status LAN Settings

Internet Connection Setu . . .
B This page is used to set the basic network parameters for LAN.

MAC Clone LAN MAC Address  C8:3A:35:00:9D:78

WAN Speed

IP Address 192.168.1.10

WAN Medium Type

DNS Settings

Subnet Mask 255.255.255.0

Ok | | cCancel |

Click Wireless> Universal Repeater




Wireless Basic Settings Universal Repeater

Wireless Security
Settings () Disable (#) Enable
Access Control

Complete below settings to connect to AP.

Wireless Connection Status

551D Tenda_009D78

Universal Repeater
Channel AutoSelect v

‘P SelectEnable.

Click Open Scan

Select

EDCJGCJD

® Findand select the wireless network name (WiFi name) of the remote router.

Security Mode Disable r
| Open Scan | e
| ok | | cancel |
. Close Scan |
551D MAC Address Channel Security Signal
Strength
The 192.168.0.1 says: * 47
page at . 0.1 says:
-47
Are you sure to connect to this AP?
\ES  -48
e‘ oK ‘ ‘ Cancel | A |32
-60
Tenda_666666-ZL  CE:3A:353:52:60:10 |11 WPAWFRA .. -1

Click OK on the popup window




Wireless Basic Settings Universal Repeater

Wireless Security
Settings () Disable (®) Enable

Access Control
Complete below settings to connect ta AP,

Wireless Connection Status
sSsID Tenda_G66666-2L

Channel 11 v

Security Mode Mixed WPAMNPAZ - PSK v

WPA Algorithms (e AES ) TKIP () TKIP&AES

— ©

| Open Scan |

e| OK | | cancel |

° Type the wireless security key (WiFi passwanéi}he wireless network name (WiFi name) of

the remote router.

* Click OK.

The router will reboot automaticallxfter the router rebootyou can try surfing the Internet.

Reboot the router to bring the settings into effect.

Rebooting...84%

Wireless Basic Settings
Wireless Security
Access Control

Wireless Connection Status

Universal Repeater

‘ Tips

The Connection Status in Advanced > Statuscannot indicat¢hat whether th router can access to

the Internet or nan this situation
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3 QoS
Here QoS is about how to allocate the bandwidth properly for several clients which are connected
to your Router s wired o Bandwidth€obned ® configurenad r k . ‘

check traffic statistics ifraffic Status.

Bandwidth Control

Click QoS > Bandwidth Control to improve network performance by specifying the
download/upload speed for connected clients. The example below is for you to consult to configure

Bandwidth Cotrol based on your own demands.
Example

Always several devices share 4M broadband service in your home. You recently have to watch lots
of news videos to prepare for a speci al progr

smoothly. Your notetok starves for more bandwidths.

In this case, you can choose to configure a download bandwidth r&enidwidth Control to
allocate sufficient bandwidth for your notebook. If you calculate the download/upload speed by
yourself, these formats may helpy (Bytes) =1024K (Bytes); 1Bytes=8Bitdpload bandwidth

rule is not always used unless you havepioad lots of files and videos.

Configuration

P Specify a static IP for your notebogdkAC address: 18:DC:56:A4:06:FA) i192. 168. 0

Make it always automatically get $tai®ABsighnéest. 0. 1

. , -
Wireless Qos I Applications Security Tools

for steps.

Advanced

Status Static Assignment Help
Internet Connection Setup IP Address  192.168.0. 150 DHCP Client List displays a
list of devices that have
MAC Clone MAC Address 18 - DC |86 : A4 |08 | FA Add obtained |P addresses from
the router's DHCP Server.
WAN Speed
NO. IP Address MAC Address Delete You can manually assign a
WAN Medium Type . .
1 192.168.0.150 18:DC:56:A4:06:FA Delete static [P address to a device

by entering the device's

LAN Setti
ettings MAC address and your
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Check theEnable box.
| Home | Advanced | Wireless | Qos | Applications

Bandwidth Control Bandwidth Control
Traffic Statistics
Enable Bandwidth Contral | Enable

| OK | | Cancel |

Configure a download bandwidth rule for the IP.

el | o (Rl

Bandwidth Control Bandwidth Control

Traffic Statistics
Enable Bandwidth Control Enable

IP Address  192.168.0. 150 ~ | 150
Upload /Download Download r
Bandwidth Range | 256 ~| 512 (KByte/s
Enable e
Add To List a
MNo. IP Range Destination Bandwidth Range Enable Edit Delete
1 192.168.0.150~150 Download  256-512 y | Edit | | Delete |
e| OK | | cCancel |
IP Address:Ent @50 fAin two right most boxes. I f you

devices which get IPs within an IP range, you need to enter the start IP and end IP towdhese

rightmost boxes respectively.

Upload/Download: SelectDownload from the putdown menu.

Bandwidth Range:Ent 2560 i n t he f512r sitn bolke asmmelcdind box
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broadband service is 4M, so the download speed is up to 51@KRB4 * 128<Byte=512). On the

other hand, 256~512KRBe/s are sufficient for you to watch smooth HD videos.

+ Enable: Check theEnable box to enable all the settings in this rule.

2 Click Add to List. You can view the rule in the table, shown as the figure bdlowe i con A
indicates the rule is enabled. | f ités AlTO6, t
Mo. IP Range Destination Bandwidth Range Enable Edit Delete
1 192.168.0.150~150 Download  256~512 . | Edit | [ Detete |
2 Click OK.

Traffic Statistics

Here you can view how much traffic each device is using via your Router.

Bandwidth Contral Traffic Statistics
[« Enable Traffic Statistics
IP Uplink Downlink Sent Sent Received Received

Address Rate(KByte/s) Rate(KByte/s) Message Bytes(MByte) Message Bytes(MByte)

| ok | | cancel |

Enable Traffic Statistics: Check the box to enableaffic Statistics feature, to see at a glance how
much traffic each device in your network is using. When the option is enabled, the page will refresh
every five minutes.

This option is disabled by default. Disabling it may boost your network. Suggest you onlyienable

if necessary. Statistics you can see on the list:
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IP Address The IP address of one device connected to your Router

Uplink Rate The upload speed (KByte/s) of a corresponding device

Downlink Rate The download syl (KByte/s) of a corresponding device

Sent Message The number of packets sent by a corresponding device via the Router

Sent Bytes The number of Bytes (Unit: MByte) sent by a corresponding device via the Router

Received Message The number of packets m&ged by a corresponding device via the Router

Received Bytes The number of Bytes (Unit: MByte) received by a corresponding device via the Route

4 Applications

Click Applications to join this part.The Router provides several ways for helping you orryou

friend to visit the intranet resource from the Internet.

Port Range Forwarding

Port range forwarding serves for web servers, ftp serveargileservers, game consoles, and other
specialized internet applications. The feature will help to forward soemasservices from the

I nternet via your Rout er 0s (ed)/OtherpPs will nottsloare thbse s p
services.

Example

If you want to share a giant file with your friend who are not in the same LAN with you, and it will
take a lotof time to upload them. You can firstistablish an ftp serverin your computerand then

set a rule ofPort Range Forwarding in your Router to share them quickly and conveniently. All

parameters shown in the figure below are examples.

Your Notebook

5

LAN IP:192.168.0.101

Your Friend's PC Internet

Sl @, Your PC
\ | Public WAN IP: T LAN IP: \,
. ¥ 183.38.7.216 192.168.0.10 ‘
StaticLAN IP: 192.168.0.150
LAN IP: 172.16.0.4 With an FTP server, default port: 21

Configuration
‘P Specify a static IP for youcomputer(MAC address: 18:DC:56:A4:06:FA) A192. 168. 0.
Make it always get fA192. 16 8 Stltic AsSghroerfdr step@a c c e S S

—— L




Status Static Assignment Help

Internet Connection Setup DHCP Client List displays a

IP Address 192.168.0. | 150
list of devices that have
MAC Clone MAC Address 18 - DC : 56 | A4 : 06 : FA | Add | obtained IP addresses from
the router's DHCP Server.
WAN Speed
NO. IP Address MAC Address Delete You can manually assign a
WAN Medium Type

1 192.168.0.150 18:DC:56:A4-06-FA [ Dekete | static [P address to a device

by entering the device's

LAN Setti
ettings MAC address and your

Verify that the WAN IP of tke Router isa public IP. If not, your environment is not fit for the
Port Range Forwarding feature.

Establish an FTP server in yocomputer d e f a 210t, pueritn.g WM CP pr ot oc
your file to the server.

Disable the firewall, virus prot#ion and security guard on yocwmputer If not, users from the
Internet might not be able to access the server on the intemaluter
w Login to UdernteRareagaie, godtd?ort Range Forwarding section and do the

following configuratiors.
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Port Range Forwarding Port Range Forwarding

DMZ Hest Port range forwarding is useful for web servers, ftp servers, e-mail servers, gaming and
other specialized Internet applications. When you enable the port range forwarding, the

DDNS communication requests from the Internet to your router’'s WAN port will be forwarded
B to the specified LAN IP address.
Static Routing NO. Start Port-End Port LAN IP Protocol Enable Delete
— 1 T2 21 192.168.0/150 | | TcP v @ o

2. - 192.168.0. TCP || O ]

3. - 192.168.0. TCP || O ]

4 - 192.168.0. TCP v||O O

5. - 192.168.0. TCP v O O

3 - 192.168.0. TCP v||O o

7. - 192.168.0. TCP v||O o

g - 192.168.0. TCP v||O o

9. - 192.168.0. TCP v O O

10. - 192.168.0. TCP v O =

Well-known service ports: DNS(53) |E| ID| 4 v

| oK | ~ Cancel |

1.Start Port-End Port: Ent 210 ifin bot h fi el ds.

You can also come to thWell-known service portspart, select FTE21) from the puldown menu.

Selectl from the ID pultdown menu. And clickAdd to, then you will find theStat Port- End

Portfi el ds are 2dnteaeuteadmaniitchal A y. Service port w

type.

Well-known service ports: FTP21) | — | D 4 v

2. LAN IP: the internal hds)d 6as | Pheaddr ghs moEint by
n192.168.0.1500.
3. Protocol: the protocol required for the seére port(s). SelectCP from the pulldown menu in

this example.

— '
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4. Enable: Check it to enable current settings.

5. Click OK to activate your this rule for Port Range Forwarding.

Verification

The IP format used by the Internet users to access your nieaSee r ver Type: / / You

WAN IP:Port Number. Here in the examplgpour friend can inputtp://183.38.7.216:21n his web

browser and try to access your FTP server to download the giant file.

I!.@ ftp://183.38.7.216:21 D~ I

Port Range Forwardig + DDNS

For the WAN I[P address (Public IP) may be the dynamic IP allocated from the ISP, you can give
your ftp server a static host name by setfig\S so that friends on the Internet can visit the ftp

server via the staticdst name. Your Tenda Router has DDNS feature. Gioid S for details.

DMZ Host

The DMZ host allows a particular interface @ymputerto have a direct access to some special
massages via the Router without any firewall or wekwaddress translator (NAT) to mask the true
identity of the interface azomputer These special messages refer to an HTTP server or FTP server.

Your Router contains its DMZ settings shown as the screenshot below.

| Applications

Port Range Forwarding DMZ Host

m NOTE: When the DMZ host is enabled, the firewall settings of the DMZ host will not

function.
DDNS

DMZ Host IP Address | 192.188.0.150
UPNP Settings

#| Enabl
Static Routing & Enable

Routing Table OK Cancel

Example
You want to create a DMZ host your computerfor messages transmitting via the HTTP server.
Configuration

‘P Specify a static IP for youcomputey f192.168.0.1500. Make it

—



ftp://183.38.7.216/
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M192.168. 0. 1500 to &tatcessigmmdrfbreteps.nt er net. Consu

Logi n t o Wskréntefoealitképplications > DMZ, to configure detailed settings.
1. DMZ Host IP Address: Ent er n192.168.0.1500 in this f
computemwith DMZ host created.
2.Enable: Check it to enable the DMZ host feature.
3. Click OK to enable your setigs.

ANote

Once enabled, the DMZ host loses protection from the firewall and becomes vulnerable to Internet

attacks. If you do not need to use DMZ host, disable it as soon as possible.

DDNS

DDNS (Dynamic Domain Name Server) allows a dynamic public IResddof one service to be
associated with a static host name, so that anyone anywhere on the Internet can visit the host and
share the service. Thus, uninterrupted access to services whose numeric IPs may change is
maintained. After DDNS is enabled, usibgR L hostname.dyndns.alg dostndine.ndap.cond

can access the host.

DDNS is always used witlPort Range Forwarding feature. Continue the example in Port Range
Forwarding section. For your WAN IP (public IP) may change, DDNS can help you use a static hos
name to maintain the connection.

Follow steps below to apply for the domain nateeda.dyndns.orgusernameéendaand password

| %‘a
l Appllcatmns

12345678

Port Range Forwarding DDN5S

DMZ Host H

DDNS Service  (® Enable () Disable

UUPNP Settings Username tenda
Static Routing Password 12345678 e
Domain Name tenda.dyndns.org

Routing Table

a OK Cancel
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Configuration
P DDNS Service:Check theEnable box to enable the DDNS feature.

Service Provider: Select yourDDNS service providerfrom the dropdown menu. Here you
can only use dyndns.org and-ipocom.
(I'f you havendt g dign upnek & pukhdownanenu to,signdn an DONS
account and then come back to continue the settings with tiNSO@@main name, username and
password.)

User Name, Password, Domain NameEnter the registered user name, password and domain
name.

Click OK to activate your settings.

Verification
Your Notebook
(1
\'&
) . Internet ' g1 . LAN IP:192.168.0.101
Your Friend's PC s g, Your PC
\ { : Public WAN IP: T LAN IP: \)
. ) 183.38.7.216 192.168.0.10 ‘
. StaticLAN IP: 192.168.0.150
LAN IP:172.16.0.4 With an FTP server, default port: 21

After the configuration above, your friend can access your ftp serveitpvidenda.dyndns.org

instead oftp://183.38.7.216:210 download the giant file.

(= ftp://tenda.dyndns.org Je R

UPNP Settings

When UPNP is enabled on your Router, a network device possessing a specific purpose, such as a
printer, can be iderfted and used automatically by anotikemputeror device on your network.
If the UPNnP protocol is disabled, devices behind the Router may have difficulty communicating

their identification or purpose. Access your Tenda Router to turn on UPnP.



ftp://tenda.dyndns.org/
ftp://183.38.7.216/

| Applications

Port Range Forwarding UPNP Settings
DMZ Host

Enable UPnP [
DDNS

o (o

Static Ro uting

Generally,dynamic routing is default and recommended, because this feature allows the router to
detect physical changes of networking automatically.

Static Routingi n t he Router can provide additional r
commonly needed at home when theredre several
Example

Youbve applied for 2 net wor k(Mesrapolitan Area Netwoldk)nt e r

service. These 2 networks are isolated, shown as below.

Internet

N

|
|

Metropolitan Area Ahdh @ )\ }
| s 9 S,
Network

Every time ya want to enjoy the Internet, you should goGO@MPUTERL. When you want to

enjoy the specified MAN service, like a movie or an old TV show on one of the servers on the

—
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MAN, you should go taCOMPUTER2.

To avoid such inconvenient switch over these two tedlanetworks, as well as expand your
Internet service to more wireless devices, you can add this Tenda Router and set up a static routing.

Connect and configure the devices as below. Parameters here are examples.

Tenda Router

Router's
WAN IP:108.66.93.56
g Modem L LAN IP: 192.168.0.1
[}
PC 1P:192.168.0.100
Metropolitan Area s g, Router 1
Network LAN IP: 192.168.0.10

DHCP Server Disabled
134.111.0.0

Connection & Parameters Notes
1. Tenda Ruter and your located router (Router 1) should be connected via their LAN ports.
And both routers should be in the same network segment. Here both are in 192.168.0.0 segment.
Al so, their LAN I P should be diifd efle2. 1&&.rkE.
2. Your located router (Router 1) should disable its DHCP server. If you want to connect more
devices to Router 1, you should configure static IP for every wanted device which can also both
connect to the Internet and MAN.

Configuration
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Port Range Forwarding Static Routing
DMZ Host
DDNS Destination Network Subnet Mask Gateway
IP Address
o 134.111.00 255.255.0.0 192.168.0.10 | Add |
fRng Table 124.111.0.0 255.255.0.0 192.168.0.10 P
QK Cancel

P Login t o y o ur UsEr Imtdriace dRak LAtvanced yon the homepagey
Applications > Static Routing to enter the setting page.
Add a static route here.
Destination Network IP address:Enter the destination network rangel 3 4 . 0lal.1 . O .
Subnet Mask: Enter the subnet mask of tHestination networkrange "255. 255. 0. 00
Gateway: | nput tihaddressAoNthe next hop to which messages are forwarded from
Tenda Router, here fA192.168. 0. 1 (ated routdroshoald t h at
be in the same network segment.
Click Add to add the route to the ligtlick OK to activate the settings.

Verification

Try visiting the Internet and MAN service from tbemputeror other connected wireless devices, if

you can visit them successfully, the static routing youadetseffect.

Routing Table

Statistics through the Router are transmitted according to the routing table.
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Port Range Forwarding Routing Table
DMZ Host

Destination IP Subnet Mask Gateway Hops  Interface
DDNS

0.0.0.0 0.0.0.0 192.168.1.1 1 vlan2
RS 192.168.0.0 2552552550 192.168.0.0 0 br0
Static Routing 192.168.1.0 255.255.255.0 192.168.1.0 o] vlan2

Routing Table —_—
| Refresh

5 Security

Here explains how to control the websites access, or block unauthorized accesses and malicious

packet sniffing.

URL Filter Settings

By filtering URLs, and you will control websites access for an IP (range) within a specified time
range.
Example

If you want to disallow allcomputes on your LAN to accesgoutube.confrom 8:00 to 18:00

during working daysMonday Friday, then do as follows.

MAC Address Filter Settings This section allows you to
Filter Mode Forbid Cnly L

control websites access.
Client Filter Settings Select a policy from the
drop-down menu and
briefly describe it in the
corresponding field. You

can set the access

Access Palicy (1) A

Palicy Name(Optional) youtube

StartIP 192.168.0. 2 restriction in details
including the IP address
EndIP 102.168.0. 254 range of devices, time
period, and specific days of
URL Character String the week. Domain name can
be entered the full name(for
Time a v 0 v ~ 18 *:. 0 v example www.google.com)
or keywordifor example
Day(s) Man ¥ ~ Fri v google),but only support
o one domain name for one
Enable [¢ Clear this ilem:| Clear | rule.

JE—— e Be sure to statically assign
|_ OK | | Cancel | IP Address of the devices
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‘P Filter Mode: SelectForbid Only from the pukdown menu.

Access PolicySelect the serial number of the access policy. The maximum policy is 10.

Policy Name (Optional): Enter a descriptive name for the policy, or leave it blank.

Start IP, End IP: Enter 2 and 254 in the corresponding field to limitcainputes on the LAN.
To restrict only one device, input the same number in corresponding field. For example, if the IP of
the device you want to r est rStatdRandEsdIFfidld 2. 168. 0
w URL Character String: Ent er a domain name you want to re
w Time, Day(s): Select8:00~18:00, Mon~Fi.

w CheckEnableto activate your settings.

3 Click OK to save the settings.

How to disable URL Filter?

Selectdisablefrom the pultdown menu of thé&ilter Mode option and clickOK.
MAC Address Filter Settings

By filtering the MAC address of the wanted devices, you can control their Internet access.
Example

To allow the computer (MAC addresd 00:E4:A5:44:35:69) to access the Internigom

J -
g ¥‘A, J’m_
I QoS l Applications Security Tools

13:00~18:00 orsundayto Saturdaydo as steps below.

URL Filter Settings MAC Address Filter Settings Help
MAC Address Filter Settings i This section allows you to
Filter Mode Permit Only v

set the time specific clients
Client Filter Settings can or cannot access the
Internet via the devices’
MAC adresses. Select a

Policy from the drop-down

Access Policy (1) v

Policy Name(Optional) i o
menu and briefly describe it

MAC Address o0 /E4 a5 /44 |35 | 6o in the corresponding field.
You can set the access
Time 13 v 0 v -~ 18 vy 0 v restriction or permission in
detail including the time
Day(s) sun v ~ Sat v period, and specific days of
the week.

Enable [¢ Clear this item: Clear
- When Time is set to 0:0 to

0:0, the rule will be applied
OK Cancel 24 hrs/day.

‘P Filter Mode: SelectPermit Only from the pultfdown menu.

Access PolicySelect the serial number of the access policy. The maximum policy is 10.
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Policy Name (Optional): Enter a descriptive name for the policy, or leave it blank.
MAC Address: Input the MAC address of the device you want to permit, here
00:E4:A5:44:35:69.
w Time, Day(s): Select 13:00~18:00,Us~Sat
w Enable: Check this box to enable the settings.
w OK: Click OK to save the settings.
How to disallow the device with a specified MAC adress?
SelectForbid Only from the pultfdown menu of thé&ilter Mode option. And consult steps ~o
in the example above.
How to disable MAC Address Filter?

SelectDisablefrom the pultdown menu of thé&ilter Mode option and clickOK.

Client Filter Setting S

By filtering the IP address and port of the wanted clients, you can control their Internet access.
Example

If you want to prohibit COMPUTERs within the I[P address range of
Nn192. 16B9D.16®8. 0. 1200 from accessing the Inte

- o -
A S
I Applications security Tools

URL Filter Settings Client Filter Settings Help
MAC Address Filter Settings ) : This section allows you to

- : Filter Mode Forbid Cnly M set the times specific clients
Client Filter Settings can or cannot access the

. Internet via the devices'IP
Access Policy (1) v .
addresses. Select a Policy

Palicy Name(Optional) 123 from the drop-down menu
and briefly describe it in the
Start IP 192 168.0. 100 corresponding field. You

can set the access

EndIP  192.168.0. 120 restriction or permission in
detail including the time
Port 1 ~ F5535 pericd, and specific days of
the week.
Type Both v
When Time is set to 0:0 to
Time o -0 v - 0 v 0 v 0:0, the rule will be applied
24 hrs/day.
Day(s) Sun v ~ Sat v
Enable ¢  Clear this item: Clear
oK Cancel l’\‘

‘P Filter Mode: SelectForbid Only from the putdown menu.

Access PolicySelect the serial number of the access policy. The maximum policy is 10.

— I
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Policy Name (Optional): Enter a descriptive name for the policy, or leave it blank.
Start IP, End IP: Enter100 and 120 in corresponding fields to limit devices within the IPs.
To restrict one device, input the same number in corresponding field. For example, the IP of the
device you want to restri c$tatlPandEndiBfeld168. 0. 130
w Port: Enter1-65535to forbid all Internet services and applications.
w Type: SelectBoth.
w Time, Day(s): Select 0 for a whole day and Sun~Sat for a whole week.
& Enable: Check the box to enable the settings.
& OK: Click OK to save the settings.
How to permit clients with specified IP addresses?
SelectPermit Only from the pultddown menu of thé&ilter Mode option. And consult steps ~
in the example above.
How to disable Client Filter?

SelectDisablefrom the pultfdown menu of th&ilter Mode option andclick OK.
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6 Tools

You can configure the Router in this section for administration and maintenance.

Reboot
Rebooting the Router will activate any modified settings on the Router. When parameters you set
cannot take effect, you can try that. Note that wthenRouter is rebooting, do not power off any

relevant devices (Routexpmputer etc.).

Restore To Factory Default

It 6s recommended that do not def aul t the dev

technical support suggests restoring itatctory default.

Click the button:Restore to Factory Defaulf and all the settings will be restored to factory
defaults.

Then you need to use the default login IP and password to login tiséndnterfacdo reconfigure














































